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Introduction

When superheroes gather to confer about saving the
world, it’s usually pretty clear not onlywhether theywill
prevail, buthow.Eachwill use theirwell-knownandwell-
tested superpowers to engage with the villains and bat-
tle forwhatweknow is goodand right in theworld.How-
ever, to understand what justice means in the story, we
need to know who we’re dealing with in order to set
things right. We need to understand who is the antago-
nist of our story, and to quickly stop whatever schemes
theyhave inmindbefore time runsout and it’s too late to
save the world.

This report tells the story about an emerging technology
used by kids and families every day, and the plot behind
that technology to take over the world. But fortunately,
it’s not too late. This is a story about all of us, and we
just so happen to be the protagonists in this particular
time and place who are fighting for our fundamental hu-
man right to privacy. It’s also a story about what privacy
means for everyone at a pivotal moment in the history
of humankind,whenwehave a uniqueopportunity to re-
flectandcometogether todecide the futureofprivacyof
an emerging technology.

If this story sounds familiar, it’s because youmayhave al-
ready heard it before. It has been popularized in books,
games, and media culture, with recent movies for kids
and teens likeReadyPlayerOne,1where our heroWade
(Parzival) declares an all-out virtual reality war on a
profit-seeking corporation, called the Sixers, for control
of the Oasis. In the real world, this plot sounds a lot like
our collective fight for the right to privacy and control of
the metaverse from profit-seeking corporations. Other
popularized films, such as Ron’s Gone Wrong,2 are eas-
ily analogized to corporations selling us our must-have
technology, including mobile devices, laptop computers,
and virtual assistants. TheMitchells vs. theMachines3 is
the story of a family’s fight against artificial intelligence
robots that decide to take over the world for the bene-
fit of a monopolistic social media company. In an effort
to portray the ethical quagmire that is a virtual afterlife,
the BlackMirror episode “San Junipero”4 and the TV se-

1 See Ready Player One (2018):
https://www.imdb.com/title/tt1677720.

2 SeeRon’s GoneWrong (2021):
https://www.imdb.com/title/tt7504818.

3 See TheMitchells vs theMachines (2021):
https://www.imdb.com/title/tt7979580.

4 For a synopsis, see
https://black-mirror.fandom.com/wiki/San_Junipero.

ries Upload5 explore who would and would not choose
this mode of existence, as well as the commercial possi-
bilities of such a virtual reality universe.

But these popularized media narratives are moving out
of the realm of science fiction and into our shared ex-
periences with virtual reality. At this very moment, the
antagonists of our story are the same corporations sell-
ing us cutting-edge virtual reality devices and immersive
virtual reality applications. This new immersive world
has already been given a name—the metaverse—which
ismeant to describe all the present and future virtual re-
ality devices and applications that users will experience
and drive a new virtual creative economy.6

The promise is that themetaverse will be used for social
good and that it will be the next era of computing, fol-
lowing the adoption ofmainframes, personal computers,
mobile devices, and the cloud. The impact of the meta-
verse is still unknown, except that it is intended to con-
nect people with virtual reality devices to limitless 3D
virtual experiences for the purposes of entertainment,
gaming, education, collaboration, and communication.7

Virtual reality (VR) technology8 exists most certainly
in the present, rather than solely in the future or as
the subject of science fiction movies, and it is already a

5 For episode synopses, see
https://en.wikipedia.org/wiki/Upload_(TV_series).

6 See TheMetaverse andHowWe’ll Build It Together – Connect
2021: https://www.youtube.com/watch?v=Uvufun6xer8.

7 SeeBall, M. (2022, July 18). Themetaverse will reshape our lives.
Let’s make sure it’s for the better. Time.
https://time.com/magazine/south-pacific/6201603/august-8th-
2022-vol-200-no-5-asia-europe-middle-east-and-africa-south-
america-south-pacific.

8 With virtual reality technology, wearing headsets in the real
world allows people to interact almost seamlessly in the virtual world.
While people are currently limited to using an avatar in VR, or part of
one, the avatar is not wearing any sort of apparatus, and it appears to
be “you.” Similarly, augmented reality (AR) adds or supplements our
existing reality with digital objects and digital object overlays in the
real world. AR enhances our presence by augmenting reality, which
while it still allows a user to stay in a real space and time, may collect
personal information from users at an astonishing rate. Mixed or
merged reality (MR) uses holographic lenses to converge VR and AR
where virtual objects interact with real world objects and users can
transition between completely immersive VR environments to
augmented AR environments. Finally, extended reality (XR) is a
catchall term to include all the different types of experiences in VR,
AR, and/orMR.
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multibillion-dollar industry.9 The potential benefits10 of
virtual reality could transform different segments of so-
ciety in countless positive ways,11 similar to how per-
sonal computers and mobile devices have changed our
everyday lives in ways that were unimaginable even just
a few decades prior.12 However, we need to make sure
the potential harms of virtual reality do not outweigh
their potential benefits—otherwisewe risk transforming
society into a dystopian future that science fiction13 has
tried to warn us about.

In the past, thoughts of privacy and the social, ethical,
and legal effects of technology have typically only been
considered after the fact. In thismoment, we have a rare
chance to thinkaboutand implementappropriatedesign
policies anduseof information restrictions andguidance
before its greater adoption and integration into soci-
ety. This is also a chance for us to define what “privacy”
means in VR before it becomes too late to look at what
should have been considered and adopted from the be-
ginning.

There has been an increasing focus only on
the benefits of VR, with very little research
on the costs to users' privacy.

This report seeks to explore some of the potential risks
and harms by determining the actual privacy practices
aswell as thepotential developmental andpsychological

9 SeeAlsop, T. (2022, August 11). Virtual reality (VR) – statistics &
facts. Statista.
https://www.statista.com/topics/2532/virtual-reality-vr.

10 “There continue to be questions around the longevity and
potential of themetaverse, with an extreme view regarding it as
merely a rebranded gaming platform of little wider interest.We do
not share that skepticism and believe themetaverse has the potential
to be the next iteration of the internet.” McKinsey &Company. (June
2022). Value creation in the metaverse. https:
//www.mckinsey.com/~/media/mckinsey/business%20functions/
marketing%20and%20sales/our%20insights/value%20creation%
20in%20the%20metaverse/Value-creation-in-the-metaverse.pdf.

11 Jerome, J., & Greenberg, J. (April 2021). Augmented reality +
virtual reality: Privacy & autonomy considerations in emerging,
immersive digital worlds. The Future of Privacy Forum.
https://fpf.org/wp-content/uploads/2021/04/FPF-ARVR-Report-
4.16.21-Digital.pdf.

12 SeeAubrey, J. S., Robb,M. B., Bailey, J., & Bailenson, J. (2018).
Virtual reality 101:What you need to know about kids and VR.
Common SenseMedia. https://www.commonsensemedia.org/sites/
default/files/research/report/csm_vr101_final_under5mb.pdf; See
alsoBailey, J.O., & Bailenson, J. (2017). Considering virtual reality in
children’s lives. Journal of Children andMedia, 11:1, 107–113.
https://stanfordvr.com/mm/2017/02/bailey-jcm-considering-vr.pdf;
Heller, B. Carr Center for Human Rights Policy, Reimagining Reality:
Human Rights and Immersive Technology,
https://carrcenter.hks.harvard.edu/files/cchr/files/ccdp_2020-
008_brittanheller.pdf.

13 Margaret Atwood, the author of The Handmaid’s Tale, has been
photographedwith amug saying “I Told You So” (see
https://happymag.tv/margaret-atwoods-i-told-you-so-mug-is-
proving-to-be-divisive/) in reference to her dystopian novel where,
among other surveillance issues, pregnancy and fertility aremanaged
by the state. For current and future data collection and sale potential,
including a discussion of policy, see, e.g., https://gizmodo.com/data-
brokers-selling-pregnancy-roe-v-wade-abortion-1849148426.

implications of popular virtual reality devices and third-
party VR applications used by kids and families today,
and how the data collected in virtual reality is used by
companies for commercial purposes and profit.14 Our
findings indicate that all of the popular virtual reality de-
vices we tested are not privacy protective and do not
meet our privacy recommendations for use by kids and
families.

When your superpower is data extraction

Virtual reality hardware and software enable superhu-
man data collection and distribution. VR hardware can
collect human biometric15 and sensory data, and the
software gathers human experience and reactions,16 far
beyond what we have come to expect from simply typ-
ing our thoughts and feelings into a computer or mobile
device. VR works as an extraction system to collect and
process personal information in a way that no single hu-
man or portal could using previous technology.17 This
is a quantitative and possibly qualitatively larger under-
taking toautomatically collectmorepersonal andbehav-
ioral information than any user could possibly input vol-
untarily.18

As VR technology becomes ubiquitous in public spaces,
processing a bystander’s data poses a separate privacy
risk because that bystander may not have situational
awareness that their facial recognition or other bodily
information is being collected from potentially multiple
VR devices. In addition, bystanders have no way of opt-
ing out of the collection or use of their personal infor-
mation19 by companies they do not know and have no

14 “Expenditure on these technologies in the global education
market is expected to grow from$1.8 billion in 2018 to $12.6 billion in
2025, at a CAGR of 32%.” TheMetaverse in Education -Market Size &
Activity, EdtechX Email Newsletter, May 5, 2022.

15 “Biometric information” means an individual’s physiological,
biological, or behavioral characteristics that are used to establish
individual identity. Biometric information includes, but is not limited
to, imagery of the iris, retina, fingerprint, face, hand, palm, vein
patterns, and voice recordings, fromwhich an identifier template,
such as a faceprint, a minutiae template, or a voiceprint, can be
extracted, as well as keystroke patterns or rhythms, gait patterns or
rhythms, and sleep, health, and exercise data that contain identifying
information. SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §
1798.40(c).

16 See list of possible data collection in Zhao, et. al, “VR in
Metaverse: Security and Privacy Concerns,” available at
https://arxiv.org/pdf/2203.03854.pdf.

17 “Many apps still collect device information that can be used to
track users at a group level (cohort tracking) or identify individuals
probabilistically (fingerprinting).We find real-world evidence of apps
computing and agreeing on a fingerprinting-derived identifier through
the use of server-side code.” Kollnig, K., Shuba, A., Kleek, M.V., Binns,
R., & Shadbolt, N. (2022,May 7). Goodbye tracking? Impact of iOS app
tracking transparency and privacy labels.
https://arxiv.org/pdf/2204.03556.pdf.

18 See, for example, media coverage of data collection potential and
possibilities, evenwith early versions of the devices, in 2018 at
https://www.windowscentral.com/vr-and-your-privacy-how-are-
these-companies-treating-your-data, and in 2019 at
https://hellodarwin.com/blog/virtual-reality-data-collection.

19 Pahi, S., & Schroeder, C. Extended privacy for extended reality: XR
technology has 99 problems and privacy is several of them.
https://ssrn.com/abstract=4202913.
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relationshipwith. Furthermore, VR devicesmay blur the
line between public and private spaces, where through
use of visual and auditory sensors, private spaces (such
as bedrooms) can unexpectedly become public.20

However, we do not need to accept that our raw private
experiences, feelings, and emotions21 in virtual reality
are the sole property of corporations. We do not need
to accept that virtual reality device manufacturers and
third-party application developers are allowed to cap-
ture our collective experiences in virtual reality as be-
havioral data to be used for commercial purposes and
profit.22 We can reject the premise that virtual reality
is simply a means to an end for companies to engage in
amplified data collection, behavioral manipulation, and
commercial exploitation for their benefit, not ours. Per-
haps our fundamental human right to privacy does over-
ride the “rights” of technological innovation driven by
surveillance capitalism.23 This is a criticalmoment in our
history to demand better privacy practices from compa-
nies and put in place stronger privacy regulations of VR
to help reshape what privacy in virtual reality and the
metaversemeans for all of us.

We need to examinewhat types of personal information
and uses of data should be off-limits. If we illuminate the
current status of VR privacy, we have a unique opportu-
nity to create parameters for privacy protection in law
for this largely unregulated sphere.We can consider the
risks and harms to children and other vulnerable users,
and craft standards to meet their needs.24 These stan-
dards can be baked into future VR devices and appli-
cations as a matter of privacy by design, industry stan-
dards, and regulatory requirements.

Corporate ownership: Tometaverse and

beyond

Unlike the birth of the internet as a distributedmedium,
themetaverse is shapingup tobe a corporate-controlled
environment.25Companies arebuilding closed-loop sys-

20See footnote 19.
21 Zhang, S., Feng, Y., Bauer, L., Cranor, L.F., Das, A., & Sadeh, N.

(2020). ’Did you know this camera tracks yourmood?’: Understanding
privacy expectations and preferences in the age of video analytics.
Proceedings on Privacy Enhancing Technologies (2): 282–304.
https://doi.org/10.2478/popets-2021-0028.

22 Advertising in VR is immersive and pervasive. SeeHeller and
Bar-Zeev, “The problemswith immersive advertising: In AR/VR,
nobody knows you are an ad,” available at
https://tsjournal.org/index.php/jots/article/view/21/10, for a
discussion of “playable” ads.

23 Surveillance capitalism is an economic practice centered around
the commodification of personal data with the core purpose of
profit-making. The term “surveillance capitalism” was popularized by
the author Shoshana Zuboff in her book The Age of Surveillance
Capitalism, published in 2019.

24 Kelly, G., Graham, J., Bronfman, J., & Garton, S. (2019). Privacy
risks and harms. Common SenseMedia.
https://privacy.commonsense.org/content/resource/privacy-risks-
harms-report/privacy-risks-harms-report.pdf.

25 See SteamHardware & Software Survey:May 2022,
https://store.steampowered.com/hwsurvey/Steam-Hardware-

tems to control what companies and which users are al-
lowed to access the system and play or work in those
systems. Further, if multiple closed-loop systems, walled
gardens, or insular VR app stores develop, they may not
be interoperable for either the hardware or the soft-
ware, similar to Apple’s App Store and Google Play and
their respective hardware. Bundling is one possible out-
come, allowing users to access many environments (the
“cable” model). It’s also possible that competing envi-
ronments will cater to different categories of users (the
“channel” model). Where will government, public ser-
vices, and education be situated in virtual reality or the
metaverse?At the timeof this report’s publication, there
is no legislation requiring the equivalent of “must carry”
or public access to any metaverse system, but open and
decentralized versions of the metaverse built on web
standards have already been proposed.26

VR systems make money for their parent corporations
by selling hardware and software, by selling advertis-
ing, and by gathering information about their users to
offer additional products and services for commercial
purposes. These systems also sell “access” to VR users’
rich, sensitive personal information to third parties for
research and commercial purposes. Much like current
app stores, additional sources of revenuemay include in-
app purchases or in-world sales, and the resale of the
data that VR devices collect from users in virtual real-
ity to third parties.27 Popular devices that have since
entered the market include the Oculus Rift,28 Samsung
Gear VR,29 HTC Vive,30 Google Cardboard,31 Google
Glass,32 Ray-Ban Stories,33 and Snap Spectacles.34

Each of these early devices has attempted to hit a mag-
ical medium between being a lightweight and unobtru-
sive wearable device yet one with plenty of useful fea-
tures. Each one has succeeded in some ways and failed
in others. As yet, not one of these devices has become a
tool necessary to interact with and function in society,
like the smartphone or (in a previous era) the television
and telephone. But thismoment in timemay come, sowe
need to examine these VR devices and their use in the
metaverse to imagine what the user experience may be

Software-Survey-Welcome-to-Steam?platform=combined;Meta
now has a dominant market share in virtual reality thanks to its 2014
acquisition of Oculus and its Quest VR headset.

26 See Third Room: https://thirdroom.io.
27 Even just sharing with affiliates opens a rather largemarket. “No

matter which VR you’re using, your data will be sharedwith network
affiliates and subsidiaries.” Hunt, C. (2018, November 21). VR and
your privacy: How are these companies treating your data?Windows
Central. https://www.windowscentral.com/vr-and-your-privacy-
how-are-these-companies-treating-your-data.

28 SeeMetaQuest, Oculus Rift:
https://www.oculus.com/rift/setup.

29 See Samsung Gear VR:
https://www.samsung.com/us/support/mobile/virtual-reality/gear-
vr/gear-vr-with-controller.

30 SeeHTCVive: https://www.vive.com/us.
31 SeeGoogle Cardboard: https://arvr.google.com/cardboard.
32 SeeGoogle Glass: https://www.google.com/glass/start.
33 See Facebook Ray-Ban Stories:

https://www.ray-ban.com/usa/ray-ban-stories.
34 See Snapchat Spectacles: https://www.spectacles.com.
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like if and when such devices are crucial to participation
in the world of commerce, government, or education.

This series of virtual reality failures and missed oppor-
tunities puts pressure on even the largest companies
to generate revenue with virtual reality at any expense.
History tellsus that theeasiestwaytodothat ismakethe
products cheap, popular at scale, and so appealing that
everyone wants one, often at the expense of deep con-
sideration of the privacy concerns and safety pros and
cons of using such a device.

Given that our focus is privacy, we look primarily at the
types and quantities of data that the devices collect on
behalf of their corporate backers, and what they intend
to do with the personal information that they collect.
We do know, based on VR’s potential to collect new cat-
egories of personal information,35 including the user’s
sensory experiences, thatwe’re delving into a newworld
of data collection beyond what previous, text-based in-
terfaces could gather. For example, VR hardware and
software may collect three-dimensional coordinates of
the user’s environment, head position, height, and loca-
tion of users’ head and arms in a 3D plane. It may also
collect precise time information and data on normative
body language, including gaze, facial expressions, emo-
tional recognition36, and suchgestures ashandpositions
andmovements with objects.37

In addition, web cameras and VR devices have the ca-
pability to scan a user’s private physical space (such as
their bedroom) and identify the objects within.38 VRde-
vices can also detect eye tracking, gaze detection, pupil
dilation, and usage data, such as location-based infor-
mation (time zone/country), behavioral data of interac-
tions, as well as IP address, VR web browser activity,39

35 Ormaybe it’s more than a bug, or even a feature. Maybe it’s the
core functionality: “But XR technologies typically cannot function
without collecting sensitive personal information—data that can
create privacy risks. Some VR and AR systems rely on biometric
identifiers andmeasurements, real-time tracking of individuals’
location, and precise maps of the physical world including the
interiors of homes, offices, andmedical facilities.” Jerome, J., &
Greenberg, J. (April 2021). Augmented reality + virtual reality:
Privacy & autonomy considerations in emerging, immersive digital
worlds. The Future of Privacy Forum. https://fpf.org/wp-
content/uploads/2021/04/FPF-ARVR-Report-4.16.21-Digital.pdf.

36 “Discrete functions of XR technology, such as facial or emotional
recognition, could be unethically used to discriminate against
individuals who are neurodivergent, have physical disabilities
affecting their facial expressions, or come from cultures with physical
expressions of emotion that vary from the expressions programmed
into the facial recognition technology.” Pahi, S., & Schroeder, C.
Extended privacy for extended reality: XR technology has 99 problems and
privacy is several of them. https://ssrn.com/abstract=4202913.

37 Researchers refer to this type of nonverbal or biometrically
inferred or derived data using a number of terms. Some are included
in the XRSI Privacy Framework Version 1.0, XR Safety Initiative
(September 2020),
https://xrsi.org/publication/the-xrsi-privacy-framework.

38 SeeHolpuch, A., & Rubin, A. (2022, August 25). Remote scan of
student’s room before test violated his privacy, judge rules.New York
Times. https://www.nytimes.com/2022/08/25/us/remote-testing-
student-home-scan-privacy.html.

39Kraus, F. (2022, August 10). iOS privacy: Instagram and Facebook
can track anything you do on any website in their in-app browser. https:

and unique device identifiers.40 Companiesmay use this
sensitive personal information for their own commercial
purposes to profile users based on their unique biomet-
ric data points, possibly resulting in unintended or even
unimagined consequences.41

VR users provide a massive treasure trove of new infor-
mation42 to companies. In many cases, the technology
may be gathering data not anticipated by privacy poli-
cies and lawswritten years or decades before such tech-
nology existed. Further, the policies, laws, and industry
standards may encompass the technology but not con-
template the potential uses of the data collected by this
technology and resulting risks to privacy.

Mask up: Personal privacy and identity risks

How shouldwe discuss personal privacy risks in VR?We
canbeginby looking at the technical capacities of thede-
vices and software. However, the psychological conse-
quences of a new portal into reality may be far beyond
just addinganewproduct to the lineup.Usersmaybeen-
trancedbythepossibilitiesofusingcommercial products
for educational purposes,43 and using education prod-
ucts (intended to be used with supervision in a class-
room) at home, andother unintendeduses.44 Behavioral
modification derived from a user’s virtual reality experi-
ences can be positive, negative, or some combination of
the two. Consider the example of using VR to moderate
PTSD, or, conversely, havingVR contribute to PTSDwith

//krausefx.com/blog/ios-privacy-instagram-and-facebook-can-
track-anything-you-do-on-any-website-in-their-in-app-browser.

40 “Data capture in VR is oftentimes a hidden feature of
industry-oriented VR applications, but it is maybe one of themost
important aspects… In fact, the data available in VR are tantamount to
having a real personwear a GPS tracking device, speedometer, and a
full-body sensor suit while they do a training session or some other
activity.”
https://hellodarwin.com/blog/virtual-reality-data-collection.

41 “Using Oculus’s recent privacy policy as a case study, this Note
shows how this hidden knowledge shift transforms themeaning of
ordinary privacy policy phrases like ’experience unique and relevant
to you.’What Oculus finds to be ’relevant’ to the user could be beyond
what the user themselves would imagine or notice to be ’relevant.’ As
a result, the text becomes an obsoletemedium to communicate
privacy risks to virtual reality users.” From the abstract for Kim, Y.
Virtual reality data and its privacy regulatory challenges: A call to
move beyond text-based informed consent. California Law Review,
https://www.californialawreview.org/print/virtual-reality-data-and-
its-privacy-regulatory-challenges-a-call-to-move-beyond-text-
based-informed-consent.

42 Further, this information is not gathered and discarded, but
stored in a variety of increasingly capacious cloud solutions. Jerome,
J., & Greenberg, J. (April 2021). Augmented reality + virtual reality:
Privacy & autonomy considerations in emerging, immersive digital
worlds, pp. 9. The Future of Privacy Forum. https://fpf.org/wp-
content/uploads/2021/04/FPF-ARVR-Report-4.16.21-Digital.pdf.

43 Educational institutions have begun offering guides to using VR
in an effort tomake this product safe(r) for classroom use, see, e.g.,
https://guides.library.utoronto.ca/c.php?g=607624&p=4938314.

44See Lenovo VRClassroom:
https://techtoday.lenovo.com/us/en/solutions/vr-classroom.
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unexpected, disturbing imagery or abuse that a user not
only sees, but also experiences.45,46

Wedon’t yet knowthe long-termeffectsonkids, but cur-
rent research indicates that kids likely experience vir-
tual reality in a manner similar to physical reality.47 At
present, we run the risk of normalizing children’s use
of VR as harmless or just like interacting with existing
media and games. However, more caution is warranted
in VR. In VR, we need more careful consideration of
what content and experiences kids are engaging with. It
is also important to ensure that kids are interacting in
spaces and engaging with content that is appropriately
designedwith their unique needs in mind.

Additionally, if interactions with other users are possi-
ble in VR spaces, methods need to be put in place to en-
sure those individuals are trustworthy. For children un-
der 8 who are unable to determine when other people
have their best interests inmind,48 engagingwithVRex-
periences is more likely to create harmful experiences
or present situations that they are not developmentally
prepared tonavigate. For this reason it is our recommen-
dation that all kids, including teens, do not engage with
VR devices and content unless parents and caregivers
have carefully reviewed and continually help their chil-
dren reflect on the interactions andexperiences theyen-
counter. This increases the likelihood that any VR expe-
riences with children are appropriate and beneficial for
their development.

For teens, interactions in VR require more nuance and
consideration of their individual capabilities and needs.
We must consider that as kids get older, they will need
autonomy to learn and make mistakes with minimal or
no adult supervision. This also includes the freedom to
make decisions and not have a permanent record that
shapes and limits future opportunities and experiences.
Engaging in interactive experiences that present more
risk can also present more opportunities for positive ex-
periences,49 but those experiences should be develop-
mentally appropriate to ensure that teens have the skills

45 Scary and traumatic experiences are unfortunately common in
XR. SeeBlum, D. (2021, June 3). Virtual reality therapy plunges
patients back into trauma. Here is why some swear by it.New York
Times.
https://www.nytimes.com/2021/06/03/well/mind/vr-therapy.html.

46 “Almost as soon as social VR came into being, reports of abuse of
users in the experiences followed.” Heller, B. (2020, June 12).
Reimagining reality: Human rights and immersive technology, pp. 10.
Carr Center Discussion Paper Series.
https://carrcenter.hks.harvard.edu/publications/reimagining-reality-
human-rights-and-immersive-technology.

47 Jerome, J., & Greenberg, J. (April 2021). Augmented reality +
virtual reality: Privacy & autonomy considerations in emerging,
immersive digital worlds; initial effects, pp.11; long-term effects, pp.
12–13. The Future of Privacy Forum. https://fpf.org/wp-
content/uploads/2021/04/FPF-ARVR-Report-4.16.21-Digital.pdf.

48 Wilcox, B., Kunkel, D., Cantor, J., Dowrick, P., Linn. S., & Palmer, E.
(2004, February 20). Report of the APA task force on advertising and
children. APA.
https://www.apa.org/pi/families/resources/advertising-children.pdf.

49 Risks and opportunities described in Smahel, D., Machackova,
H., Mascheroni, G., Dedkova, L., Staksrud, E., Ólafsson, K., Livingstone,
S., and Hasebrink, U. (2020). “EU Kids Online 2020: Survey results

necessary to navigate both positive and negative expe-
riences in a manner that is safe, beneficial, and appro-
priate.We should prepare teens to navigate their safety
and know how to stop unwanted virtual interactions or
content. We should encourage them to reflect on their
experiences to help minimize the potential for social or
emotional harm.

There’s alsoa lackof agegating inVR,whichcreates risks
for children tobeexposed to inappropriate or even crim-
inalbehavior. Teensare likely toengage inmoresocial as-
pects or interactwith untrusted users in a givenVRenvi-
ronment and they should be aware that their voices and
otherbehavior cangiveawaydetailed informationabout
themselves and their identity, such as their likely age,
ethnicity, race, education, or even general locale (based
on accent). Young people need to learn how to use tech-
nology to control how, andwhat, information they share
about themselves, because it is an important set of skills
to develop to ensure virtual spaces we interact with are
beneficial. Anonymity in VR is just as important to teens
andother vulnerable communities as anonymity in other
onlinespaces, andusers shouldbeable tohide their iden-
tity by creating avatars and masking their voice by de-
faultwithout having to use complicated third-party apps
with different privacy practices.

Of course, aswith any technology, there is the possibility
of addictive behavior, but VR might enhance that possi-
bility by offering a more pleasurable and immersive ex-
perience than reality—a true alternative to reality to ex-
press one’s thoughts anddesires. The cost-benefit analy-
sis of this technologymaycontinue, but fornow,weneed
to know the immediate impact on kids and their privacy.

With these privacy concerns in mind, we should know
whatwe’re getting intowhenweenter virtual reality and
the metaverse. We begin by looking at the current de-
vices available to ascertain which companies have en-
tered the market and what methodologies they use to
access the metaverse. Only by understanding the actual
privacy practices of themost popularVRdevices and the
promises that companies make in these policies will it
be possible for society to create a virtual reality world
where everyone’s privacy is better protected.

Children and data privacy

When it comes to their children and students, parents
and educators value the ability to understand and con-
trolwhatpersonal information is collected fromtheapps
and devices their children use. However, do parents and
caregivers know how to control what information is col-
lected, and whether their child’s or students’ personal
data is being used to deliver personalized or targeted
ads? Parents need to know virtual reality apps and de-
vices can request access to amuch wider range of sensi-
tive data than other devices (such as location), and can

from 19 countries. EU Kids Online.”
https://doi.org/10.21953/lse.47fdeqj01ofo
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display age-appropriate or age-inappropriate media as
well as install third-party apps and games. Parents and
educators also may feel like they don’t have the ability
to make a meaningful choice when it comes to privacy
because the third-party apps, games, and content they
need in virtual reality is available only for a single virtual
reality device or app.

• The facts: Virtual reality apps and devices can col-
lect a significant amount of sensitive, behavioral,
andpersonal information that couldbeused inunin-
tendedways, causing social or emotional risks. Cur-
rentVRheadsets andbody-tracking systems collect
and share a user’s sensitive data with each third-
party VR app a user downloads. Unlike a mobile
app or device, a user’s body movements in VR are
tracked more than 100 times per second, which
means spending 30 minutes or more in a VR simu-
lation can collect over 2 million unique data points
including posture, eye gaze, pupil dilation, gestures,
and facial expressions.50

• The feelings: Parents and educators may have feel-
ings about virtual reality apps and devices always
collecting data from their children and students
while they are using the device to create a person-
alized profile—basically every movement or inter-
action. This is often referred to as the “creepiness”
factor and could include collecting behavioral data
without express permission, or using the data for
purposes other than what the device was initially
used for. For example, a person might use a vir-
tual reality device and then all the data captured
about their bodily movements, social interactions,
eye tracking, and usage interactions could be used
to manipulate what content they see over time on
other applications and services across the internet.

• The cost: Virtual reality devices are cost prohibitive
for most kids and families, especially for lower-
income households. In addition, VR devices are also
still too expensive for most schools and districts
to incorporate into their computer labs, except for
specialized STEM and esports programs. This cre-
ates an access and equity issue, similar to the digi-
tal divide, inwhich a lack of high-quality internet ac-
cess51 at home can put kids at a disadvantagewhen
their education, schoolwork, entertainment oppor-
tunities, and social communicationwith friends and
family requires access to the internet.

In addition to the cost of internet access, wireless
VR devices cost hundreds of dollars each, and most

50 Bailenson, J. (2018). Protecting nonverbal data tracked in virtual
reality. JAMA Pediatr. 172(10): 905–906.
https://stanfordvr.com/pubs/2018/protecting-nonverbal-data-
tracked-in-virtual-reality/.

51 SeeChandra, S., Chang, A., Day, L., Fazlullah, A., Liu, J., McBride,
L., Mudalige, T., &Weiss, D. (2020). Closing the K–12 digital divide in
the age of distance learning. Common SenseMedia and Boston
Consulting Group.
https://www.commonsensemedia.org/sites/default/files/featured-
content/files/common_sense_media_report_final_7_1_3pm_web.pdf.

wired VR devices also require a modern personal
computer with software that can cost thousands of
dollars, which alsomust also have a powerful graph-
ics card that can cost hundreds of dollars. All this
technology is required to connect awiredVRdevice
to a personal computer, the internet, a VR app, and
display the 3D experience. Moreover, third-party
VR apps, games, and software experiences must all
be purchased separately, which can increase the to-
tal cost of VR ownership over time.

All together, VR is not currently affordable or ac-
cessible to the majority of U.S households, which
could further entrench and widen the digital divide
for kids from lower socioeconomic backgrounds, so
they would have no knowledge or experience with
emerging new technologies like VR until long after
their peers. Lack of access and the opportunity to
learn about the beneficial uses of technology may
present knowledge gaps for kids if VR one day be-
comesasubiquitousaspersonal computers andmo-
bile phones.

• The future: Beyond what is currently collected and
how it is used, virtual reality devices and third-party
VR apps may store all the data they collect indefi-
nitely. At some point, companies may use the data
inways that noonehas yet imagined, such as chang-
ingdefault interactionsonotherunrelatedappsand
services based on what types of social interactions
or bodily movements a user had in virtual reality
years before.

In addition, data brokers could combine a user’s
anonymized behavioral data with data collected
from other apps and services, which may allow the
anonymizeddata tobere-identified.Datacouldalso
be further analyzed to derive a user’s emotional
state or their perceptibility to persuasion for com-
mercial purposes.With children, the impact is mag-
nified by time because data collected in childhood
can followpeople intoadulthood.Wecurrently con-
sider data collection and processing of data from
children, but we also need to imagine how data col-
lected now will be used in the future as individual
data points contribute to data profiles. To that end,
the Common Sense Privacy Program has applied its
hardware and software evaluation methodology to
this new technology of virtual reality.
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The next virtual frontier

As compared to existing technologies, such as web
browsers, apps, and mobile devices, virtual reality de-
vices can collect exponentially more data points about
an individual. Over time, this intimate data about body
movements, emotions, preferences, and behaviors can
be used to create a “digital signature” that uniquely rep-
resents a user’s sensitive biometric information and is as
personally identifiable as a fingerprint. AR also has the
potential to create a future “mirror world” where infor-
mation overlays practically every real world object and
also lets users interact with, manipulate, and experience
shared virtual objects and experiences all around us like
we do the real world.52 Aswe think about what the next
technology or virtual frontier will look like, we also need
to consider howexpectationsof privacy andprivacypro-
tections will need to change as a result of VR’s or AR’s
unique capabilities, and how to disclose the new types
of data collected.53Hopefully the facts presented in this
reportwill elucidate themanyprivacy risks inVR for kids
and families at this critical moment in the development
of a new technology, and help society confront these
challenges head on.

52 Kevin Kelly. (Feb 12, 2019). ARWill Spark the Next Big Tech
Platform—Call It Mirrorworld.Wired. https:
//www.wired.com/story/mirrorworld-ar-next-big-tech-platform.

53 See Trimananda, R., Le, H., Cui, H., Ho, J.T., Shuba, A., &
Markopoulou, A. (2021). OVRseen: Auditing network traffic and
privacy policies in Oculus VR.
https://doi.org/10.48550/arXiv.2106.05407.
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Howwe rate privacy

Privacy and security are intertwined, and security is the
foundation of effective individual privacy. When evalu-
ating whether to have children or students use virtual
reality devices at home or in the classroom, parents and
teachers need to understand both the privacy policies
and security practices of the device. To create a truly
comprehensive evaluation process, the Common Sense
PrivacyProgramcompletesa full, in-depth, 150-point in-
spection54 of a product’s privacy policies in order to of-
fer privacy ratings55 that are easy to understand.

Our privacy policy evaluation process attempts to ad-
dress some common barriers to understanding a prod-
uct’s privacy practices. The process includes questions
organized into categories and sections derived from the
Fair Information Practice Principles56 that underlie in-
ternational privacy laws and regulations. The full evalua-
tionquestions and the categories that organize themare
all mapped to a range of statutory, regulatory, and tech-
nical resources that provide background information on
why each question is relevant to the privacy evaluation
process.

In addition, every product with a privacy rating includes
an overall evaluation score.57 A higher score (up to
100%) means the product provides more transparent
and comprehensive privacy policies with “better” prac-
tices to protect user data. The overall score is not an av-
erage of the evaluation concern58 category scores, but
rather is a percentageof thenumberof points earned for
28 basic evaluation questions. The score is best used as
an indicator of how much additional work a person will
need to do to make an informed decision about a prod-
uct. This use is directly related to the core principle driv-
ing the evaluations—to help people make informed de-
cisions about a product or service with less effort. The
higher the number, the less effort required to make an
informed and appropriate decision.

54 SeeCommon Sense, EvaluationQuestions:
https://privacy.commonsense.org/resource/evaluation-questions.

55 SeeCommon Sense Privacy Ratings:
https://privacy.commonsense.org/resource/privacy-ratings.

56 The Fair Information Practice Principles (FIPPs) are a set of
eight principles that are rooted in the tenets of the Privacy Act of
1974; see Privacy Act of 1974, 5 U.S.C. § 552a.

57 SeeCommon Sense Privacy Program, Evaluation Scores:
https://privacy.commonsense.org/resource/evaluation-scores.

58 SeeCommon Sense Privacy Program, Evaluation Concerns:
https://privacy.commonsense.org/resource/evaluation-concerns.

Virtual reality deviceswe rated

In order to better understand the privacy practices of
virtual reality (VR), augmented reality (AR), and the
metaverse, we purchased and tested the most popu-
lar virtual and augmented reality devices on the mar-
ket to identify the potential privacy risks and harms that
may affect the consumers, children, students, and fami-
lies who use these devices. Currently there are not very
many virtual reality devices to choose from, with only
about a dozen major companies competing with similar
features at different price points.59

We selected the top seven devices from companies rep-
resenting close to 100% of the current market. We be-
lieve these seven devices are representative of most
types of virtual reality and augmented reality devices
and platforms available today.60 We chose devices
based on the company, product features, app stores, in-
teroperability, price, and popularity. We also chose vir-
tual reality and augmented reality devices used for gam-
ing, business, and education that are used by consumers,
children, teens, and students in every major age group
at home and in the classroom. We tested the following
seven devices:

HPReverb G2

Figure 1: Image of HP Reverb G2

59 Fortune Business Insights. (May 2022). Virtual reality market size,
share, & COVID-19 impact analysis, by component (hardware, software,
content), by device type (headmounted display, VR simulator, VR glasses,
treadmills & haptic gloves, others), by industry (gaming, entertainment,
automotive, retail, healthcare, education, aerospace & defense,
manufacturing, others), and regional forecast.
https://www.fortunebusinessinsights.com/industry-reports/virtual-
reality-market-101378.

60See footnote 25.
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The HP Reverb G261 is a virtual reality wired headset
that was developed in collaboration with Valve and Mi-
crosoft. It delivers an immersive, comfortable, and com-
patible experience with the SteamVR software distribu-
tion platform. The Reverb G2 has one of the highest VR
resolutions on themarket, whichmakes it a great choice
to use with simulation VR apps. The headset looks simi-
lar to the Valve Index headset but has distinct Microsoft
hand controllers with a Windows button on the con-
trollers for better interaction with Microsoft Mixed Re-
ality experiences and applications. The device is aimed
at business or enterprise customers and supports in-
tegration with both the SteamVR marketplace and the
Windows Mixed Reality environment. Users can down-
load and use Mixed Reality productivity-focused desk-
top applications to browse thewebwithMicrosoft Edge
or work with Microsoft Office applications in VR to en-
hance collaboration, communication, and productivity.

HTCVive Cosmos Elite

Figure 2: Image of HTCVive Cosmos Elite

The HTC Vive Cosmos Elite62 is a virtual reality wired
headset thatprovidesan immersiveexperienceand inte-
grates with SteamVR’s tracking system63 to keep track
of the user’s orientation in their real-world environ-
ment. The device includes stereo audio integrated into
on-ear, form-fitting headphones. The Vive is compatible
with software distribution platforms such as SteamVR
and HTC’s Viveport personal computer software. The
Cosmos Elite uses distinct handheld controllers and its
faceplate flips up in a unique feature that allows views
of the real world quickly and easily without having to
completely take off the headset. An optional wireless
adapter allows for greater movement in VR by eliminat-
ing the requirement tobe tethered to theuser’s personal
computer with a cable. The Cosmos Elite is aimed at a
general consumer audience with various software cate-
gories in its Viveport Store that include streamingmedia
content, apps, games, education, and productivity.

Figure 3: Image ofMetaQuest 2

MetaQuest 2

The Meta Quest 264 (formerly known as Oculus Quest
2) is awireless virtual realityheadsetdevelopedbyFace-
book Reality Labs (formerly Oculus). The Quest 2 is the
mostpopularvirtual realityheadseton themarket today,
and its low cost is aimed at a general consumer audience
with optional social network account integration into
Meta’s Facebook. The Quest 2 is capable of being used
as both a standalone wireless headset or connected to a
desktop computer over aUSBcable orWi-FiwithAirlink
software.TheQuest2has touchcontrollersand features
“inside-out” trackingusing the cameras andcomputer vi-
sion algorithms tomap the surrounding real-world envi-
ronment.65 The Quest 2 software distribution platform
is limited to theMeta App Store on the device itself and
Oculus VR software running on a user’s personal com-
puter. The optional personal computer USB cable and
Airlink option expands the catalog of available VR appli-
cations, content, and games and additional third-party
add-ons allow integration with content from SteamVR.

Pimax Vision 5K Super

Figure 4: Image of Pimax Vision 5K Super

The Pimax Vision 5K Super66 is a wired virtual real-
ity headset primarily designed for esports and gaming

61 SeeHPReverb G2:
https://www.hp.com/us-en/vr/reverb-g2-vr-headset.html.

62 SeeHTCVive Cosmos Elite:
https://www.vive.com/us/product/vive-cosmos/overview.

63 See SteamVR Tracking:
https://partner.steamgames.com/vrlicensing.

64 SeeMetaQuest 2: https://www.oculus.com/quest-2.
65 SeeHeaney, D. (2019, April 29). HowVR positional tracking

systemswork.UploadVR.
https://uploadvr.com/how-vr-tracking-works.

66 See Pimax Vision 5K Super:
https://pimax.com/product/vision-5k-super.
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becauseof its ultrawide, 200-degreefieldof view that al-
lows the user to see more of their virtual environment
for a more immersive experience. In addition, the de-
vice’s high resolution and high refresh rate make it ap-
pealing to VR enthusiasts looking for the best possible
hardware specifications who also want to tweak their
custom VR settings with more options. The device re-
quires the personal computer software tool Pitool to
be installed for configuration, but completely integrates
with SteamVR or the Oculus desktop app to access VR-
related content.

PlayStation VR

Figure 5: Image of PlayStation VR

The PlayStation VR67 is a wired headset natively com-
patible with the PlayStation 4 console (and PlayStation
5 console with an additional adapter). The device is in-
tended only for usewith compatible VR titles purchased
through the PlayStation VR Store. The headset is teth-
ered to the PlayStation console and requires an addi-
tional hardware unit attached to the PlayStation 5 to
connect the device. The headset uniquely uses an OLED
screen with in-ear wired headphones and can use Du-
alShock wireless controllers68 or distinct move motion
controllers69 in VR. The device is intended only for a
gaming audience and uses a forward-facing PlayStation
camera tracking system to control the VR experience,
which can cause tracking issues if the user is not directly
facing the camera.

Valve Index

The Valve Index 70 is a virtual reality wired headset
created and manufactured by Valve, which also owns
the software distribution platform Steam and SteamVR
headset software. Theheadset and controllers both sup-
port Valve’s VR tracking system and the Index includes
custom controllers and off-ear headphones. The Index is

67 See PlayStation VR: https://www.playstation.com/en-us/ps-vr.
68 SeeDualShock 4Wireless Controller:

https://www.playstation.com/en-us/accessories/dualshock-4-
wireless-controller/.

69 See PlayStationMoveMotion Controller:
https://www.playstation.com/en-us/accessories/playstation-move-
motion-controller/.

70 SeeValve Index: https://www.valvesoftware.com/en/index.

Figure 6: Image of Valve Index

compatible with SteamVR and any VR title a user pur-
chases on Steam is playable on any other SteamVR com-
patible VR headsets, such as the HTC Vive, Oculus Rift,
andMixedReality headsets. The Index is aimed at a gam-
ing audience looking for an all-around best-in-class ag-
nosticVRdevicewitheasySteamVRintegrationbundled
with a free copy of the gameHalf Life: Alyx at the time of
purchase.

Microsoft HoloLens 2

Figure 7: Image ofMicrosoft HoloLens 2

The Microsoft HoloLens 271 is an augmented reality
headset, which means it uses see-through holographic
lenses which project holographic images into the user’s
real-world environment. The user is able to see both
their real-world environment and the augmented envi-
ronment as an additional “layer” on top of the realworld,
in real time. The HoloLens has built-in spatial sound and
uses hand tracking with direct manipulation of holo-
graphic images inmidairwith real-time eye tracking. The
device uses world-scale positional tracking and is built
on a Mixed Reality version of the Windows holographic
operating system that uses the Microsoft App Store to
download and purchase HoloLens specific applications.
The HoloLens is aimed at a business, education, or en-
terpriseaudiencewith limitedappstore industryspecific
categories of applications.

71 SeeMicrosoft HoloLens 2:
https://www.microsoft.com/en-us/hololens.
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Virtual reality device specifications

Table 1 shows the technical specifications of the most
popular virtual reality headsets that were tested for this
report. There are two primary categories of virtual real-
ity devices: 1) Wireless devices—which are standalone
devices that have all the necessary software compo-
nents to provide virtual reality experiences integrated
into the headset, and 2) Wired or tethered devices,
which are headsets that serve as a display device for an-
other computing device, like a PC or a video game con-
sole, that provides the software for the virtual reality ex-
perience. VR headsets also use technologies and terms
such as LCD or OLED to refer to the type of lenses and
display, and cameras mounted on the device or outside
the device to refer to inside-out or outside-in tracking
that determine the position of the user in the VR envi-
ronment.
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Privacy Results

We read and evaluated the public privacy policies of all
virtual reality devices tested in this report to determine
their data collection and use policies. In Table 2, “Yes”
is considered a worse practice compared to what bet-
ter privacy practices a company should disclose in their
privacy policy. Worse practices can put children, stu-
dents’, and consumers’ privacy at risk. Our privacy eval-
uations of the most popular virtual reality devices indi-
cate that all devices received a “Warning” rating, which
means theyall haveworseprivacypractices thatputcon-
sumers’ privacy at considerable risk by exploiting the
sensitive behavioral data of users for profit. All of the
virtual reality devices state in their privacy policies that
they can use sensitive biometric data collected in vir-
tual reality for commercial purposes that include sell-
ing their data to third parties, sending users third-party
marketing communications, displaying targeted adver-
tisements, tracking users across other sites and services
over time, and creating advertising profiles for data bro-
kers.

None of themost popular virtual reality
headsets have earned our recommendations
for kids and families.

The following evaluation questions are used to rate the
privacy practices of VR devices and applications.

Sell data

The sell data evaluation question indicates whether the
VR device or application’s policies disclose whether a
user’s personal information is soldor rented to thirdpar-
ties for monetary or other valuable consideration. Sell-
ing users’ data for profit is an important issue for con-
sumers and should be disclosed in a developer’s privacy
policy because userswant to know if their data is shared
with third parties for profit in exchange for their use of
the product, whichmay influence their decisionwhether

to use the product or service or allow their children or
students to do so.72,73,74,75,76,77

Third-partymarketing

The third-partymarketing evaluation question indicates
whether marketing communications that could include
emails, textmessages, or other appnotifications are sent
to users of a VR device or application from a third-party
application or service that a user does not have a direct
relationshipwith. Thesemarketing communications typ-
ically are unexpected and unwanted by users because
they use their personal information to communicate un-
related or unsolicited products and services from third-
party companies.78,79,80,81,82,83

Personalized ads

The personalized advertising evaluation question in-
dicates whether advertisements are displayed to any
users based on collected personal information or be-
havioral information on how users use the VR device
or app, also known as behavioral or targeted advertise-
ments. Personalized advertisements take targeted ad-
vertisements one step further, collecting specific infor-
mation about users typically through the use of cookies,
beacons, tracking pixels, persistent identifiers, or other

72SeeChildren’s Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2..

73 See Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(b)(3).

74 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §
1798.120(b)-(c).

75 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §
1798.135(a).

76 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §
1798.140(ad)(1).

77 SeeGeneral Data Protection Regulation (GDPR), Art. 13(2)(b),
14(2)(c), 15(1)(e), 18(1)(d), 21(1), 21(4).

78See footnote 72.
79 See Student Online Personal Information Protection Act

(SOPIPA), Cal. B.&P. Code § 22584(b)(1)(A).
80 SeeCalifornia Privacy Rights forMinors in the DigitalWorld,

Cal. B.&P. Code §§ 22580-22582.
81 See Shine the Light, Information Sharing Disclosure, Cal. Civ.

Code §§ 1798.83-1798.84.
82 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §

1798.140(a).
83 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §

1798.140(e)(6).
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tracking technologies that provide more specific infor-
mation about the user’s preferences and characteristics.
This information is often shared with third-party adver-
tisers,whodisplay evenmorepersonalizedproducts and
services than targetedadvertisements to theuser, based
on the specific information they received from the user’s
activities on the product.84,85,86

Third-party tracking

The third-party tracking evaluation question indicates
whether the developer allows third-party companies to
use cookies or other tracking technologies on its prod-
uct, which enables those third-party companies to col-
lect and use personal information for their own pur-
poses.Bestpractice is tonotpermit third-party advertis-
ing services or tracking technologies to collect any infor-
mation from a user while using the service. A user’s per-
sonal information provided to a product also should not
be used by a third party to persistently track that user’s
behavioral activity on the product in order to influence
what content they see in the product and elsewhere on-
line. Third-party tracking can influence a user’s decision-
making processes without their knowledge, which may
cause unintended harm.87,88,89

Track users

The track users evaluation question indicates that the
product uses cookies or other tracking technologies on
its service for the specific purpose of allowing third-
party companies to display advertisements to the devel-
oper’s users on other apps and services across the inter-
net.Bestpractice is tonot trackusers to target themwith
advertisements on other third-party websites or ser-
vices. A user’s personal information provided to a prod-
uct should not be used by a third party to persistently
track that user’s behavioral actions over time and across
the internet on other apps and services.90,91,92,93,94

84See footnote 72.
85 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §

1798.140(e)(6), (ah).
86See footnote 79.
87See footnote 72.
88 SeeCalifornia Online Privacy Protection Act (CalOPPA), Cal.

B.&P. Code § 22575(b)(7).
89 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §§

1798.140(k), (l), (ah), (aj).
90See footnote 72.
91 See Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.

Part 99.1.
92 See Student Online Personal Information Protection Act

(SOPIPA), Cal. B.&P. Code § 22584(b)(1)(B).
93See footnote 80.
94 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §§

1798.140(e)(4), (k), (ah), (aj).

Ad profile

The ad profile evaluation question indicates that a prod-
uct allows third-party companies to create a behavioral
profile about a user, based on the user’s personal infor-
mation or activity for advertising ormarketing purposes
across the internet. A developer should not allow third
parties to createaprofile fromauser’s personal data, en-
gage in data enhancement, or target advertising based
on that profile. Automated decision-making, including
the creation of profiles for tracking or advertising pur-
poses, can lead to an increased risk of harmful outcomes
thatmay disproportionately and significantly affect chil-
dren or students.95,96,97,98,99

The bottom line is that every VR devicewe
tested exploits users' sensitive data collected
in virtual reality for profit.

Whatwe found

TheMicrosoft, HP, PlayStation, andMeta privacy policies
all say they do not sell a user’s data to third parties,
which is initially promising because it is a better privacy-
protecting practice for kids and families. However, new
state privacy laws, like the California Consumer Privacy
Act, (CPRA)100 are expected to expand what “selling
data” means to include additional types of data mone-
tization methods, like tracking and targeted advertising.
The “sell data” rating criteria was the only issue where
companies indicated a “better” practice that they do not
engage in selling data of users to third parties, but they
still use users’ data for other commercial purposes such
as third-party marketing, targeted advertising, or track-
ing. This inconsistency may be explained by the limita-
tion of the definition of “sale” in the current California
Consumer Privacy Act (CCPA).101 Therefore, Microsoft,
HP, PlayStation, andMetawill likely soon need to change
their privacy policy to say that they actually sell users’
data for profit under new state privacy laws.102 Only
HTC was explicitly transparent in their privacy policy
that they already engage in the “worse” practice of sell-
ing users’ data to third parties for profit.

95See footnote 72.
96 See Student Online Personal Information Protection Act

(SOPIPA), Cal. B.&P. Code §§ 22584(b)(2), 22584(e)(2).
97See footnote 80.
98 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §§

1798.140(e)(4), (v)(1)(K), (z), (aj).
99 SeeChildren’s Online Privacy Protection Act (COPPA), 16 C.F.R.

Part 312.8.
100 See The California Privacy Rights Act of 2020, Proposition 24, in

the November 3, 2020, General Election: https://thecpra.org.
101 SeeCalifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §§

1798.100-1798.198.
102 Common Sense Privacy Program. (2022,March 29). Amajority of

apps are about to come clean and say they’ve been selling your data all
along. https://www.commonsense.org/education/articles/a-majority-
of-apps-are-about-to-come-clean-and-say-theyve-been-selling-
your-data-all-along.
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Table 2: Privacy rating criteria of virtual reality devices

Product
Privacy

Rating

Sell

Data

Third-Party

Marketing

Targeted

Ads

Third-Party

Tracking

Track

Users

Ad

Profile

Microsoft HoloLens 2
a

75%Warning No Yes Yes Yes Yes Yes

HPReverb G2
b

63%Warning No Yes Yes Yes Yes Yes

HTCCosmos Elite
c

63%Warning Yes Yes Yes Yes Yes Yes

PlayStation VR
d

59%Warning No Yes Yes Yes Yes Unclear

MetaQuest 2
e

55%Warning No Yes Yes Yes Yes Yes

Valve Index
f

50%Warning Unclear Unclear Unclear Unclear Unclear Unclear

Pimax Vision 5K
g

30%Warning Unclear Yes Yes Unclear Unclear Unclear

aSeeCommon Sense Privacy Evaluation forMicrosoft HoloLens, https://privacy.commonsense.org/evaluation/Microsoft-Hololens.
bSeeCommon Sense Privacy Evaluation for HP Reverb G2, https://privacy.commonsense.org/evaluation/HP-Reverb-G2.
cSeeCommon Sense Privacy Evaluation for HTCVive, https://privacy.commonsense.org/evaluation/HTC-Vive.
dSeeCommon Sense Privacy Evaluation for PlayStation, https://privacy.commonsense.org/evaluation/PlayStation.
eSeeCommon Sense Privacy Evaluation for Oculus, https://privacy.commonsense.org/evaluation/Oculus.
f SeeCommon Sense Privacy Evaluation for Valve Index, https://privacy.commonsense.org/evaluation/Valve-Index.
gSeeCommon Sense Privacy Evaluation for Pimax, https://privacy.commonsense.org/evaluation/Pimax.

In addition, the policies of Microsoft, HP, HTC, PlaySta-
tion, and Meta all say they may send third-party mar-
keting communications for other products and services
to users, they may display targeted advertising to users
while using the VR device or companion software, and
may track users on the device and across the internet on
other apps and services for commercial purposes.

The Pimax device is clear that its users’ data can be used
for third-party marketing and targeted advertising, but
is unclear on all the other rating factors, whichmeans Pi-
max may still engage in these worse monetization prac-
tices but without notice to users. Only Valve is unclear
on all of our rating criteria in their policy, which indi-
cates they likely are completely unaware of how impor-
tant these privacy practices are to their users, which in-
clude parents, educators, and consumers. When a com-
pany is non-transparent in their policies about critically
important privacy practices, such as the use of data for
commercial purposes, there can be no future expecta-
tion or promise of how they will use data they collect
from users in VR. Lastly, it is unclear from their policies
whetherPlayStation,Valve, orPimaxuseauser’s personal
data to create an advertising profile to share with data
brokers for commercial purposes, but it is likely that all
three PlayStation,Valve, and Pimax devices engage in this
additional type of monetization with VR users’ data.103

Users need to know that what happens on
their VR device does not stay on their VR
device.

103 SeeKelly, G., Graham, J., Bronfman, J., & Garton, S. (2021). State
of Kids’ Privacy 2021. Common SenseMedia.
https://www.commonsensemedia.org/research/state-of-kids-
privacy-report-2021.

Compare privacy ratings

Table 3 compares the privacy practices of all the VR de-
vices we tested, as described in their privacy policies.
These practices can put children’s and students’ privacy
at risk if they sell personal data to third-party companies
or use personal information for third-party marketing,
targeted advertising, tracking, or ad-profiling purposes.
In addition, Table 3 illustrates a range of privacy prac-
tices from “best” to “poor” based on our privacy ratings
and evaluation concerns. Products that score a “poor”
are not necessarily unsafe, but they have a higher num-
ber of privacy problems than a product with a score of
“average.” Similarly, products that score “best” are not
necessarily problem free, but they have relatively fewer
problems compared to other products.

The evaluation concerns summarize the policies of an
application or service into categories, based on a fo-
cused subset of evaluation questions that can be used
to quickly identify the strengths and weaknesses of a
company’s policies. Ten different concerns have been
created, based on feedback from consumers, parents,
and educators on the most important questions they
have about a product’s privacy practices. Each concern
is composed of eight to 10 of themost important evalua-
tion questions related to the respective category. These
concern categories provide amore comprehensive anal-
ysis and understanding of an application or service’s
strengths and weaknesses with respect to the specific
concern andother products. Theprivacy evaluation con-
cerns are identified by two-word question descriptions
used to provide a general understanding of the topics
covered by each concern. Each concern has its own con-
cern score, which is calculated as a percentage given the
number of questions in each concern.
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• The concern category of data collection indicates
whether theproducthasresponsibledatacollection
practices that limit the type and amount of personal
information collected about users to only what’s
necessary to provide the application or service.

• The data sharing concern category indicates
whether the product has data sharing best prac-
tices that protect a person’s personal information
from being shared with third-party companies and
advertisers.

• The Data Security concern category indicates
whether the product has data security best prac-
tices that protect the integrity and confidentiality
of a person’s data.

• The Data Rights concern category indicates
whether the product provides the ability for users
to exercise their data rights that include the ability
to review, access, modify, delete, and export their
personal information and content.

• The Individual Control concern category indicates
whether the product allows users to exercise con-
trol overwhatpersonaldata companies collect from
them and to prevent its use for incompatible pur-
poses.

• The Data Sold concern category indicates whether
the product shares, rents, or sells a person’s per-
sonal information to third parties for monetary
value or other financial gain.

• The Data Safety concern category indicates
whether the product limits the visibility of a per-
son’s information and their interactionswith others
to protect their physical and emotional well-being.

• The Ads & Tracking concern category indicates
whether the product provides responsible advertis-
ing practices that limit the use of personal informa-
tion for any third-party marketing, targeted adver-
tising, tracking, or profile generation purposes.

• The Parental Consent concern category indicates
whether the product is intended for children age 13
orunder, and if a parent or guardian’s verifiable con-
sent is required before the collection, use, or disclo-
sure of the child’s personal information to an appli-
cation or service.

• The School Purpose concern category indicates
whether the product collects data from K–12 stu-
dents and how the company follows federal and
state legal obligations for the privacy and security
of that educational information.
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Data Collection &Data Sharing

Microsoft has the highest Data Collection category
scores, which indicates they are most transparent in
their policies about the type of data they collect and
whether they limit the collection of data to only the data
necessary to provide the service. PlayStation, HTC, and
Valve all score lowon theData Sharing category because
they all have worse privacy-protecting practices when
sharing users’ data with third parties, and are nontrans-
parent about several data sharing practices that are im-
portant to understanding how they use data collected in
virtual reality.

Data Security &Data Rights

Microsoft scores highest in the Data Security category
with Meta scoring the lowest, but overall most compa-
nies do not score well when it comes to security. Mi-
crosoft’s policies clearly disclose all the protections they
take to secure users’ personal information. However,
many of the other companies, includingMeta, do not dis-
close any of their data security practices, which is cause
for concern if these companies are not even taking rea-
sonable measures to protect their users’ data. PlaySta-
tion received the lowest score in the Data Rights cat-
egory with all other companies scoring relatively high.
Users expect to be able to access, modify, delete, and ex-
port their personal information from the companyat any
time. These privacy rights are required to be provided
to users in various federal, state, and even international
privacy laws, and even if PlayStation does provide these
rights to users through its services, it also needs to dis-
close whether users have those rights in its privacy pol-
icy.

Data Sold

Microsoft has the highest scores in the Data Sold cat-
egory, which looks at different ways companies can
monetize user data. However,Microsoft’s relatively high
scores, as compared to other companies in this category,
are still considerably low, and there are several issue ar-
eas they still need to improvewithmore transparency in
their policies. Several other companies score very low in
this category, but PlayStation and Meta have the lowest
scores, which is unfortunate but not unexpected, given
these virtual reality device manufacturers explicitly dis-
close that they share users’ data with third parties for
profit.

User Safety

PlayStation and Microsoft have the highest scores in the
User Safety category, which is likely because both com-
panies provide gaming services and provide extensive
privacy settings and safety controls for their users that
allow them to decide how andwhen they share informa-
tion and communicate with other users. The HP Reverb
G2 has the lowest User Safety category score, which is

likely because the company’s virtual reality device is tar-
geted more toward business and enterprise audiences,
andHP likely assumes existing company appropriate use
policies will ensure safer interactions. However, rely-
ing only on corporate policies to determine appropriate
safety use is not an industry best practice because not
disclosing safety practices for all users could be harmful
to children, students, or consumers who use the VR de-
vice and have no safety protections or controls to avoid
harassment or abuse.

Individual Control

MicrosoftandHPhave thehighest scores in the Individual
Control category because their policies disclose the pur-
pose for which data in VR is collected and used as well
as include privacy controls for users (such as opt-out),
and indicate whether consent is required if a user’s data
is collected for a different context. The other virtual de-
vice companies did not transparently disclose how they
provide users with control of their data, which indicates
a user’s data or even a bystander’s data that is collected
can be used for any unrestricted purpose.

Ads & Tracking

Microsoft and HTC have the highest scores in the Adver-
tisingandTrackingcategorybecause their policies trans-
parentlydisclosewhether theyusepersonal information
for targeted advertising, tracking across other sites and
services, or using data for profiling purposes. However,
Valve received the lowest score in this category because
they did not transparently disclose any of their advertis-
ing or tracking practices in their policies, which provides
no expectation or promise of howValvewill use personal
information collected from its users in virtual reality.

Parental Consent

Valve, Microsoft, and PlayStation also received the high-
est scores in the Parental Consent category for disclos-
ing all the different protections they provide to children
under 13 and how parents can provide consent for the
collection, use, anddisclosureof their child’s personal in-
formation.Valve,Microsoft, and PlayStation received high
scores in the Parental Consent category because these
companies provide gaming services and provide exten-
sive privacy settings and safety controls that include ro-
bust parental controls and child user accounts. Among
the VR devices we tested, Valve, Microsoft, and PlaySta-
tion are also the only companies that include children
younger than 13 as an intended audience.

School Purpose

When it comes to use of virtual reality devices by stu-
dents in K-12 schools and districts, only Microsoft pro-
vides substantive details in its policies about how it pro-
tects student data privacy. All other virtual reality de-
vice companies did not provide any information about
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how they protect student data privacy when used in K–
12 schools and districts in the School Purpose category.
Use of virtual reality devices in schools or districts for
educational purposes that require students to view doc-
umentaries or learning tutorials as part of a curriculum
are typically outside the scope of the terms of use and li-
cense agreement of many virtual reality companies.

In addition, many companies disclose that users under
13 years of age are prohibited from using the virtual re-
ality device, but this leaves students older than 13 who
areauthorizedtouseacompany’sdevicewithoutanyad-
ditional privacy protections. This may change as virtual
reality companies realize that their products are being
used more andmore in lesson plans at home and by stu-
dents in the classroom. It is recommended that school or
district administrators, technology coordinators, or im-
plementation specialistswhowould like tousevirtual re-
ality devices with students contact virtual reality com-
panies and put in place additional student data privacy
agreements that meet each school or district’s state-by-
state student data privacy complianceobligations and to
better protect students’ privacy.
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Howwe test security

Common Sense conducted hands-on security testing of
each virtual reality or augmented reality device.We test
devices based on a set of expectations for how manu-
facturers should handle privacy, security, and other dig-
ital rights. The goal of our testing criteria is to edu-
cate consumers about a product’s privacy and security
practices, and to influence technologymanufacturers to
take these concerns into considerationwhendeveloping
their products. The Privacy Program performs hands-
on basic security testing of the 10 most critical security
practices that parents and educators say they need to
make an informed decision.104 These security practices
include actual information collection from a virtual real-
ity or augmented reality device and any companion ap-
plications, and the transmission of information between
the device and the internet.

Security framework

The following five security evaluation concern cate-
gories comprise a total of 10 critical basic security ques-
tions. These security questions illustrate the diverse
security-related issues needed to complete a basic secu-
rity assessment of virtual reality devices:

Data sharing

Evaluating data sharing takes into consideration best
practices of keeping personal data inside the application
or virtual reality device to protect privacy. Connecting
social media accounts could allow people to share per-
sonal informationwithotherpeopleandwith third-party
companies. In addition, installing third-party apps with
a virtual reality device could allow personal information
to be collected and used for a different purpose under a
different privacy policy. Criteria for data sharing include
sharing with: 1) social media accounts and 2) a third-
party app store.

Data safety

Evaluating data safety takes into consideration best
practices of using privacy protections by default and
limiting potential interactions with others. It’s better to
start with the maximum privacy that the app or device
can provide, and then give users the choice to change

104 SeeCommon Sense Privacy Program, Security Testing:
https://privacy.commonsense.org/resource/security-testing.

the settings.105 In addition, users talking to other peo-
ple through theapporvirtual reality devicemightpermit
sharing personal informationwith strangers. Criteria for
data safety include: 3) providing privacy-protecting con-
trols and 4) limiting social interactions.

Account protection

Evaluating account protection takes into consideration
best practices of using strong passwords and provid-
ing accounts for children with parental controls. Strong
passwords can help prevent unauthorized access to per-
sonal information.Childrenyounger than13maynotun-
derstandwhen theyare sharingpersonal information, so
they should be required to create special accounts with
more protection under the law.106 Lastly, parents and
caregivers canhelp childrenunder theageof13useade-
vice or appwith digital well-being protections inmind by
using parental controls. Criteria for account protection
include: 5) requiring a strong password, 6) displaying an
age gate, and 7) providing parental controls and optional
child profile.

Device security

Evaluating device security takes into consideration best
practices of securing personal information against un-
wanted use that is shared between amobile device, per-
sonal computer, VR device, and the internet. Keeping
personal information encrypted107, or masked108 pro-
tects information during transmission.109 In addition,
advertising and tracking requests from the device or
app could contain personal information about the user,
including what they’re doing with the device or app.

105 SeeGeneral Data Protection Regulation (EU) 2016/679 (GDPR)
(generally, provides for data subjects to opt in); See alsoCalifornia
Consumer Privacy Act of 2018 (CCPA), Cal. Civ. Code § 1798.140
(generally, provides for data subjects to opt out).

106 COPPA, 16 C.F.R. Part 312.
107 Encryption is the process of convertingmessages in ordinary

language, or other information, into a coded form that cannot be
interpreted without knowing the secret method for interpretation,
called the key, in order to prevent unauthorized access.

108 Datamasking is the process of hiding original data withmodified
content, used to protect data.

109 De-encryption is the conversion of encrypted data into its
original form. Reidentification is the practice of matching anonymous
data with publicly available data or auxiliary data in order to discover
the individual to which the data belongs to.While encryption and
anonymization are not perfect, thesemeasures provide some security
over allowing unencrypted data to pass over public channels (i.e.,
passed from product to product via internet protocols).
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Criteria for device security include: 8) securing data, and
9) observing advertising and tracking requests.

Software updates

Evaluating software updates takes into consideration
bestpracticesofkeepingadevice securewithup-to-date
softwaresecuritypatchesandsettings.Whenacompany
improves its app or device features, better privacy and
security should be part of the package and should be
automatically updated or easy to update. Software and
firmware updates also should be transmitted to the de-
vice in an encrypted manner to ensure a device’s soft-
ware cannot be intercepted andmodifiedwithmalware.
Criteria for software updates include: 10) updates avail-
able.

Please see theMethodology section in the Appendix for
more details.
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Security Results

Our hands-on security testing of the following virtual
reality devices focused on the 10 most critical security
practices around the collection of information from the
device and on the transmission of information between
the device, a personal computer, or companion mobile
application, and the internet. All VR devices we tested
are designed to integrate with specific software plat-
forms that have different features for different audi-
ences. While some devices are designed with business
needs in mind, others are designed for gaming, or for a
specific app ecosystem, or interoperability across plat-
forms.

Compare security practices

Table 4 summarizes and compares the security practices
of the VR devices described in each corresponding sec-
tion in the remainder of this report.

• The Privacy Notices row indicates whether a pri-
vacy policy and other notices are provided during
the VR device setup process. It is important that a
company explain its data collection and use prac-
tices before a user puts on a VR device, not after.

• The Voice Assistant Integration row indicates
whether the VR devices integrate a voice assistant,
such as Siri or Google. If a VR device indicates it
will be listening for any voice commands to use
with a voice assistant, it is important to know so the
feature can be turned on or off before use of a VR
device.

• The Companion Software row indicates whether
the VR device requires additional software and ac-
counts in order to use the device. In addition to the
privacy practices of each VR device, any software
that is installed on a personal computer to support
the VR device must also be evaluated because it
could have different data collection and use prac-
tices than the headset.

• The Safety Settings row indicates whether the VR
device provides safety controls for the user to de-
termine how their profile information is displayed
to others and if social interactions can be managed.
Some VR apps and devices have settings you can
turn on or off tomake your experience safer. It’s im-
portant to change these settings before you start
your VR experience, not after.

• The Strong Passwords row indicates whether cre-
ation of an account to use the VR device requires
a strong passphrase to protect the user’s informa-
tion. A requirement that the user create a strong
passphrase protects the user’s data from unautho-
rized access and demonstrates the VR device en-
gages in reasonable security practices.

• The Children & Teens Intended row indicates
whether the VR device’s policies disclose children
and teens are intended to use the device. It is
important for parents to knowwhether a VR device
was designedwith children and teens in mind.

• The Parental Controls row indicates whether there
are settings or controls on the device or compan-
ion software for parents to supervise use of the de-
vice by children. If children or teens are using a VR
device, it is important that parents have settings or
controls to limit use of the device based on age rec-
ommendations.

• TheChildProfiles row indicateswhether theVRde-
vice or companion software allow the creation of
child profiles or accounts to limit inappropriate con-
tent and social interactions. If children or teens are
usingaVRdevice, theyshouldhavetheirownprofile
with stronger privacy protections and better safety
settings.

• The Child Privacy Protections row indicates
whether the VR device’s policies disclose separate
privacy protections for children and teens. If chil-
dren or teens are using a VR device, the company
should disclose they put in place stronger privacy
protections.

• The Default Marketing Privacy row indicates
whether the device manufacturer’s default mar-
keting communications options are set to opt in
or the most privacy preserving best practices. The
purchase and use of an expensive VR device should
not require users to receive third-party marketing
communications for additional products to buy.

• The Developer’s Marketing row indicates whether
the VR device’s policies disclose the device man-
ufacturer may send users its own first-party mar-
keting communications. It is important for users to
understandwhat related communications theymay
receive from the VR devicemanufacturer.
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• The Third-Party Marketing row indicates whether
the VR device’s policies disclose the device manu-
facturer may send third-party marketing communi-
cations to the user for unrelated products and ser-
vices. It is important for users to understand what
choices they have about unrelated communications
theymay receive from unknown companies.

• The Default Advertising Privacy row indicates
whether the device manufacturer’s default adver-
tising settings are set to opt in or the most privacy
preserving best practices. The purchase and use of
an expensive VR device should not require users
to receive advertising that persuades them to
purchase additional products.

• The First-Party Advertising row indicates whether
the VR device’s policies disclose the device man-
ufacturer may display its own first-party advertis-
ing. It is important for users to understandwhat ex-
pected first-party advertisements theymay receive
from the VR devicemanufacturer.

• The Third-Party Advertising row indicates whether
the VR device’s policies disclose that the device
manufacturer may display third-party advertising
to the user for unrelated products and services. It
is important for users to understand what choices
theyhaveabout unexpected third-party advertising
theymay receive from unknown companies.

• TheThird-PartyTracking row indicateswhetherob-
servational requests were sent by the VR device
to known categories of tracking activity based on
the domain contacted, and as categorized by Duck-
DuckGo’s Tracker Radar project. It is important to
understand which third-party companies a VR de-
vice shares the sensitive data it collects from users.

• Lastly, the Data Encrypted row indicates whether
software updates sent to the device were trans-
mitted over the internet using standard encryption
protocols. Use of encryption that protects software
and firmware updates from unauthorized access
demonstrates the VR devicemanufacturer engages
in reasonable security practices.

Software platforms

Wireless virtual reality devices include the Meta Quest
2 VR device andHoloLens 2, which are standalonewire-
less devices that do not require the use of a personal
computer or other hardware, and can install apps and
content directly from their own app stores. Tethered or
wired virtual reality devices require software available
on various platforms that are installed on a user’s per-
sonal computer to display content on the VR device.

SteamVR is a popular virtual reality software platform
that is part of the Steam gaming service by Valve. The

SteamVR platform uses the OpenVR SDK110 to support
interoperability with headsets from multiple manufac-
turers, including HTC, Windows Mixed Reality headset
manufacturers, and Valve themselves. PlayStation VR,
developed by Sony Computer Entertainment, is a teth-
ered VR device for use with a PlayStation 4 or 5 console
to play VR video games. Lastly, Windows Mixed Reality
(also referred to asWindowsMR orWMR) is developed
by the Microsoft Corporation for Windows 10 PCs and
includes tethered devices like the HP Reverb G2.

TheMeta Quest 2 is a self-contained VR device with ac-
cess to a large catalog of games, entertainment, produc-
tivity, and fitness apps for purchase from the Meta App
Store. TheQuest 2 can also be connected to a user’s per-
sonal computer (PC) with a wired “link cable” or wire-
lesslywith anexperimental setting calledAirLink that al-
lows users to play VR games purchased from other soft-
ware platforms, such as SteamVR or the Oculus desk-
top app.111 The PlayStation VR device is only compati-
ble with PlayStation 4 and 5 gaming consoles and is in-
tended to be used only with compatible VR titles pur-
chased through the PlayStation Store.112 The Valve In-
dexdevice isdesignedtobeusedprimarilywithSteamVR
which is a game store and softwaredistributionplatform
for PCs.113

The HP Reverb G2 device and HTC Vive Cosmos Elite are
alsodesigned tobecompatiblewithSteamVRandPCVR
games. The HP Reverb G2 is unique in that it is also com-
patible withMicrosoft’sWindowsMixed Reality (WMR)
software , which is a business audience focused VR por-
tal environment to purchase and launch applications di-
rectly from a user’s desktop and theMicrosoft Store.114

The Microsoft HoloLens 2 uses a device specific version
of Microsoft Windows 10 that provides access to the
Mixed Reality Microsoft App Store on the device to
download HoloLens specific applications that integrate
with a user’s Microsoft Account. The HoloLens 2 is not
compatible with SteamVR, because it only uses AR spe-
cific applications from the Microsoft App Store. Lastly,
the Pimax Vision 5K is a tethered device that connects
to a personal computer and is configured by a software
application called Pitool, which allows the Pimax Game
Launcher inside Pitool to launch games and also con-
nects directly with SteamVR or Oculus desktop app for
content.

There are several different VR Home environments
where users can create their own personalized space
and access downloaded or purchased VR applications.
Most VR devices can use the SteamVR Home environ-
ment, but the Meta Quest 2 uses its own Oculus Home

110 SeeOpenVRAPI documentation,
https://github.com/ValveSoftware/openvr/wiki/API-Documentation.

111 SeeMetaQuest, Get Started in VR:
https://www.oculus.com/setup.

112 See PlayStation VRGames:
https://www.playstation.com/en-us/ps-vr/ps-vr-games.

113 See Steam Store: https://store.steampowered.com.
114 SeeMicrosoftMixed Reality Portal: https:

//www.microsoft.com/en-us/p/mixed-reality-portal/9ng1h8b3zc7m.
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Table 4:Virtual reality security categories

Microsoft

HoloLens 2
HPReverb G2

HTCVive

Cosmos Elite

PlayStation

VR

Meta

Quest 2

Valve

Index

Pimax Vision

5K Super

Privacy

Notices
Yes Yes Yes Yes Yes Yes Yes

Voice

Assistant

Integration

Yes Yes No Yes Yes No No

Companion

Software
Yes Yes Yes Yes Yes Yes Yes

Safety

Settings
No No No Yes Yes No No

Strong

Passwords
Yes Yes Yes Yes Yes Yes Yes

Children

& Teens

Intended

Yes No No Yes No Yes No

Parental

Controls
Yes No No Yes No Yes No

Child

Profiles
No No No Yes No Yes No

Child

Privacy

Protections

No No No No No No No

Default

Marketing

Privacy

No Yes No No Yes Yes Yes

Developer’s

Marketing
Yes No Yes Yes Yes No No

Third-Party

Marketing
Yes No Yes Yes Yes No No

Default

Advertising

Privacy

No Yes No Yes No Yes Yes

First-Party

Advertising
No No Yes Yes Yes Yes No

Third-Party

Advertising
Yes Yes Yes Yes Yes Yes Yes

Third-Party

Tracking
No Yes Yes Yes Yes Yes No

Data

Encrypted
No Yes Mixed No Yes Yes Yes
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Table 5:VR device software platform (Empty cells indicate the respective device does not function in the respective
ecosystem)

Device
Meta

App

Store

Oculus

Desktop

Oculus

Home

Steam

VR

Play

Station

VR

HTC

Viveport

Desktop

Windows

Mixed

Reality

Pimax

PiTool

Microsoft HoloLens 2 Yes

HPReverb G2 Yes Yes

HTCVive Cosmos Elite Yes Yes

PlayStation VR Yes

MetaQuest 2 Yes Yes Yes Yes

Valve Index Yes

Pimax Vision 5K Yes Yes Yes

environment, and the HP Reverb G2 and Microsoft
HoloLens use variations of the Windows Mixed Reality
Home environment. The HTC Vive Cosmos also has its
own Viveport Home environment and PlayStation VR
uses its default console environment.

Privacy notice

Every VR device should display to the user its privacy
policy and any additional policies that relate to the VR
device’sdata collection, use, or sharingpractices. In addi-
tion, VR devices should also summarize the most impor-
tant data privacy practices to users to help them under-
stand the VR devices data collection practices and allow
the consumer to provide informed consent. During the
setup process, everyVRdevice tested appropriately dis-
played its privacy policies in a conspicuous manner that
allowed the user to access and view the policy before us-
ing the VR device.

Meta Quest 2 For the Meta Quest 2, the setup pro-
cess requires consent to the Facebook Terms of Ser-
vice115, SupplementalOculus Terms of Service,116 Face-
bookDataPolicy,117 andSupplementalOculusDataPol-
icy.118 In addition, if theuser turns onhand-tracking ges-
tures, they are also required to provide consent to the
Hand-Tracking Privacy Notice.119

PlayStationVR For thePlayStationVR, ausermustpro-
vide consent to the PlayStation 5 System Software Li-

115 See Facebook Terms of Service:
https://www.facebook.com/legal/terms.

116 See Supplemental Oculus Terms of Service:
https://www.oculus.com/legal/terms-of-service.

117 See FacebookData Policy:
https://www.facebook.com/privacy/explanation.

118 See Supplemental Oculus Data Policy:
https://www.oculus.com/legal/privacy-policy.

119 SeeOculus Hand Tracking Privacy Notice:
https://support.oculus.com/articles/accounts/privacy-information-
and-settings/hand-tracking-privacy-notice.

cense Agreement,120 and is presented with notice to
read the Health and Legal Information121 during the ac-
count setup process. The user must also agree to the
Terms of Service and User Agreement,122 Privacy Pol-
icy,123 Privacy Information for Young Players,124 About
Ratings and Parental Controls,125 andCommunity Code
of Conduct.126

Valve Index The Valve Index provides notice to users
while installing the application Steam127 that they must
agree to Steam’s Privacy Policy,128 Terms of Use,129

Subscriber Agreement130, and Valve’s Hardware War-
ranty.131

HP Reverb G2 The HP Reverb G2 only requires users
to provide consent to the Microsoft Privacy Policy132

and Terms of Use133 during setup. Interestingly, the HP

120 See PlayStation System Software License Agreement:
https://doc.dl.playstation.net/doc/ps5-eula/ps5_eula_en.html.

121 See PlayStation HealthWarnings:
https://www.playstation.com/en-us/legal/health-warning.

122 See PlayStation Terms of Service and User Agreement:
https://www.playstation.com/en-us/legal/psn-terms-of-service.

123 See PlayStation Privacy Policy:
https://www.playstation.com/en-us/legal/privacy-policy.

124 See PlayStation Privacy Information for Young Players:
https://www.playstation.com/en-us/legal/privacy-information-for-
young-players.

125 See PlayStation About Ratings and Parental Controls:
https://www.playstation.com/en-us/legal/ratings.

126 See PlayStation Network Code of Conduct:
https://www.playstation.com/en-us/support/account/community-
code-of-conduct.

127 See Steam: https://store.steampowered.com.
128 See Steam Privacy Statement:

https://store.steampowered.com/privacy_agreement.
129 SeeValve Terms of Use:

https://www.valvesoftware.com/en/legal/site-terms-of-use.
130 See Steam Subscriber Agreement:

https://store.steampowered.com/subscriber_agreement.
131 SeeValve HardwareWarranty: https:

//help.steampowered.com/en/faqs/view/4E41-6123-79EF-25BA.
132 SeeMicrosoft Privacy Statement:

https://privacy.microsoft.com/en-us/privacystatement.
133 SeeMicrosoft Terms of Use:

https://www.microsoft.com/en-us/legal/terms-of-use.
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Reverb G2 device did not require users to provide con-
sent to HP’s own privacy policy134, which covers use of
the device. Instead the HP Reverb G2 completely lever-
ages Microsoft’s Mixed Reality’s policies to use the de-
vice.

HTC Vive Cosmos Elite The HTC Vive Cosmos Elite re-
quires installation of Viveport, and during the setup pro-
cess, users must agree to the Viveport Terms of Use,135

Viveport Platform Agreement,136 HTC EULA,137 and
HTC Terms of Use138 as well as the HTC privacy pol-
icy.139 In order to sign in, all users must also agree to
the Account Terms and Conditions140 and the Privacy
Policy.141 In addition, the ViveCosmos displays aHealth
andSafetynoticewitha link to theSafetyandRegulatory
Guide.142 HTC says “adults should monitor use by older
children closely and avoid prolonged use.” Lastly, if users
purchase the optional wireless adapter, they must also
agree to the Display Link EULA before downloading and
installing the additional software.143

Microsoft HoloLens 2 The Microsoft HoloLens 2 setup
process requires users to provide consent to the Win-
dows 10 License Agreement144 on the device itself, and
provides links to its privacy policy145 at several differ-
ent points during the device setup process. Microsoft
also provides a contextual “learn more” link at different
pointsduring the setupprocess that allowsusers to jump
to Microsoft’s Privacy Dashboard146 or the respective
sections of its privacy policy that cover location-based
services, speech recognition data, and diagnostic data.
Lastly, the privacy section of the Settings app on the de-
vice displays links to learnmore aboutMicrosoft privacy
settings FAQs, the privacy dashboard, and privacy state-
ment.

134 SeeHPPrivacy Statement:
https://www.hp.com/us-en/privacy/privacy.html.

135 SeeViveport Terms of Use:
https://www.htc.com/us/terms/vive/viveport-terms-of-use.

136 SeeViveport PlatformAgreement:
https://dl4.htc.com/Web_materials/Manual/Vive/Agreement/
viveport_platform_agreement_(English).pdf.

137 SeeHTC EndUser License Agreement and Terms of Use - HTC
Vive, Software: https://dl4.htc.com/Web_materials/Manual/Vive/
EULA/HTC_VIVE_CE_EULA_USA.PDF.

138 SeeHTC Terms of Use:
https://www.htc.com/us/terms/terms-of-use.

139 SeeHTCPrivacy Policy: https://www.htc.com/us/terms/privacy.
140 SeeHTCAccount Terms and Conditions:

https://account.htcvive.com/legaldoc/terms-and-conditions.
141See footnote 139.
142 SeeHTCVive Cosmos Safety and Regulatory Guide:

https://dl4.htc.com/Web_materials/Manual/Vive_Cosmos/HUS_
Safety_Guide_91H03157-00M_US_B.PDF.

143 SeeHTCDisplayLink EULA:
https://dl.vive.com/EULA/DisplayLinkSWDriverEULA_EN-US.PDF.

144 SeeMicrosoftWindows 10 License Agreement:
https://www.microsoft.com/en-us/Useterms/OEM/Windows/10/
Useterms_OEM_Windows_10_English.htm.

145See footnote 132.
146 SeeMicrosoft Privacy Dashboard:

https://account.microsoft.com/account/privacy.

Pixmax Vision 5K The Pimax Vision 5K setup process
is the quickest and simplest of all the virtual reality de-
vices tested. The Pimax does not require an account and
is designed to beusedprimarilywith SteamVRorOculus
desktopapp. Thedevice requires auser todownloadand
install the Pimax Pitool configuration utility. The utility
prompts the user to connect their Pimax virtual reality
device, pair controllers, suchasValve’s,HTC’s, orPimax’s
ownswordcontrollers. Then theutilitypresents theuser
withseveralmenu itemsthat includeStatus, Settings,My
games, and Help. The privacy policy is available under
the Privacy subheading under the Help menu. Although
the privacy policy is available for review in the Pitool ap-
plication, theuser is neverpresentedwith thepolicydur-
ing the setup process or given the ability to provide in-
formed consent.

Data sharing

Evaluating data sharing takes into consideration best
practices of keeping personal data inside the application
or VR device to protect privacy. Any time personal data
is available on the internet or onanother device, thepos-
sibility of unauthorized sharing or breach is increased.
Connecting social media accounts could allow children
or students to share personal information with other
people and with third-party companies. In addition, in-
stalling third-party appswithaVRdevice could allow the
collection anduseof personal information for adifferent
purpose.

Voice Assistant Integration

Meta Quest 2 TheMeta Quest 2 allows users to opt in
to allowing their voice to be used to control the VR De-
vice under the Settings menu. Upon activation of Voice
Commands, the Quest 2 provides notice to users that
“your transcripts are stored to help improve Voice Com-
mands.” The notice says that to help Voice Commands
better understand requests, text transcripts and related
data about a user’s voice interactions are stored by de-
fault. The notice also says that Meta can use machine
learning and trained reviewers to process the stored
transcriptsandrelateddata tomaketheirmachine learn-
ingmodels smarter andmore accurate.

To opt out from Meta storing your voice transcripts, a
user needs to click “manage settings” rather than click
the blue “confirm” button and manage their voice stor-
age options by unselecting the pre-selected blue button
and clicking “confirm.” This is an example of a potential
“dark pattern” with a mixed opt-in and opt-out privacy
setting that by design is not privacy-protective because
it may confuse users as to which setting creates the de-
sired outcome.

Additionally, hiding the option behind a default “accept”
pattern encourages users to not opt out of storing their
personal voice transcriptions with Meta. A dark pattern
is a user interface element that can influence a person’s
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Table 6:VR device voice assistant integration

Device
Voice

Assistant

Default

Setting
Command

Voice

Data

Storage

Microsoft HoloLens 2 Yes Opt-out “Hey Cortana” Opt-in

HPReverb G2 Yes Opt-in “Hey Cortana” Opt-in

HTCVive Cosmos Elite No N/A N/A N/A

PlayStation VR Yes Opt-in “Hey PlayStation” Opt-out

MetaQuest 2 Yes Opt-in “Hey Facebook” Opt-out

Valve Index No N/A N/A N/A

Pimax Vision 5K No N/A N/A N/A

behavior against their intentions or best interests.147

However, auser canalso change their voice storagepref-
erences at any time in the Settings menu, under Voice
Commands and Voice Storage.

PlayStationVR The PlayStation VR device allows users
to opt in to enable Voice Command (Preview) which
uses a user’s voice to find and open games, control me-
dia, search and use available in-game voice commands.
PlayStation provides notice to users that when they en-
able Voice Command, voice data and interactionswill be
collected andprocessedexclusively for operation, analy-
sis, and improvement, whichmay include review of writ-
ten transcripts by human reviewers, unless a user pro-
vides opt-out consent under the Settings menu, Users
and Accounts, Privacy, and Voice Data Collection. The
user must select the “don’t allow” option in order to not
use their voice data to improve voice features. PlaySta-
tion provides notice that “even if users don’t allow us to
collect your voicedata, voice featureswon’t bedisabled.”
In addition, the option Participate in our Feedback Pro-
gram is pre-selected, meaning users are required to opt
out of being contacted by PlayStation to share their ex-
periences after enabling the Voice Command option.

Valve, HTC, Pimax, and HP The Valve Index, HTC Vive
Cosmos Elite, andPimaxVision 5K donot integrate a voice
assistant into the VR experience using their respective
devices. However, users who wish to integrate voice
commands in their VR experiences can download third-
party desktop applications such as VoiceAttack to con-
trol their games or applications while using VR.148 The
HP Reverb G2 allows users to opt in to use speech in
mixed reality with Cortana149 and displays a link to the
Microsoft Privacy Policy for more information. The use

147 Gunawan, J., Pradeep, A., Choffnes, D., Hartzog,W., andWilson,
C. (October 2021). A comparative study of dark patterns across
mobile andwebmodalities. Proc. ACMHum.-Comput. Interact. 5,
CSCW2, Article 377. https://doi.org/10.1145/3479521.

148 SeeVoiceAttack: https://www.voiceattack.com/Default.aspx.
149 SeeMicrosoft Cortana:

https://www.microsoft.com/en-us/cortana.

ofaudioandspeech inmixedreality is controlledbyaset-
ting on a user’s personal computer in theMicrosoftWin-
dows control panel. The control panel provides a Mixed
Reality icon and setting with a section labeled “speech
recognition.” The option says “Use speech recognition
inWindowsMixed Reality including dictation and inter-
actingwith apps using voice commands. Speech recogni-
tionwill always be listeningwhenmixed reality is in use.”
Users should be aware that if theHPReverbG2 headset
is in use, and the additional opt-in “online speech recog-
nition” setting is enabled, theneverythingauser sayswill
be sent to Microsoft’s cloud-based speech recognition
service.

Microsoft HoloLens 2 The Microsoft HoloLens 2 inte-
grates with Cortana and during the device setup pro-
cess theHoloLens2promptsusers to “domorewithyour
voice.” The user is presentedwith the “opt out” choice to
“use speech”with theirHoloLensdevice. Thenotice says,
“Use your voice for commands, dictation, and app inter-
actions. When your HoloLens is on, it’s always listening
for your voice input and sending your voice data to Mi-
crosoft’s speech service.” In addition, in the Settings app
on thedevice in the Speech section aremoreprivacy set-
tings for a user’s voice or speech recognition data. The
HoloLens displays this prominent notice to users: “Use
yourvoice to talk toHoloLens.YourHoloLenswill always
be listening for your voice input when this device is on
and your voice commands can be used to control your
device. If you turn off speech recognition, you won’t be
able to use your voice for dictation or interacting with
Cortana and other apps. And your HoloLens won’t re-
spond to any voice commands.”

The HoloLens also provides a second voice data set-
ting for “online speech recognition” which is opt in to
“use your voice for apps usingMicrosoft’s online speech
recognition technology.” Lastly, the user has a third opt-
in choice to contribute their “voice clips,” which may
be reviewed by Microsoft employees and vendors to
improve Microsoft’s speech technology. Microsoft pro-
vides further notice that a user’s identity is protected
and “voice clips” arenot linked toauser.Microsoft claims
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if they find a clip with personal information, they will
delete it.

Companion applications and software

The followingVRcompanion software is used to support
eachVRdevice, ormaybeoptional for theuser tocontrol
settings. Companion software can be a separate desk-
top, console, or mobile application that can have differ-
ent data collection, use, and sharing practices than the
VRdevice.VRcompanionsoftwarehasbeencategorized
into several types including software: installed on the
user’spersonal computer, installedonauser’smobilede-
vice to control settings, accessible from the VR device,
used primarily for social networking, or messaging that
also supports VR integration.

Meta Quest 2 TheMeta Quest 2 device provides users
with the option to connect their existing Facebook ac-
count, or they can create an account with Facebook on-
line or through the mobile app, which allows them to
connect with friends and family and meet new people in
their social media network. Users can optionally choose
todownload theOculusmobileappontheir smartphone,
thenwirelesslyconnect theirQuest2headsetandphone
tocomplete theVRdevice setupprocess. Themobile app
allowsusers to shopVRtitles fromthemobileappand in-
cludes additional features, such as “casting” a user’s vir-
tual reality session of what they see in VR to the mobile
phoneorcompatibleTVset.150 Theappalsoallowsusers
to find friends inVRand share experiences together, and
manage their Oculus device, account, and notifications.
Lastly,Quest2users arenot required, but encouraged to
use a Facebook account for messaging friends on Face-
book and through VR with the Messenger app by Face-
book.

PlayStation & Valve The PlayStation VR experience is
primarily accessed through the PlayStation game con-
sole, but users can also download a mobile application
called the PlayStation app, which allows users to man-
age their PlayStationNetwork account and control their
game console, see which friends are online, send mes-
sages, and discover discounts for games on the PlaySta-
tion Store. The Valve Index requires users to download
the Steam desktop application to their personal com-
puter, which is one of themost popular online gameplat-
forms for playing, discussing, and creating games. Steam
desktop comes with SteamVR, which is a software tool
for experiencing VR content on various virtual reality
hardware devices. SteamVR supports the Valve Index,
HTC Vive Cosmos,Meta Quest 2, Windows Mixed Reality
headsets, andothers.151 Steamalsoprovidesanoptional

150 Google Play Store Oculus App:
https://play.google.com/store/apps/details?id=com.oculus.twilight;
Apple iOS App Store:
https://apps.apple.com/us/app/oculus-vr/id1366478176.

151 See SteamVR: https://www.steamvr.com/en.

Steammobile application to control settings, and Steam
Chat to engage in social networking activities.

HP Reverb G2 The HP Reverb G2 utilizes SteamVR
Desktop to launch the VR device and integrates all of
SteamVR’s settings in VR, but also launches the Win-
dows Mixed Reality Portal support software to access
VR mixed reality applications from the Microsoft Store,
which canbe interactedwith inVR through auser’s com-
puter “desktop view”. The device also requests the user
installOpenXR,which isanopenroyalty-freeAPIprovid-
ing native access to a range of devices across the mixed
reality spectrum.152 The HTC Vive Cosmos Elite requires
users to download a setup application to support the
HTC device that installs Vive Software and the Viveport
desktop app on the users’ personal computer. After in-
stallation is complete, the user must create an account
withViveport andhas theoptionof signing intoViveport
with a single-sign login using their Google, Facebook, or
Steamaccount.After login,usersarepromptedto join In-
finity, which is HTCVive’s app store subscription service
at $12.99 per month, billed monthly, or $8.99 a month
with an annual subscription. Users can also choose the
“maybe later” link to not join the Infinity service and con-
tinue loading the Viveport application.

In addition, there is an Infinity Lite user account that
enables users to browse and make purchases from the
Viveport store and access a selection of curated free VR
titles. TheViveport app integrateswith theHTCViveCos-
mosElitedeviceandwithothernon-HTCVRdevices such
as Windows Mixed Reality devices like the HP Reverb
G2, or the Valve Index, or Meta Quest 2 with link cable.
After a user has configured their VR device, they can
load the Viveport VR interactive experience or browse
the Viveport store desktop app. The HTC Vive Cosmos
device also integrates with SteamVR and loads a user’s
SteamVR settings and VR purchases from Steam into
Viveport. TheViveport desktop application also allows a
user to set up a newVR device and installsHTCVive Cos-
mos Elitedevice software, which is controlled through an
applicationcalledViveConsole.Users canalso install the
optional wireless adapter and remove the tethered link
cable.153 The wireless adapter requires additional soft-
ware to be installed called ViveWireless.

Microsoft & Pimax The Microsoft HoloLens 2 requires
users to have a Microsoft account and uses Microsoft
Windows’s Mixed Reality application to access the Mi-
crosoft App Store and download free or paid HoloLens
specific third-party applications. These apps allow the
HoloLens to be used for real-time collaboration, manip-
ulation of 3D objects, or with industry-specific applica-
tions inmanufacturing, architecture, ormedicine. Lastly,
the Pimax Vision 5K requires installation of a software

152 SeeMicrosoft OpenXR: https://docs.microsoft.com/en-
us/windows/mixed-reality/develop/native/openxr.

153 SeeHTCWireless Adapter:
https://www.vive.com/us/accessory/wireless-adapter.
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Table 7:VR companion apps (Empty cells reflect that no apps in the respective category are explicitly bundled with a
given device)

Device
Personal

Computer

App

Mobile

Settings

App

VRDevice

App

Social

Network

App

Messaging

App

Microsoft HoloLens Microsoft App Store
a

HPReverb G2
WindowsMixed

Reality Portal
b

HTCVive Cosmos

Viveport
c

,

Vive Software,

Console, and

Wireless
d

PlayStation VR PlayStation App
e

MetaQuest 2 Oculus
f

Oculus
g

Meta App Store
h

Facebook
i

Messenger
j

Valve Index SteamVRDesktop
k

Steam
l

SteamChat
m

Pimax Vision 5K Pitool
n

aSeeMicrosoft Store, https://apps.microsoft.com/store/apps.
bSeeWindowsMixed Reality Launcher, https://store.steampowered.com/app/719950/Windows_Mixed_Reality_for_SteamVR.
cSeeViveport, https://www.viveport.com.
dSeeHTCWireless Adapter Set-up, https://www.vive.com/us/setup/wireless.
eSee Google Play Store, PlayStation App, https://play.google.com/store/apps/details?id=com.scee.psxandroid&gl=US; See also Apple App
Store, PlayStation App, https://apps.apple.com/us/app/playstation-app/id410896080.
f SeeOculus Setup, https://store.facebook.com/quest/setup.
gSee Apple App Store, Oculus, https://apps.apple.com/us/app/oculus/id1366478176; Google Play Store, Oculus, https://play.google.com/
store/apps/details?id=com.oculus.twilight&gl=US.
hSeeMetaQuest Store, https://www.oculus.com/experiences/quest.
iSee Apple App Store, Facebook, https://apps.apple.com/us/app/facebook/id284882215; Google Play Store, Facebook, https://play.google.
com/store/apps/details?id=com.facebook.katana&gl=US.
jSee Messenger, https://apps.apple.com/us/app/messenger/id454638411; Google Play Store, Messenger, https://play.google.com/store/
apps/details?id=com.facebook.orca&gl=US.
lSee Steam, Google Play Store, https://play.google.com/store/apps/details?id=com.valvesoftware.android.steam.community&gl=US.
mSee SteamChat, Google Play Store, https://play.google.com/store/apps/details?id=com.valvesoftware.android.steam.friendsui.
nSee Pimax Pitool, https://pimax.com/pitool-download.
kSee Steam, https://store.steampowered.com.
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application on a personal computer called Pitool, which
is a simple utility to determine the status of the device
and configure its settings. The Pimax device integrates
with other VR software distribution platforms for con-
tent.

Most of the privacy policies of the virtual reality de-
vices tested in this report also cover theuseof additional
personal computer software or mobile applications re-
quired to use the device. However, sometimes the com-
panion software or mobile applications have different
privacy policies than the same company’s virtual reality
device. TheMeta Quest 2 device includes the companion
apps Facebook and Messenger, which have different pri-
vacy policies than the Quest 2, but both receive about
the same overall score and have the same “worse” pri-
vacy rating practices as Oculus.

The Meta, Facebook, Messenger, PlayStation app, and Mi-
crosoft privacy policies all claim they do not sell a user’s
data to third parties, which is initially promising because
it is a better privacy-protecting practice. Only HTC was
explicitly clear in their privacy policy that they sell users’
data to third parties for profit. However, our privacy
evaluations of the most popular virtual reality compan-
ion applications indicate that all devices have privacy
practices that put consumers’ privacy at considerable
risk.

Almost all of the virtual reality companion applications
state in their privacy policies that they can use a user’s
sensitive data collected in virtual reality for commer-
cial purposes that include selling their data to third par-
ties, sending third-partymarketingcommunications, dis-
playing targeted advertisements, tracking users across
other sitesandservices, andcreatingadvertisingprofiles
for data brokers. Lastly, the Steam privacy policy is non-
transparent or unclear on all of our privacy rating crite-
ria, which means there can be no future expectation of
what data is collectedby thedeviceor how it canbeused
or sharedwith third parties.

User safety

Evaluating data safety in the context of data privacy
takes into consideration best practices of using privacy
protections by default and limiting potential social inter-
actionswithothers. It’sbetter tostartwith themaximum
privacy that the app or device can provide, and then give
users the choice to change the settings. It’s also better
to have people opt in to sharing rather than forcing them
to opt out if they want to protect their privacy. In addi-
tion, users talking to other people through the appor de-
vicemightpermitpersonal informationtobesharedwith
strangers or bemade publicly available.

The SteamVR companion app provides an integrated
Friends andChat application through theSteamdesktop
applicationwith friends that canbeaddedor removedby

a username.154 The chat application can be used within
the Steam application or through a web browser or the
mobile app.155 However, a user’s Steam account pro-
file does not provide any safety-related controls beyond
blocking users and filtering specific chat words. Unfor-
tunately, the Valve, HP, HTC, and Pimax VR devices that
use SteamVR do not provide any additional safety set-
tings which can put kids and families at risk for privacy
and safety harms.

The Meta Quest 2 and the PlayStation VR are the only
VR devices we tested that integrate social interactions
with other users through their companion softwarewith
safety controls. Therefore, the following analysis looks
at only these twoVRdevices and their safety controls or
settings with a focus on privacy by design and the safest
option for kids and families.

MetaQuest 2

TheMetaQuest 2 device itself does not provide any pri-
vacy settings related to changing how a user’s personal
information can be used byMeta or third parties for ad-
vertising, tracking, ad profiling or third-party marketing
communications. However, the Meta account webpage
does provide additional privacy settings for users not
availableon theVRdevice, suchas email preferences.156

TheMetawebsite does provide userswith a Safety Cen-
ter website with resources on how to keep users safe in
VR.157

The Quest 2 device does provide users with safety set-
tings that relate tohowother userswill see their activity,
friends list, or namewhile using the device. In addition, a
user’sprivacysettingsarealso inherited fromtheirFace-
book account privacy settings. It is recommended that
a user also review their separate Facebook privacy ac-
count settings through the Facebook application or in a
webbrowser online before use of theQuest 2 device.158

TheOculus desktop application installed on a user’s per-
sonal computer also has the same settings as the Quest
2 device under Settings, then Privacy. Lastly, Meta has
recently announced new Meta accounts that will allow
users to control what people can see when they view a
user’sMetaHorizon profile. This new account will intro-
duce three privacy options: Open to Everyone, Friends
and Family, and Solo. Meta says that newMeta account
users between ages 13 and 17 will have their Meta

154 See Steam, Steam Friends & Chat: https:
//help.steampowered.com/en/faqs/view/595C-42F4-3B66-E02F.

155 See the All-New SteamChat:
https://steamcommunity.com/updates/chatupdate.

156 SeeMetaQuest, Account Details:
https://secure.oculus.com/my/emails.

157 SeeMeta, Safety Center:
https://www.oculus.com/safety-center.

158 See Facebook Privacy Basics:
https://www.facebook.com/about/basics/manage-your-privacy.
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Table 8: Privacy ratings of companion apps

App
Privacy

Rating

Sell

Data

Third-Party

Marketing

Targeted

Ads

Third-Party

Tracking

Track

Users

Ad

Profile

Microsoft App Store
a

75%Warning No Yes Yes Yes Yes Yes

WindowsMixed

Reality Portal
b 72%Warning No Yes Yes Yes Yes Yes

HTCViveport
c

51%Warning Yes Yes Yes Yes Yes Yes

PlayStation App
d

50%Warning No Yes Yes Yes Yes Unclear

Facebook
e

49%Warning No Yes Yes Yes Yes Yes

Messenger
f

49%Warning No Yes Yes Yes Yes Yes

Oculus
g

48%Warning Unclear Yes Yes Yes Yes Yes

SteamVRDesktop
h

44%Warning Unclear Unclear Unclear Unclear Unclear Unclear

Pimax Pitool
i

30%Warning Unclear Yes Yes Unclear Unclear Unclear

aTheMicrosoft App Store is available within the HoloLens experience. See Common Sense Privacy Evaluation for HoloLens, https://privacy.
commonsense.org/evaluation/Microsoft-Hololens.
bSeeCommonSensePrivacyEvaluation forMicrosoftMixedReality, https://privacy.commonsense.org/evaluation/Microsoft-Mixed-Reality.
cSeeCommon Sense Privacy Evaluation for HTCVive, https://privacy.commonsense.org/evaluation/HTC-Vive.
dSeeCommon Sense Privacy Evaluation for PlayStation, https://privacy.commonsense.org/evaluation/PlayStation.
eSeeCommon Sense Privacy Evaluation for Facebook, https://privacy.commonsense.org/evaluation/Facebook.
f SeeCommon Sense Privacy Evaluation forMessenger, https://privacy.commonsense.org/evaluation/Messenger.
gSeeCommon Sense Privacy Evaluation for Oculus, https://privacy.commonsense.org/evaluation/Oculus.
hSeeCommon Sense Privacy Evaluation for Steam, https://privacy.commonsense.org/evaluation/Steam.
iSeeCommon Sense Privacy Evaluation for Pimax, https://privacy.commonsense.org/evaluation/Pimax.

Horizon profiles set to Solo by default, which means it is
themost privacy-protecting setting.159

The following settings are available in the Oculus desk-
top application andwithin theQuest 2 VR experience:

Activity The Activity setting controls who will see a
user’s activity on Oculus. A user’s presence in specific
apps may be visible to others if they participate in social
activities like parties, events, or leaderboards.

Table 9:Activity setting onMetaQuest 2

Option Safest Choice

Public No

Friends onOculus No

Onlyme Yes

It is important forusersandparentsandcaregivers toset
appropriate boundaries in virtual reality environments,
and that includes limiting who can interact with a user
in VR in order to decrease the risk of potential social or
emotionalharm. In real life, onlyotherpeople in thesame
physical locationwhoare incloseproximity toan individ-
ual are aware directly, or indirectly, of that individual’s

159 See IntroducingMeta Accounts andMeta Horizon Profiles for
VR: https://about.fb.com/news/2022/07/meta-accounts-and-
horizon-profiles-for-vr.

activity in the party or event. However, this can also in-
clude inferring auser’s real-life activity fromdigital foot-
prints, like their online status, to location through the
use of GPS tracking devices, use of third-party apps, or
other patterns that could indicate a user’s real-life rou-
tines or activity. This could include people an individual
knows in real life, like friends or family, or even other un-
known members of the public, like at a sporting event.
Therefore, just like in real life, it is important to set sim-
ilar boundaries in virtual reality environments and with
our digital footprints to only let people a user knows in
real life be notified when they are using their virtual re-
ality device because there is sharedmutual trust.

However, Meta’s all-or-nothing Friends on Oculus set-
ting may not be the safest choice because if a user has
made lots of “friends” on Facebook that they have never
met in real life, it may not be appropriate to let all those
users knowyourprivate activity at all timeswhenusinga
Meta Quest device. The most privacy-protecting option
is tochooseOnlyMe, soauserhas completecontrol over
which individuals have access to see their activity on the
device, just like in real life. And if a user feels comfort-
able with this privacy setting, then they can expand it to
include other friends upon request.

Friends list The friends list setting controls who can
see a user’s friend list onOculus. A user can control who
can seewho their friends are onOculus. In addition, mu-
tual friends will always be visible, and apps a user owns
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can see their friends who own the same app, so they can
easily compare high scores and interact with each other.

Table 10: Friends list setting onMetaQuest 2

Option Safest Choice

Public No

Friends onOculus No

Onlyme Yes

Friends lists are often considered private because they
are really a social networkor collectionofwhoyouknow
and have decided to trust. However, most Facebook
users would say they have more Facebook friends than
contacts in their cellphone because shared trust is dif-
ferent with people who may have met online and peo-
ple you know in real life. As previously discussed,Meta’s
all-or-nothing Friends on Oculus setting may not be the
safest choice because if a user hasmade lots of “friends”
on Facebook that they have never met in real life, then
there is no mutual trust and it may not be appropriate
to let other players or friends you have just met know
whoall your friends arewhenusingaMetaQuestdevice.
The most privacy-protecting option is to choose Only
Me, so a user has complete control over which individ-
uals have access to see their activity on the device, just
like in real life. And if a user feels comfortable with this
privacy setting, then they can expand it to include other
friends upon request.

Facebook name The Facebook name setting controls
whowill see a user’s Facebook name onOculus.

Table 11: Facebook name setting onMetaQuest 2

Option Safest Choice

Public No

Facebook Friends onOculus No

Onlyme Yes

When it comes to sharing your real nameor identitywith
other users on Oculus, it’s important to follow the rules
that would also apply in real life. Parents and caregivers
should be aware that users should not share their real
name with strangers, but only trusted individuals who
know their identity in real life. If a user does not feel
comfortable sharing their real name with all their Face-
book friends,Meta allows users to choose a nicknameor
screenname through theOculuswebsite tobedisplayed
to their Facebook Friends and other users rather than a
user’s real name.160

Similarly, Meta’s all-or-nothing Facebook Friends on
Oculus setting may not be the safest choice because if
a user has made lots of “friends” on Facebook that they

160 SeeMeta, Log In with Facebook: https://auth.oculus.com/login.

have never met in real life, then there may be no shared
mutual trust and it may not be appropriate to let other
playersor friendsyouhave justmetknowyourFacebook
name. The most privacy-protecting option is to choose
Only Me, so a user has complete control over which in-
dividuals have access to see their activity on the device,
just like in real life. And if a user feels comfortable with
this privacy setting, then they can expand it to include
other friends upon request.

Activestatuspushnotifications Whocanreceivepush
notifications to knowwhen you’re active in VR and your
activity? You can choose who sees a push notification
from theOculusmobile app about your active status and
what apps you’re using.

Table 12:Active status setting onMetaQuest 2

Option Safest Choice

Facebook Friends onOculus No

Onlyme Yes

Push notifications that pop up and interrupt users to let
them know a friend is online can be a great feature for
staying connected with close friends who want to con-
nect and experience virtual reality together. However,
as previously discussed Meta’s all-or-nothing Facebook
Friends on Oculus setting may not be the safest choice
because if a user has made lots of “friends” on Facebook
that they have never met in real life, then there may be
no shared mutual trust and it may not be appropriate to
let other friends you have justmet knowyou are actively
using your VR device.

Users may not want to unfriend other users to avoid
them knowing their active status in VR. Also this noti-
fication tool could also be abused if friends a user has
madeonFacebookknowauser’s activeonline statusand
maysendunwantedcommunicationmessages. Themost
privacy-protectingoption is to chooseOnlyMe, soauser
has complete control overwhich individuals have access
to see their activityon thedevice, just like in real life.And
if a user feels comfortable with this privacy setting, then
they can expand it to include all their Facebook friends.

Blocked users Similar to blocking unwanted phone
numbers or senders of text messages on your mobile
device, the Meta Quest 2 settings provide the ability
for users or their parents or caregivers to block specific
Oculus user accounts from communicatingwith them to
avoid potential cyberbullying, cyberstalking, or harass-
ment. This social communication blocking feature is es-
pecially important in virtual reality where harassment
or unwanted social interactions between users can in-
clude visual, audio, gestural, and written chat commu-
nications. Without blocking features, users may not be
able to avoid interacting with VR content and activity
before harm has occurred especially for known repeat
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Table 13: PlayStation VR privacy settings

Default Setting Option Setting
Privacy

Protective

Setting

Data You Provide Enabled “Full” Opt-out “Limited”

Personalized Purchase Recommendations Enabled Opt-out Not Enabled

Personalized Advertising Enabled Opt-out Not Enabled

PersonalizedMedia Enabled Opt-out Not Enabled

offenders: A disturbing image may appear suddenly, in-
appropriate gestures may happen without warning, dis-
turbing comments may be heard before a device or user
canbemuted, abusivechat communicationsmaybeseen
beforeusers canbeblocked, andfinallynotifications that
pop up and appear in front of a user may not be possible
to avoid seeing.

PlayStation VR

The PlayStation VR device by default enables a privacy
setting called Data You Provide under the Settings →
Users and Accounts → Privacy submenu which says “to
improve our services, we retain certain usage data. Choose
how much you’re comfortable sharing. Your data will al-
ways be protected.” Users are required to opt out from
Full information sharing with PlayStation that includes
detailed information about a user’s network connec-
tion, device, andvideostreams.PlayStationdoesprovide
a helpful notice to users to support informed consent
about what is Device Data, which includes behavioral
data such as “more detailed information about you such as
what you click on in a menu, pages you have viewed, or how
far you got in a game.”

A user must select the Limited option to share only nec-
essary data with PlayStation to maintain and operate
core PlayStation features and services. This is an exam-
ple of a privacy setting that by design is not privacy-
protective because bydefault the device sharesmore in-
formation than is necessary to provide the user with the
featuresandgameexperience they requested. Thisprac-
tice can increase risk because PlayStation’s privacy pol-
icy says depending on your settings device data may be
used to “deliver target and personalize advertising, commer-
cial recommendations andmarketing communications.”

In addition, the color of the slider selection toggle is the
color graywhen selected.Most other interfaces indicate
a color change to green or blue if the setting toggle is
enabled. It was difficult to determine whether the single
toggle had been selected during testing. However, when
one option toggle is selected and another option toggle
is not selected below, it is easier in this situation to de-
termine the status of whether the option is enabled or
disabled. Ifmore thanone setting toggle is selectedwith-
out any color except gray, then it is not easy for a user

to determinewhether the setting is enabled or disabled,
which could be considered a dark pattern.161

Under the Personalization menu, users have the option
toopt inoroptoutof several advertising and recommen-
dation related privacy settings. “Personalized Purchase
Recommendations” is disabled by default, and users can
opt in to allow the PlayStation Store “to show you per-
sonalized product and service recommendations (some-
times assisted by data from third-party sources). When
disabled, you’ll still seeoffers and recommendations, but
they may be less relevant.” This setting allows PlaySta-
tion to customize advertising in its own store, based on
tracking your behavioral data while using the gaming
console or VR device.

The “Personalized Media” option, which is enabled by
default, allows PlayStation to display “personalized
video and music recommendations from integrated media
providers and apps. When disabled, you still might see
recommendations directly from partner media services.”
Again, PlayStation is trying to customize advertising
through video and music content in its own store, based
on tracking your behavioral data while using the gaming
console or VR device. This type of personalized media
engagement is likely a precursor to targeted adver-
tisements because the practice is aimed at increasing
the amount of time and interactions users have on the
PlayStation device tomaximize advertising and tracking
data collection. Lastly, the “Standard Personalization”
option which is enabled by default allows PlayStation
“to show you general noncommercial personalization. If
disabled, some features will still be personalized but they
will be less relevant.” This last option is more about
relevant profile and game feature personalization that
does not include commercial purposes and should be
safe for use. PlayStation does provide a helpful notice to
users at the point of their decision about these person-
alization options to view their privacy policy for more
information.

Additionally, and as seen inTable14, users can selectAd-
just Privacy Settings by Choosing a Profile, which is a
helpful way for users who are unsure about which set-
tings tochange tobetterprotect their privacyandsafety.

161See footnote 147.
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Table 14: PlayStation VR choosing a profile

Profile Description
Privacy

Protective

Setting

Social andOpen I like to
maximizemy
chances to
connect, be
seen, and
socialize

Not Enabled

TeamPlayer Effortless
multiplayer, but
I limit who
knowsmy real
identity

Not Enabled

Friend Focused Anything for my
crew, more
restrictive for
strangers

Not Enabled

Solo and
Focused

I keep a low
profile, and
choose who I
interact with

Enabled

It is recommended that users start with the most
privacy- and safety-protecting setting of Solo and Fo-
cused to better understand what social interactions are
available or disabled, and what information is visible to
other users. As users become more comfortable with
their understanding of PlayStation’s safety controls and
interactionswith friendsandstrangers, theycanmove to
the next Friend Focused option if they want additional
interaction features. Lastly, users can “review and cus-
tomize” any of the preset profiles to mix and match spe-
cific safety settings to create customized profiles that
exist between the default profile options. PlayStation’s
safety settings are considered best privacy-by-design
settings that enable users to make informed decisions
about their data and remain in control of their social in-
teractions with friends and other users in order to mini-
mize potential harm.

PlayStation users can also useView andCustomize Your
Privacy Settings for each of the specific options, rather
than choosing a quick default profile or customizing
a preset profile. The following PlayStation privacy op-
tions are provided to users to select based on social-
networking principles of trust of close friends you likely
know in real life, and indirect friends of friends you do
not know in real life but may like to meet. As discussed,
the most privacy-protecting settings are to not share
real names or pictures of yourself, or your friends, with
strangers or users you don’t trust. It is important for
users to create a privacy and safety profile that reflects
as closely as possible their real world preferences re-
garding how they interact with friends and strangers,

what personal information they share about themselves
with others, andwho can see them.

Table 15: PlayStation VR customize privacy settings:
Your real name and profile picture

Setting Options
Privacy

Protective

Setting

Who can see
them in search
results

No
One/Anyone

NoOne

Who can see
themwithin
games

Close
Friends/NoOne

NoOne

Who can see
them as a friend
suggestion

NoOne/Close
Friends of
Friends

NoOne

Who can see
them in your
close friends’
list of friends

Close Friends of
Friends/Close
Friends Only

Close Friends

When it comes to letting other people see who a user’s
friends are, it’s important to keep in mind their friends’
expectations and behavior regarding privacy. Would
someonebeOKwith their friends in real life tellingother
people that they do not know details about their name
or usernames or about their online relationship? Would
it matter if a user’s friends are under 18 and people who
they share their friends’ nameswith are over 18, ormale
or female? The most privacy protective setting is No
One, so a user’s friends’ information is not shared with
anyone they do not know. However, if multiple friends
already know each other it may be better to choose
Friends Only, so only people a user trusts can see each
other and help make new friendships based on already
existing relationships.

Table 16: PlayStation VR customize privacy settings:
Your information

Setting Options
Privacy

Protective

Setting

Who can see
your friends

NoOne/Friends
Only/Friends of
Friends, Anyone

NoOne

Edit Your
Profile

Change one or
more
characteristics

N/A

Users may not want anyone knowing they are online
and what games they have been playing. Having access
to this information could allow people, including people
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they do not know, to track their activity, much like track-
ing where a user goes or what they do in real life. Shar-
ing this information could even lead to problematic be-
haviors, such as cyberstalking or harassment. Letting
trusted users know when they are online allows friends
to knowwhen theuser is available and if friends can con-
tact them to join them in a game. However, a user’s gam-
ing history of what games they played, for how long they
played, and when they played them, may be too much
information for a user to share with all their friends or
with strangers. Therefore, when it comes to sharing a
user’s activity information over time it is recommended
to choose themost privacyprotecting setting ofNoOne,
especially for younger users.

Table 17: PlayStation VR customize privacy settings:
Your activity

Setting Options
Privacy

Protective

Setting

Who can see
your online
status andwhat
you;re
currently
playing

Friends
Only/Friends of
Friends/Anyone

Friends Only

Who can see
your gaming
history

NoOne/Friends
Only/Friends of
Friends/Anyone

NoOne

Hide your
games from
other players

Choose one or
more games

N/A

Before sending or accepting friend requests, which can
give privileged access to more information about one-
self, it’s good to establish that the other potential friend
is trustworthy. In real life, friends typically exchange
names, friends they may have in common, shared inter-
ests, and a mobile number or other contact information
to stay in touch. In the online world, it’s more difficult to
build trust with strangers that you do not know because
they may not be telling you the truth about their age,
gender, interests, or location. Even their avatar andvoice
may be changed162 to hide their true identity. There-
fore, it is recommended to start with the most privacy-
protecting setting of No One. Then after a user feels
morecomfortable interactingandmeetingstrangersand
has developed the necessary skills to assess trust in an
online or VR setting such as while playing games, choos-
ing Friends of Friends may be more beneficial to meet
new people that have a shared mutual friend which can
help establish and build trust.

162 SeeVoicemod: https://www.voicemod.net; See alsoVoicemod
Privacy Policy: https://www.voicemod.net/privacy.

In addition, even though a user may have made friends
while playing various online games, it’s also important
to set appropriate boundaries of who can interact with
that user through different games and messages. It is a
better privacy-protecting practice to allowNoOne tobe
able to interact with a user until they initiate the con-
versation, much like how we interact socially in the real
world. In real life, when a user receives a phone call or
text message from a friend they know, they have con-
trol over whether to answer the phone call or messages.
In the online world, after a user feels comfortable and
trusts the friends they have made online, then choosing
FriendsOnly will allow your friends to initiate conversa-
tionwith you to join a party or game, just like receiving a
phone call.

Lastly, online harassment is unfortunately common-
place, and cyberbullying, cyberstalking and other forms
of harassment can happen to anyone and can even be
perpetrated by users in their friends list.163 If at any
time a user feels harassed or threatened in anyway, they
can always choose to block a user that is their friend,
or maybe a user that is not their friend, but a friend of
friends. This puts users back in control by blocking and
preventing futurecommunicationswhichmaycreate the
opportunity for harassment from other players; this is
similar to blocking a phone number on their mobile de-
vice.

Table 18: PlayStation VR customize privacy settings:
Communications andmultiplayer

Setting Options
Privacy

Protective

Setting

Who can ask to
be your friend

No
One/Friends of
Friends/Anyone

NoOne

Who can
interact with
you through
parties, games,
andmessages

NoOne/Friends
Only/Anyone

NoOne

Players you are
blocking

Choose one or
more blocked
players

N/A

Account protection

Evaluating account protection takes into consideration
best practices of using strong passwords and provid-
ing accounts for children with parental controls. Strong
passwords can prevent unauthorized access to personal

163ADL. (2022,May 3).Hate is no game: Harassment and positive
social experiences in online games 2021.
https://www.adl.org/resources/report/hate-no-game-harassment-
and-positive-social-experiences-online-games-2021
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information. Children younger than 13 may not under-
stand when they are sharing personal information, so
they should be required to create special accounts with
more protection under the law. Lastly, parents and care-
givers can help children younger than 13 use a device or
app with digital well-being protections in mind by using
parental controls.

Table 19: Strong passwords are required for accounts

Device
Strong

Passwords
Account Type

Microsoft HoloLens Yes Microsoft

HPReverb G2 Yes Microsoft

HTCVive Cosmos Elite Yes Viveport

PlayStation VR Yes PlayStation

MetaQuest 2 Yes Facebook/Meta

Valve Index Yes Steam

Pimax Vision 5K N/A N/A

MetaQuest 2

TheMeta Quest 2 device requires users to already have
a Facebook account or they can create a new account on
Facebook online, or through the Facebookmobile appli-
cation, which allows them to connect with friends and
family and meet new people in their social media net-
work.However,Meta recently announced that inAugust
2022, users can createMeta accounts to use theirQuest
2 device that will allow users to log in to their VR head-
sets that don’t require a Facebook account. In addition,
once users create aMeta account, they will also need to
create a Meta Horizon profile, which will be their social
profile in VR.164

PlayStation VR

The PlayStation VR setup process can be completed on
the console device itself connected to a television, using
the provided controller, on a website on another device
with a QR code,165 or through the PlayStation App on a
mobile device.166 PlayStation requires the creation of a
primary adult account. If a birthdate selected identifies
someone as younger than 13, the setup process blocks
the creation of a primary child account and blocks the
user from changing the birthdate to reflect an age older
than 13. In addition, PlayStation notifies the underage
user to “hand thecontroller toaparent” to complete reg-
istration of their own adult account and child profile. Af-
ter rebooting, an adult account can be created, which

164See footnote 159.
165 See Sony Set-Up onWeb:

https://www.playstation.com/ps5/setuponweb.
166 See iOS Apple App Store, PlayStation App:

https://apps.apple.com/app/apple-store/id410896080; Google Play
Store, PlayStation App:
https://play.google.com/store/apps/details?id=com.scee.psxandroid.

requires use of a strong password and first name, last
name, and screen name, which are not visible to other
players by default.

In addition, the account requires the collection of the
postal code, city, and state, but a privacy notice indi-
cates the informationwill onlybeusedbyPlaySationand
will not be sharedwith others. PlayStation provides par-
ents with tips to prevent unauthorized game purchases,
such as requiring a passcode to purchase products from
the PlayStation Store, or removing the credit card on file
with the primary account, which must be entered each
time a purchase is made.

HP&HTC

TheHP Reverb G2 does not require the user to create an
account during the setup process, but does require aMi-
crosoftWindows account to purchase apps in theMixed
RealityWindows App Store. The HTC Vive Cosmos setup
process requests that users create a new HTC Viveport
account or sign inwith their Google, Facebook, or Steam
account. TheHTC account creation process does not re-
quire a user to provide a birthdate but does require the
user to verify the email address they used during regis-
tration.

Microsoft HoloLens 2

The HoloLens 2 initially asks users “who owns this
HoloLens? If this HoloLens belongs to your work or school,
we’ll set it up as theirs and you’ll get access to their stuff. If
you own it, we’ll set it up using yourMicrosoft Account.” The
user is then prompted to log in or create a Microsoft
account to use the device.

For testing purposes, we only selected the device to be
used for “work,” but the “school” option could include ad-
ditional features thatwerenotexplored.After theuser is
logged into the device with their Microsoft account, the
user is presented with an opt-in choice to log on auto-
matically to the device using an “iris” scan of their eyes.
Microsoft displays a notice to the user that says, “Say
goodbye to having to use passwords.Windows Iris Sign-
in is a fast and secure way to sign in to your HoloLens.
This data is only used for this device.” In addition, a user
must create a Personal Identification Number (PIN) to
access their account whichmust be six digits long.

Pimax Vision 5K

The Pimax Vision 5K does not require an account to use
and configure the device through the Pimax Pitool util-
ity. However, a userwill need to have a Steam account to
access their content library in SteamVR or Facebook ac-
count to access their content in theOculus desktop app.

Parental consent

For children age 13 or younger, a parent or guardian’s
verifiable consent is required before the collection, use,
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ordisclosureof the child’s personal information toanap-
plication or service.167 In addition, if children are using
the application or device, then parents should be pro-
vided with controls to protect their child’s personal in-
formation through child profile management or other
forms of age gating or verification of age.168

Table 20: Parental controls are available

Device
Parental

Controls

Child Profile

Management

Microsoft HoloLens 2 No No

HPReverb G2 No No

HTCVive Cosmos Elite No No

PlayStation VR Yes FamilyManagement

MetaQuest 2 Yes Oculus Parent Hub

Valve Index Yes Steam Family View

Pimax Vision 5K No No

Only the Microsoft HoloLens 2, PlayStation VR, and Valve
Index indicate in their privacy policies that users un-
der the age of 13 may use their services, which means
we would expect these companies to also disclose they
provide parental controls. In addition,Meta, PlayStation,
Valve, andMicrosoft indicate users older than 13may use
their services whichmeans parental controls would also
likely be available to teens as well. However, onlyMeta,
PlayStation, andValve provide parental controls, age gat-
ing, or child profiles that moderate the type of content
restricted accounts can access.

Meta Quest 2 TheMeta Quest 2 device does not allow
children under the age of 13 to create primary accounts.
However, with the Meta Quest 2, a user can add up to
three additional accounts to their device. The primary
account on the device can add additional accounts inVR.
All accounts will need either aMeta account or optional
Facebook account to have their ownunique account set-
tings and profile. Meta’s policies say that additional ac-
counts will be able to install and use apps that they have
purchased from the Oculus store, as well as apps pur-
chased by the primary account if app sharing is turned
on.Additional accounts can save their ownappprogress,
media files and make use of social platform features like
parties, leaderboards and achievements, as well as cre-
atingandcustomizing their ownavatar.Apps installedby
additional accountswon’t take up extra storage space on
the device if the admin account already has the app in-
stalled.

167 SeeChildren’s Online Privacy Protection Act (COPPA), 16 C.F.R.
Parts 312.2, 312.3(d), 312.5, 312.5(a), 312.5(b)(1)–(2)(i)–(iv); See also
15U.S.C. § 6501(9).

168 SeeChildren’s Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.6.

However, Meta recently launched a new set of parental
supervision tools for teens over the age of 13169 and a
parent education hub through the companion software
Oculus app.170 The new suite of parental control tools
requires parents to connect to their teen’s account and
then allow parents to set age-appropriate content set-
tings, restrict third-party purchases and downloads, set
time limits on the amount of time spent in VR, see their
teen’s friends list in the companion Messenger app and
who they’re interacting with in VR. In addition, parents
will be able to view their teen’s headset VR experience
and screen time from theOculus mobile app.

PlayStation VR The PlayStation VR provides parental
controls through a feature called Family Management
through which parents can restrict content, such as
games and movies, and keep track of and limit playtime.
Parents can also use a shared wallet and set spending
limitswith their childrenandcan restrict communication
features, such as chatting and messaging. The PlaySta-
tion also provides Family and Parental Controls with
PS5 Console Restrictions that restrict user creation and
guest logins to the device, and sets default parental con-
trols for new users of the console.

To create a child account or profile on the PlayStation,
the parent or guardian is required to first navigate to a
website on another device and select Family Manage-
ment to create a child account or invite an adult with an
existing account.171 A parent can scan a QR or navigate
directly to thewebsite on another device and is required
to log inwith theirusernameandpassword.Theparent is
asked toprovide thebirthdateof their child andprovides
notice that other players won’t be able to see the child’s
account. The PlayStation parent or guardian verification
process provides notice that in order to add children to
a family, a $.50 charge is necessary to verify that the pri-
mary account is an adult. PlayStation says this is only re-
quired once as the family manager, and there will be no
charge for addingmore familymembers. Lastly, PlaySta-
tion provides notice that the chargewill be funded to the
primaryaccountuser’swallet, and theycanuse it forpur-
chases. Parents need to be aware that they will need to
have a credit card on file with PlayStation to complete
the verification process.

PlayStation requires parents to enter a valid email ad-
dressandasecurepassword for their child, and theemail
addresswill be used to send important information. Also
family members will be able to see a child’s email ad-
dress, but other players won’t. If a child does not have
their ownemail address, then aparent is required to cre-
ate a seperate email address for PlayStation to contact

169 SeeMetaQuest, Introducing VR Parental Supervision Tools on
Quest: https://about.fb.com/news/2022/03/vr-parental-
supervision-tools-on-quest.

170 SeeMetaQuest, Parent Education Hub: https:
//store.facebook.com/quest/safety-center/parental-supervision.

171 See PlayStation Family Account:
https://www.playstation.com/acct/family.
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them,whichmaybedifficult for younger childrenwhodo
not use email but wish to play age-appropriate games.

Uponadding anewuser account to thePlayStationusing
their email address and password, a child must update
their account that includes their profile information, on-
line ID and avatar, and privacy settings. A child must en-
ter their first and last name, which PlayStation indicates
will only be seen by their parents. In addition, the child’s
postal code, city, and state information is collected by
PlayStation to verify their identity if they contact them.

The child can choose an avatar icon and can choose an
online ID. Other players will see the online ID in places
like games,messages, and searches, andPlayStation rec-
ommends that children do not include their real name or
personal information. A childmust choose a privacy pro-
file as covered in Table 14 that allows them to customize
their privacy settings, such as who can see their infor-
mation and activity when playing games. Parents will re-
ceive an account creation confirmation email and must
verify the email address canbe accessedbefore the child
profile can be activated.

After activation, the child account profile does not dis-
play the marketing communications notifications set-
tings, or the personalized advertising settings, indicat-
ing to parents that these options have likely been dis-
abled for a child profile. PlayStation provides notice
that for use of PlayStation VR, the VR headset isn’t for
use by children under age 13 without parental consent.
Also, for communication and user-generated content,
PlayStation restricts chatting and messaging with other
players (including a child’s friends) as well as viewing or
sharing videos, images, and text on PlayStation network.
Lastly, PlayStation provides age filtering of online con-
tent which includes restricting access to online features
of PS4 or PS5 games, and hiding games and content in
PlayStation store based on a child’s age.

Valve Index The Valve Index has parental controls
through its integration with Steam Desktop and is man-
aged with a feature called Family View.172 Family View
can be used to restrict access to content and fea-
tures in the Steam application while in PIN-protected
Family View. Parents can restrict what library con-
tent a child can view to “only games I choose” or “all
games.” In addition, parents can select which online con-
tent and features children can view such as the Steam
store, community-generated content, friends, chat, and
groups, their online profile, screenshots, or achieve-
ments. The Family View feature in Steam is also avail-
able to other VR headsets not manufactured by Valve
that access Steamcontent suchas theHPReverbG2and
HTC Vive Cosmos Elite if using SteamVR to play games.
However, theMicrosoftMixedRealityPortal usedby the
HP Reverb G2 and HoloLens 2, and HTC Viveport used
by the HTC Cosmos Elite do not provide parental con-

172 See Steam Support, Family View: https:
//help.steampowered.com/en/faqs/view/6B1A-66BE-E911-3D98.

trolsbecausetheyarenot intendedforchildrenunder13
years of age.

Child and teen privacy protections

If children under the age of 13, or teens younger than
18, use a VR application or device, the company should
disclose how they better protect the privacy of children
and teens in their privacy policy. In addition, if a VR ap-
plication or device has worse privacy practices for adult
usersorconsumerssuchassellingdata to thirdpartiesor
displaying targeted advertising that could inadvertently
apply to children, then the company should disclose ad-
ditional protections are in place to protect those chil-
dren or teens. Even if a VR application or device is not
intended to be used by children or teens, it should still
disclose in its privacy policy how it will handle informa-
tion inadvertently collected from children or teens with
stronger privacy protections until it can be deleted.

None of the VR devices we tested disclosed
stronger privacy protections in their policies
for children or teen users.

Meta Quest 2 The Meta Quest 2 terms of service say
that users under the age of 13 may not create a Face-
book account and therefore are not able to log in or
create an account with Facebook in order to use the
Meta Quest 2 device. However, teens older than 13 but
younger than18mayuse theMetaQuest2withparental
consent and Meta’s parent supervision tools. Meta’s
parental supervisioncontrols provideparentswith some
important safety features, but also a false sense of pri-
vacy, since no additional privacy protections are guaran-
teed for children or teens. For example, althoughMeta’s
parental controls restrict age-inappropriate content and
provide transparency into their teen’s VR experience,
teens are still subjected to commercial monetization
practices such as third-partymarketing, targeted adver-
tising, tracking, and profiling.In addition, Meta discloses
no specific stronger privacy protections for children un-
der the age of 13, or teens between ages 13 and 18.
Therefore, the Meta Quest 2 does not meet our recom-
mendations forprivacywith childrenunder theageof13
or teens under 18.

PlayStationVR ThePlayStation VR privacy policy has a
section titled Children’s Information, but only discloses
that they obtain parental consent for the collection of
personal information from children under the age of 13.
The policy does not provide any additional information
about how they protect the privacy of children under 13
using a child’s account or teens between the ages of 13
and 18 years old. PlayStation’s policies do not include
prohibitions on selling data to third parties or the use
of children’s or teens’ personal information for targeted
advertising, tracking, or profiling. Therefore, because
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Table 21:Child and teen privacy protections

Device
Children Under 13

Intended

Children Under 13

Protected

TeensOver 13

Intended

TeensOver 13

Protected

Microsoft HoloLens 2 Yes No Yes No

HPReverb G2 No No No No

HTCVive Cosmos Elite No No No No

PlayStation VR Yes No Yes No

MetaQuest 2 No No Yes No

Valve Index Yes No Yes No

Pimax Vision 5K No No No No

PlayStation does not disclose specific and stronger pri-
vacy protections for children under the age of 13 or
teens under 18, the PlayStation VR does not meet our
recommendations for privacy with children or teens.

Valve Index TheValve Indexprivacypolicyhasasection
titled Children, which states the minimum age to create
a Steam user account is 13, and that parental consent
is obtained for the collection of information from users
older than 13. However, the policy does not provide any
additional information about how they protect the pri-
vacy of children under 13 or teens between the ages of
13 and 18 years old using a restricted Family View ac-
count. Steam’s policies do not include prohibitions on
sellingdata tothirdpartiesor therestricteduseofaFam-
ily View user’s personal information from targeted ad-
vertising, tracking, or profiling. Therefore, becauseValve
does not disclose specific and stronger privacy protec-
tions for children under the age of 13, or teens under 18
theValve Index should not beusedwith childrenor teens.

HP&HTC TheHPReverbG2’s privacypolicyhas aChil-
dren’s Privacy section, but only generally says that HP
services aremade for the general public and they do not
knowingly collect data from children without obtaining
parental consent. HP is nontransparent about use of its
services by teens between the ages of 13 and 18 years
old.TheHTCViveCosmosEliteprivacypolicydoesnotdis-
close any information about children and does not dis-
closewhetherHTCobtainsparental consent in theevent
they collect personal information from children under
the age of 13. In addition, HTC is also nontransparent
about use of its services by teens between the ages of
13 and 18 years old. Therefore, because HP and HTC do
notdisclose specificandstrongerprivacyprotections for
children under the age of 13, teens under 18, theHP Re-
verbG2 andHTCVive Cosmos Elitedoes notmeet our rec-
ommendations for privacy with children or teens.

Microsoft HoloLens 2 The Microsoft HoloLens 2 pri-
vacy policy has a Collection of Data from Children sec-
tion. The section says Microsoft obtains parental con-
sent for the collection of personal information from chil-

dren and that they will not knowingly ask children un-
der 13 to provide more data than is required to pro-
vide for the product. However, the policy does not dis-
close additional protections for children under 13 or
teens between the ages of 13 and 18 years old. There-
fore, Microsoft’s policies do not include prohibitions on
the use of personal information for targeted advertis-
ing or tracking purposes for children under 13 or teens,
which Microsoft engages in for other users. A parent
or guardian who is the organizer of a Microsoft family
group can manage a child’s information and settings on
their Family Safety page173 and view and delete a child’s
data on their privacy dashboard.174 Therefore, because
Microsoftdoesnotdisclosespecificandstrongerprivacy
protections for childrenunder the ageof 13, or teens un-
der 18, the HoloLens 2 does not meet our recommenda-
tions for privacy with children or teens.

PimaxVision5K ThePimaxVision5K hasavery limited
section in its privacy policy titled Minors that indicates
itswebsites andservices areonly intended for “legal per-
sons” over the age of 18 in theUnited States. Pimax does
not disclose any privacy protections for children under
13 or teens whomay use the VR device under the age of
18. Therefore, because Pimax does not disclose specific
and stronger privacy protections for children under the
age of 13, or teens between the ages of 13 and 18 years
old, the Pimax Vision 5K does not meet our recommen-
dations for privacy with children or teens.

Advertisements, marketing, and tracking

Responsible advertising practices limit the use of per-
sonal information for any first-party or third-party mar-
keting, targeted advertising, tracking, or profiling pur-
poses.

173 SeeMicrosoft Family Safety:
https://www.microsoft.com/en-us/microsoft-365/family-safety.

174See footnote 146.
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Marketing

The marketing evaluation questions indicate whether
first-party or third-party marketing communications
may be sent to users that include emails, text mes-
sages, or other app notifications for a product or ser-
vice. These marketing communications can come from
the first-party VR app developer that has a direct rela-
tionship with the user and is typically expected by users
to include new premium products or services from the
app developer that are related to the app they are us-
ing and may find useful. In addition, marketing commu-
nications can also come from a third-party application
or service that a user does not have a direct relation-
ship with and is not expected because the communi-
cations are for products or services unrelated to the
first-party relationship the user has with the app devel-
oper. These third-partymarketing communications typi-
cally areunexpectedandunwantedbyusersbecause the
first-party app developer shared their personal informa-
tion with a third-party company without their knowl-
edge to communicate unrelated or unsolicited products
or services from third-party companies.175 Additionally,
depending on whether the user is a child, student, or
consumer, various state, federal, or international pri-
vacy laws may prohibit the use of personal information
for third-party marketing communications without con-
sent.176,177,178,179,180,181

Meta Quest 2 The Meta Quest 2 setup process re-
quests opt-in consent to receive emails from Oculus
about future releases and sales. The PlayStation VR de-
vice provides users with a notice to receive market-
ing messages. The notice states “Would you like to re-
ceive information about new products, special offers,
and other promotions about PlayStation and Sony from
Sony InteractiveEntertainment?”Userscanchangetheir
marketing communication settings under Users and Ac-
counts → Account → Communication Preferences and
optoutof receivingmarketing communicationsvia email
or via notifications on the console.

175 See Perrin, A. (2020, April 14). Half of Americans have decided
not to use a product or service because of privacy concerns. Pew
Research Center. https://www.pewresearch.org/fact-
tank/2020/04/14/half-of-americans-have-decided-not-to-use-a-
product-or-service-because-of-privacy-concerns; See alsoAuxier, A.,
Rainie, L., Anderson,M., Perrin, A., Kumar, M., & Turner, E. (2019,
November 15). Americans and privacy: Concerned, confused, and
feeling lack of control over their personal information. Pew Research
Center.
https://www.pewresearch.org/internet/2019/11/15/americans-and-
privacy-concerned-confused-and-feeling-lack-of-control-over-
their-personal-information.

176See footnote 72.
177 See Student Online Personal Information Protection Act

(SOPIPA), Cal. B.&P. Code § 22584(b)(1)(A).
178See footnote 80.
179See footnote 81.
180 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §

1798.140(a).
181See footnote 83; SeeCalifornia Privacy Rights Act (CPRA), Cal.

Civ. Code § 1798.140(e)(6).

HTC Vive Cosmos Elite The HTC Vive Cosmos Elite
setup process requests that users enter their email ad-
dress and sign up for the HTC Viveport Infinity sub-
scription service for a monthly or annual plan, but users
need to find and click “maybe later” to proceed to the
next section without subscribing. In addition, during the
setup process a marketing communication option is dis-
played to users that says, “Yes, I want to receive impor-
tant product updates, news, and exclusive offers related
to VR.” This third-party marketing option is opt-out by
default, meaning the check box is pre checked and re-
quires unchecking the boxbefore proceeding to the next
step.

Microsoft HoloLens 2 TheHoloLens 2 requires the use
of a Microsoft account which inherits all the default pri-
vacysettings fromauser’sMicrosoftPrivacyDashboard.
A user can change those settings by logging into their
privacy dashboard under promotional communications
→ review settings→ and communication preferences of
their email address. A user can opt out to receive “gen-
eral info and offers from Microsoft” and opt out from
“communications fromMicrosoft partners.”

Valve, HP, and Pimax The Valve Index, HP Reverb G2,
andPimaxVision5Kdevicesdidnot request theuser con-
sent for anyfirst-party or third-partymarketing commu-
nications at any time during the setup process. In addi-
tion, Pimax did not even collect a user’s email address,
whereas the other devices required users to create an
account.

Targeted advertising

Personalized advertising in VR is the practice of display-
ing targeted commercial advertisements to users for ei-
ther first-party or third-party products and services in
the VR experience based on their collected personal or
behavioral information including how users interact in
VR. Personalized advertisements can be linked to a spe-
cific individual, device, application, or behavioral pro-
file which requires the collection of specific information
about users typically through the use of cookies, bea-
cons, tracking pixels, persistent identifiers, fingerprint-
ing, or other tracking technologies.182

Virtual reality advertising is different from traditional
advertising because it can use extremely specific charac-
teristics and preferences about the user in order to build
behavioral virtual reality profiles that can be used to
exploit user’s characteristics for commercial purposes.
This rich VR behavioral information is also shared with
third-party advertisers, who can display even more tar-
geted products to the user on other apps or devices

182 See Electronic Frontier Foundation. (2020).What is
fingerprinting? https://ssd.eff.org/en/module/what-fingerprinting.
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Table 22:Marketing communications

Device
Developer

Marketing

Setting

Developer

Marketing

Policy

Third-Party

Marketing

Setting

Third-Party

Marketing

Policy

Microsoft HoloLens 2 Opt-out Yes Opt-out Yes

HPReverb G2 None Yes None Yes

HTCVive Cosmos Elite Opt-out Yes Opt-out Yes

PlayStation VR Opt-out Yes Opt-out Yes

MetaQuest 2 Opt-in Yes Opt-in Yes

Valve Index None Yes None Unclear

Pimax Vision 5K None Yes None Yes

outside VR based on the specific behavioral information
they received from the user’s activities in VR.183,184,185

Beyond technical device information, a user’s experi-
ence in VR has the potential to expose behavioral in-
formation that can be used for targeted advertising as
well. Due to the inherent functionality of VR, these de-
vices and their applications can collect far more sensi-
tive information and biometric information than mobile
devicesandapplications can.Behavioral informationcan
include the user’s height, posture, gaze, gait, gestures,
even the distance between your eyes called interpupil-
lary distance (IPD),186 facial expressions, and more.187

Studies have shown that behavioral biometric tracking
data can be used to uniquely identify users, such as
through hand, head, and eyemotion data collected from
users while performing tasks in VR188 or while viewing
and interacting with 360-degree videos in VR.189

VR devices also have different capabilities for positional
tracking in order to render the user’s position in the VR
environment correctly as they move and interact within
thereal andvirtual space.VRsystemsuseeitheroutside-
in tracking, such as through cameras or base stations
separate from theVRdevice, or inside-out tracking, such
as through cameras on the VR device itself. Base sta-
tions, like those used by the Valve Index, are positioned
in the physical space and use infrared to communicate

183See footnote 72.
184 SeeCalifornia Privacy Rights Act (CPRA), Cal. Civ. Code §

1798.140(e)(6), (ah).
185See footnote 79.
186 Avi Bar-Zeev. (May 28, 2019). The Eyes Are the Prize:

Eye-Tracking Technology Is Advertising’s Holy Grail. Vice.
https://www.vice.com/en/article/bj9ygv/the-eyes-are-the-prize-
eye-tracking-technology-is-advertisings-holy-grail.

187See footnote 50.
188 Pfeuffer, K., Matthias, J., Geiger, M.J., Prange, S., Mecke, L.,

Buschek, D., & Alt, F. 2019. Behavioural biometrics in VR: Identifying
people from bodymotion and relations in virtual reality. Proceedings of
the 2019 CHI Conference on Human Factors in Computing Systems (CHI
’19). Association for ComputingMachinery.
https://doi.org/10.1145/3290605.3300340.

189 Miller, M.R., Herrera, F., Jun, H., Landay, J.A., & Bailenson, J.
(2020, October 15). Personal identifiability of user tracking data
during observation of 360-degree VR video. Sci Rep 10, 17404.
https://doi.org/10.1038/s41598-020-74486-y.

with the VR device and controllers190, while outside-in
cameras are connected to an external device that is con-
nected to the VR system, such as the PlayStation Cam-
era used with the PlayStation VR device.191 Inside-out
tracking involves cameras on the VR devices themselves
pointing outwards into the user’s environment.192 Both
methods for positional tracking can potentially expose
the user’s real-world environment through images or
scans from the sensors, since this information is used by
the device to render content and track the user’s move-
ments for functionality purposes.However, this data can
be yet another piece of sensitive information collected
by VR devices and apps for profiling and targeted adver-
tising purposes.

While VR devices themselves have the capability to
serve ads within the environment, advertisers are con-
tinuing to develop new ad formats, such as virtual
items,193,194 virtual rooms,195 billboards,196 and even

190 SeeValve Index Base Stations:
https://www.valvesoftware.com/en/index/base-stations.

191 See PS VR: PlayStation Camera Setup:
https://www.playstation.com/en-us/support/hardware/ps4-
playstation-camera-setup-for-ps-vr/.

192 See Inside-out tracking, https://docs.microsoft.com/en-
us/windows/mixed-reality/enthusiast-guide/tracking-system.

193 Forbes. (2021). 10ways virtual reality will impact the future of
advertising.
https://www.forbes.com/sites/forbesagencycouncil/2021/05/13/10-
ways-virtual-reality-will-impact-the-future-of-advertising/.

194 Dang, S. (2022,March 24). Meta inks partnership for 3D ads in
step toward themetaverse. Reuters.
https://www.reuters.com/technology/3d-ads-come-facebook-
instagram-step-toward-metaverse-2022-03-24/.

195 “The Virtual Room ad: a real way tomakemoney in VR.” Unity.
https://create.unity.com/virtual-room-ad.

196 Stein, S. (2021, June 23). Facebook’s VR advertising plans feel
inevitable, but it’s starting off rocky. CNET.
https://www.cnet.com/tech/computing/facebooks-vr-advertising-
plans-feel-inevitable-but-its-starting-off-rocky.
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stores197 and restaurants,198 that allow users to inter-
act with ads within third-party VR apps and spaces, en-
abling companies and developers to generate revenue
just like in mobile applications.199

Currently, advertising in VR can often seem out of place
in the environment and destroy the immersive experi-
ence when visual or auditory advertising is forced into
their field of view or experience. However, if sensitive
and biometric information collected in VR is able to be
captured through user interactions and behaviors with
virtual ads, this data canalsobeused tocreateextremely
detailed profiles of users for profiling and targeted ad-
vertising purposes. Additionally, such novel VR ad for-
mats may be difficult for users–particularly children–to
identify as ads, which may cause users to interact more
with ads or content they believe as part of the game or
experience andprovide evenmore sensitive information
for advertising purposes.200

Some traditional video games have also come under fire
for displaying ads that confuse regular game play with
ads since theyarenot clearlymarked,201whichmayhap-
pen in VR as well and be even more confusing in VR
games that use such new and interactive ad formats.
Over time, users may become more desensitized to the
placement and interaction with advertising in VR envi-
ronments andoverall lower their expectationsof privacy
in this new virtual reality environment.

VR ads in apps and games could also exploit such rich be-
havioral user data to persuade or encourage specific ac-
tions, interactions, or in-app purchases, such as through
digital items, loot boxes, virtual avatar clothing or cus-
tomizations, and more. Indirect or inadvertent interac-
tions with VR ads or content can be used for highly de-
tailed profiling that in both virtual reality and the real
world is used to define a user’s identity; such as their
gaze, how long they look at a product, what part of the
product they look at, the objects with which they inter-
act, and how they interact with objects.

Interacting with ads and ad products in VR games could
be used to provide bonus points or extra features un-

197 McDowell, M. (2021, November 24). Virtual stores: Fashion’s
newmode of shopping. Vogue Business.
https://www.voguebusiness.com/technology/virtual-stores-
fashions-new-mode-of-shopping. See alsoMurphy, H. (2022, January
17). Facebook patents reveal how it intends to cash in onmetaverse.
Financial Times. https://www.ft.com/content/76d40aac-034e-4e0b-
95eb-c5d34146f647.

198 Alcántara, A.M. (2022, April 5). Restaurants’ virtual stores test
consumers’ appetite for metaversemarketing.Wall Street Journal.
https://www.wsj.com/articles/restaurants-virtual-stores-test-
consumers-appetite-for-metaverse-marketing-11649160001.

199 Parlock, J. (2021, June 17). Facebook is experimenting with
placing ads within VR apps. Forbes.
https://www.forbes.com/sites/joeparlock/2021/06/17/facebook-is-
experimenting-with-placing-ads-within-vr-apps/.

200See footnote 48.
201 Deighton, K. (2022, April 22). Companies try to sell videogaming

as the next big advertising channel.Wall Street Journal.
https://www.wsj.com/articles/companies-try-to-sell-videogaming-
as-the-next-big-advertising-channel-11650621600.

available to other players, thereby increasing the like-
lihood of users interacting with ads and marketing, or
providing opt-in consent to experience an ad at the very
moment when they aremost susceptible (e.g. when they
have lowbattery, or lowhealth and are about to fight the
final boss). These typesof in-app incentives coulddispro-
portionately target vulnerableuserswithmoreadvertis-
ing and marketing interactions, which could serve to in-
crease contextual harms, bothof inclusionandexclusion,
andgive rise toamplifyingpatternsofdiscriminationand
disadvantage.202

Beyond VR ads, metadata and analytics about a user’s
VR app usage, friends list, and interactions with other
users, such as which apps are opened, when, where,
and for how long messaging metadata, messaging con-
tent, or even transcribed voice communication, could be
used for advertising profiles. Additionally, VR devices
like theMetaQuest2,PlayStationVR,andHoloLenspro-
vide their own integrated web browser interface which
could enable advanced tracking that includeswhichweb
pages and content users choose to access in VR for ad-
vertising and profiling purposes. Additional third-party
apps that provide web browsing, screen sharing, or col-
laboration tools could also use the activity and content
viewed by users for advertising purposes. Moreover, a
user’s behavioral data tracked in the VR environment
could be used to exploit their decision-making ability
outside of VR, such as while browsing the web on an-
other computer or mobile device, to serve targeted ads
andmarketing for products and services, likely persuad-
ing users through gamification to savemoney on certain
apps in VR for a limited time, or to purchase new virtual
items to compete with their friends and level-up to keep
kids coming back to VR. This new type of virtual reality
biometric-derived advertisingwill redefine a newcategory
of data and behavioral monetization, andmanipulation.

The most popular VR devices we tested displayed first-
party advertising and third-party advertising in differ-
ent ways and for different purposes. For example, stan-
dalone devices, like the Meta Quest 2, displayed adver-
tising in the VR experience, but tethered VR devices dis-
played advertising in their companion software or re-
spective App Stores on the user’s personal computer.
Several VR devices did not provide any privacy con-
trols to limit a user’s data for advertising purposes ei-
ther through the device or app store. Both the HTCVive
Cosmos and Microsoft HoloLens provided opt-out pri-
vacy settings, which means a user’s sensitive data can
still be used for advertising purposes until the user re-
stricts the use of their data. Only PlayStation provided
better privacy protecting opt-in settings for their sensi-
tive data to be used for advertising purposes, which is a
privacy-by-design principle because it does not inadver-

202 SeeMilano, S., Mittelstadt, B.,Wachter, S., & Russell, C. (2021,
June 17). Epistemic fragmentation poses a threat to the governance of
online targeting.NatMach Intell 3, 466–472.
https://doi.org/10.1038/s42256-021-00358-3.
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tently use users’ data for advertising purposes prior to
receiving their explicit consent.

Meta Quest 2 The Meta Quest 2 device displays first-
party advertising to remind a user to install the social
networking app Facebook203 and should register an ac-
count before they set up and use the VR device. This is
an example of a potential “dark pattern” that by design
is not privacy-protective because it encourages users to
sign up for a separate Facebook account with different
privacy settings and Facebook is not clear about how a
user’s Facebook privacy settings will impact the Quest
2 device. However, Meta has recently added a new fea-
ture to create Meta accounts with the Quest 2 without
the need for a Facebook account.204 The Quest 2 de-
vice displays first-party advertising to persuade the user
to install another first-party app calledMessenger205 to
enable social interactions and chat features in Facebook
and in theQuest 2 VR experience andwithin third-party
VR games. Lastly, the Meta app store displays and pro-
motes sponsored third-party advertisements for VR ap-
plications to purchase. There are no privacy settings in
the VR experience to either opt in or opt out of the use
of a user’s data for advertising purposes. However, users
can change their Facebookprivacy controls for advertis-
ing andmarketing purposes which are inherited by their
Oculusaccount, but it is not clear inMeta’sprivacypolicy
howchangingFacebookrelatedadvertisingsettingsmay
ormay not impact use of theQuest 2 device. In addition,
at the time of testing it was not possible to determine if
new advertising andmarketing controls will be available
for the newMeta accounts The lack of opt-in or opt-out
advertisingsettings in theVRexperience isnotaprivacy-
by-designbest practice anddoesnot provide any control
for the user to control how their sensitive data is used by
Meta for advertising purposes.

PlayStation VR The PlayStation VR device displayed
first-party advertisements within the PlayStation Home
screen for the PlayStation Plus subscription service206

that provides access to hundreds of PlayStation games
toplay foronemonthlypricewithonlinemultiplayer fea-
tures that include social interactions provided through
the PlayStationNetwork.207 In addition, the PlayStation
storeavailableontheconsoledevicedisplays third-party
advertisements for sponsored games to purchase. The
PlayStation “Personalized Advertising” privacy setting by
default is disabled and provides notice that if enabled
PlayStationmay “showyoupersonalizedads (sometimes

203 See Facebook: https://www.facebook.com.
204See footnote 159.
205 SeeMessenger:

https://apps.apple.com/us/app/messenger/id454638411; Google
Play Store, Messenger: https:
//play.google.com/store/apps/details?id=com.facebook.orca&gl=US.

206 See PlayStation Plus:
https://www.playstation.com/en-us/ps-plus.

207 See PlayStation Network:
https://www.playstation.com/en-us/playstation-network.

assisted by data from third-party sources) in our prod-
ucts and services, and on third-party apps and sites.
When this setting is disabled, you’ll still see ads, but they
may be less relevant.” This default setting is an example
of privacy by design, but if enabled would allow PlaySta-
tion to customize advertising on other apps and services
across the internet based on tracking your behavioral
data while using the gaming console or VR device.

Valve Index The Valve Index displays first-party adver-
tisements to purchase the Valve Index VR device in the
Steam App Store and additional Steam related products
such as the Steam Deck. In addition, the SteamVR app
store displays and promotes sponsored third-party ad-
vertisements for VR applications to purchase. There are
noprivacy settings in the desktop SteamAppStore to ei-
ther opt in or opt out of the use of a user’s data for ad-
vertising purposes. This is not a privacy-by-design best
practice and does provide any control to the user over
how their sensitive data is used.

HP Reverb G2 The HP Reverb G2Mixed Reality Portal
displays third-party advertisements for games from the
SteamVR app store, but does not display any first-party
HP related advertisements to purchase additional prod-
ucts or services fromHP. The ReverbG2 also utilizes the
Microsoft Mixed Reality desktop launcher with the App
Store which displays third-party advertisements for VR
applications. There are no privacy settings in the VR ex-
perience to either opt in or opt out of the use of a user’s
data for advertising purposes. This is not a privacy-by-
design best practice and does provide any control to the
user over how their sensitive data is used.

HTC Vive Cosmos Elite The HTC Vive Cosmos Elite dis-
plays first-party advertising during the setup process to
subscribe to its HTC Infinity subscription service. In ad-
dition, third-party advertisements are displayed in the
HTC Viveport store to purchase additional VR apps and
content from various third-party developers. The HTC
Vive Cosmos has privacy controls in the companion Vive-
port software, which has a “Personalized Experience”
setting in the “My Profile” section. The “Personalized
Customer Experience” is pre-checked, meaning the de-
fault setting is opt-out, which is not a privacy-by-design
best practice. The personalization setting says “utilize
and apply information related to my use of HTC de-
vices and services to improve my personalized experi-
enceacross allHTCservices suchas sending information
and offers that are relevant tome.”

MicrosoftHoloLens 2 TheMicrosoft HoloLens 2did not
display any firsty-party advertising during the HoloLens
setup process. However, the device requires the use of a
Microsoft account which inherits all the default adver-
tising privacy settings from a user’s Microsoft account
Privacy Dashboard. A user can change those settings
by logging into their privacy dashboard under privacy,
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Table 23: First- and third-party advertising displayed

Device First-Party Ads Third-Party Ads Ad Settings

Microsoft HoloLens 2 No Yes Opt-out

HPReverb G2 No Yes None

HTCVive Cosmos Yes Yes Opt-out

PlayStation VR Yes Yes Opt-in

MetaQuest 2 Yes Yes None

Valve Index Yes Yes None

Pimax Vision 5K No Yes None

then ad settings. Microsoft provides users with the opt-
out choice to “see ads that interest you.” Microsoft says
they can use your searches, past purchases ofMicrosoft
products, and other online activity associated with both
your Microsoft account and this browser to show you
ads that are more personalized. If you’ve allowed Mi-
crosoft Edge to use your browsing activity for person-
alized web experiences, Microsoft can also use yourMi-
crosoft Edge browsing activity to personalize ads. Even
if you turn off this setting, youmay still see personal ads
from other companies based on information they have
collected from you.208

TheMicrosoftHoloLens2device usesMicrosoft Edge as
its primary web browser and therefore would allowMi-
crosoft to use all web browsing activity performedwhile
using a HoloLens to be used for targeted advertising. In
addition, theHoloLenshasa “Settings” applicationwhich
provides more advertising related settings. Under Pri-
vacy, then change privacy options, Microsoft provides
users with an opt-out choice to “let apps use the adver-
tising ID of theHoloLens device tomake adsmore inter-
esting to you based on your app activity.” In addition,Mi-
crosoft provides a secondopt-out choice to letWindows
track app launches to improve Start and Search results.
During the HoloLens setup-process Microsoft provides
an opt-in choice to letMicrosoft and apps use your loca-
tion information to receive location-based experiences
or use other services that require your location to work.

Lastly, during the setup process Microsoft provides an
opt-out choice to collect “Optional diagnostic data” (de-
fault selection) which sends all “required diagnostic
data,” along with additional information about websites
you browse and how you use apps and features on the
device, plus additional information about device health,
device activity and enhanced error reporting. The al-
ternative choice is to only select “required diagnostic
data” that sends only information about your device,
its settings and capabilities, and whether it is perform-
ing poorly. In addition, there is a separate diagnostic re-
lated privacy setting under the Settings application un-
der the Diagnostic & Feedback section. Microsoft pro-
vides users with the opt-out choice to receive “tailored
experiences that let Microsoft use your diagnostic data,

208See footnote 146.

excluding information aboutwebsites you browse, to of-
fer you personalized ads and recommendations to en-
hance yourMicrosoft experience.”

PimaxVision5K ThePimaxVision5Kdevice setuppro-
cess using Pitool did not display any first-party or third-
party advertisements and thedevice is primarily a value-
addedretailerdesignedtoworkwithSteamVRorOculus
desktop app to access a user’s content library. There are
no privacy settings in the desktop SteamVR App Store
or Oculus desktop app to either opt in or opt out of the
use of a user’s data for advertising purposes. This is not
a privacy-by-design best practice and does not provide
any control to the user over how their sensitive data is
used.

Tracking and profiling

The practice of tracking is when the VR device or appli-
cation allows companies to use cookies or other track-
ing technologies on its product, which enables those
companies to collect and use a user’s personal informa-
tion for their own commercial purposes. Data collected
from tracking can be used to influence a user’s decision-
making processes without their knowledge, which may
causeunintendedrisks, andmaybeparticularly concern-
ing when this happens via third parties.209,210 Profiling
users is when a VR device or application allows third-
party companies to create a behavioral or sensitive bio-
metric profile about a user based on the user’s personal
informationoractivity inVRforadvertisingormarketing
purposes over time across the internet.

Our observational analysis and classification of adver-
tising and tracking domains that were communiticated
with by each virtual reality device and application is dis-
played in Table 24. We indicate whether any primary
domains are classified as trackers, based on the open
sourceTrackerRadarproject fromDuckDuckGo.211 The
Tracker Radar tool is not a block list, but a data set of the

209See footnote 88.
210See footnote 89.
211 SeeDuckDuckGo Tracker Radar:

https://github.com/duckduckgo/tracker-radar.
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Table 24: Tracking on VR devices. Tracking behavior based on domain or primary domain contacted Abbreviated
columns are as follows: (AP) Action Pixels, (AF) Ad Fraud, (AMT) AdMotivated Tracking, (AD) Advertising, (AM)
AudienceManagement, (SN) Social Network, (TPAM) Third-Party AnalyticsMarketing. For further explanation, see
appendix Tracking Categories.

Device AP AF AMT AD AM SN TPAM

Microsoft HoloLens Yes Yes Yes Yes No No No

HPReverb G2 Yes Yes Yes Yes No No No

HTCVive Cosmos Elite Yes Yes Yes Yes Yes Yes Yes

PlayStation VR No No Yes Yes Yes No Yes

MetaQuest 2 Yes Yes Yes Yes Yes Yes No

Valve Index Yes Yes Yes Yes Yes Yes Yes

Pimax Vision 5K No No Yes Yes Yes No No

tracker and tracker-like behavior that is continually up-
dated and analyzed to reflect new tracking behavior.212

Each observed domain in our security testing is clas-
sified by Tracker Radar into the following advertising
and tracking categories that are relevant to virtual re-
ality devices: AP: Action Pixels; AF: Ad Fraud; AMT:
AdMotivated Tracking;AD: Advertising;AM: Audience;
Measurement;SN: SocialNetworking; andTPAM: Third-
Party Analytics Marketing.213 Additional information
about the classification of each domain for each virtual
reality companion application or virtual reality device is
available in the Appendix.

Observing first- or third-party trackers is an
important step in validating a product's
privacy practices, but it is also an ephemeral
process that is constantly changing. Tracking
the trackers is a narrow snapshot of behavior
in time analyzed relative to themost
up-to-date knowledgewe have of each
particular domain's past behavior.

It is also important to understand that the presence of
trackers in each classification only looks at unique pri-
mary domains and not their subdomains, which could
have multiple requests and be used for a potentially
nontracking purpose. In addition, a domain may not be
counted as a tracker in our analysis because Tracker
Radar has not yet collected information about that
particular domain or subdomain with DuckDuckGo’s
Tracker Radar Collector.214 Moreover, Tracker Radar is
a data set of the most common third-party domains on

212SeeDuckDuckGo. (2022, August 5). More privacy and
transparency for DuckDuckGoweb tracking protections.
https://spreadprivacy.com/more-privacy-and-transparency/.

213 SeeDuckDuckGo Tracker Radar, Categories:
https://github.com/duckduckgo/tracker-
radar/blob/main/docs/CATEGORIES.md.

214 SeeDuckDuckGo Tracker Radar Collector:
https://github.com/duckduckgo/tracker-radar-collector.

the web, which was not necessarily designed to apply
to known tracking domains from virtual reality applica-
tions and devices. However, our analysis still indicates
that virtual reality apps and devices that use trackers
should be more carefully scrutinized by parents and ed-
ucators before use, and their privacy policies carefully
read to better understand their privacy practices. Lastly,
our observational results of trackers are simply a snap-
shot of behavior we observed from a virtual reality app
or device on a specific date and time in our particular
network environment; the traffic observed would likely
change based on different testing configurations or real
world use.

This observational data, as summarized in Table 24 can
be used to roughly validate whether each VR device’s
third-party tracking practices are consistent with their
privacy policy and whether they disclose that they en-
gage in third-party tracking for advertising purposes.
All of the VR devices we tested were observed trans-
mitting requests to known tracking-related domains. In
some cases as few as three tracking domain categories
were observed, and in other cases all seven tracking cat-
egories were observed.

All VR devices we testedwere observed
sending requests to domains classified as
tracking domains for commercial purposes.

Most of the VR device’s respective privacy policy also
disclosed that they can use data from a user’s VR ex-
periences for third-party tracking purposeswhich aligns
with our observations. It should be noted that the Pi-
max includes tracking-related requests from its Pitool
companion software used to integrate with SteamVR.
In addition, only the Valve and Pimax devices were non-
transparent in their privacy policies on the issueof third-
party tracking, butourobservational analysis shows that
both these devices’ use of SteamVR resulted in commu-
nication with third-party domains known to engage in
tracking for commercial purposes. This provides further
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Table 25: Tracking on VR companion apps. Tracking behavior based on domain or primary domain contacted
Abbreviated columns are as follows: (AP) Action Pixels, (AF) Ad Fraud, (AMT) AdMotivated Tracking, (AD)
Advertising, (AM) AudienceManagement, (SN) Social Network, (TPAM) Third-Party AnalyticsMarketing. For further
explanation, see appendix Tracking Categories.

Product AP AF AMT AD AM SN TPAM

Oculus desktop app Yes Yes Yes Yes Yes Yes No

Oculus app Yes Yes Yes Yes Yes Yes Yes

Facebook app Yes Yes Yes Yes Yes Yes No

Messenger app Yes Yes Yes Yes Yes Yes No

PlayStation app Yes No Yes Yes Yes No Yes

SteamVR desktop app No No Yes Yes No No No

WindowsMixed Reality desktop app Yes Yes Yes Yes No No No

HTCViveport desktop app Yes Yes Yes Yes Yes Yes Yes

Microsoft App Store Yes Yes Yes Yes Yes No No

Pimax Pitool desktop app No No Yes Yes Yes No No

evidence for the conclusion that when a company’s pri-
vacy policy does not disclose an important issue such as
third-party tracking, theystill reserve theright toengage
in the practicewhich can sometimes be verifiedwith ob-
servational analysis.215

The observational data summarized in Table 25 can be
used to validate, in some cases, that each VR compan-
ion app’s third-party tracking practices are consistent
with their privacy policy and whether they disclose that
they engage in third-party tracking for advertising pur-
poses. Similarly, to the VR devices, all of the VR compan-
ion appswe testedwere observed transmitting requests
to known tracking domains. In some cases as few as two
tracking domain categories were observed and in other
cases all seven tracking categorieswere observed. In ad-
dition, most of the VR companion apps’ privacy policy
also disclosed that they canuse data fromauser’s VRex-
periences for third-party tracking purposes.

Users are tracked from themoment they put
on their VR devices andwhen they use VR
companion software to support their devices
and access content.

In addition, in order to download and install many of
these VR companion desktop and mobile applications a
user is required to navigate to the VR device manufac-
turer’s online website or App Store in order to down-
load and use with their VR device. This action can inde-
pendently expose users to additional third-party track-
ing domains on the respective websites or app stores;
this additional tracking is outside the scopeof this obser-
vational analysis.

215See footnote 103.

Software updates

Evaluating software updates takes into consideration
best practices of keeping a virtual reality device secure
with encrypted up-to-date software patches and set-
tings.Whenacompany improves its appordevice, better
privacy and security should be part of the improvements
and updates should be automatically applied or easy to
apply manually.

Table 26: Software or Firmware Updates for VR device
are secure. ’No’ indicates that none of the observed
updates were served over secure connections. ’Yes’
indicates that all of the observed updates were served
over secure connections. ’Mixed’ indicates that both
secure and insecure updates were observed.

Device
Encrypted

Updates

Microsoft HoloLens 2 No

HPReverb G2 Yes

HTCVive Cosmos Elite Mixed

PlayStation VR No

MetaQuest 2 Yes

Valve Index Yes

Pimax Vision 5K Yes

The data flows of each VR device were monitored be-
fore, during, and after each firmware or software update
to determine whether the update was transmitted over
encrypted connections. We observed that the PlaySta-
tionVR,HTCViveCosmos, andMicrosoftHoloLens2didnot
properly encrypt some or all software or firmware up-
dates incoming to the VR devices. It is possible that VR
device manufacturers use alternative security practices
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such as software or firmware file signatures, or check-
sums to verify the integrity of the content of updates.
However, this is not considered a security best practice
because firmware updates to the VR devices or wireless
controllers couldbe interceptedandcompromisedwhile
in transit.

The PlayStation VR firmware updates and wireless con-
troller software updates were observed transmitted
over the internet without encryption. The HTC Vive Cos-
mos was observed downloading base station firmware
updates and controller firmware updates with encryp-
tion. However, the optional HTC Vive wireless adapter
softwarewas downloaded over an unencrypted connec-
tion. TheMicrosoft HoloLens 2 software updates through
Windows Update were observed transmitted over the
internet without encryption.

The following companion mobile and desktop applica-
tions support all the VR devices and allow access to var-
ious App Stores and content libraries:

Table 27: Software and Updates for Apps are secure.
’No’ indicates that none of the observed updates were
served over secure connections. ’Yes’ indicates that all
of the observed updates were served over secure
connections. ’Mixed” indicates that both secure and
insecure updates were observed.

Product
Encrypted

Updates

Microsoft App Store No

MicrosoftMixed Reality Yes

HTCViveport Mixed

PlayStation App Yes

Facebook Yes

Messenger Yes

Oculus Home Yes

SteamVRDesktop Yes

Pitool Yes

Third-party applications

The privacy and security practices of the virtual real-
ity devices we tested only apply to the devices them-
selves and not to any additional third-party applications
or content thatmaybe installedor accessedby thehead-
set from an App Store. Use of any additional third-party
VR applications from theMeta, Steam, orMicrosoft App
Stores include the respective application’s own privacy
policies and different data collection and use practices.
New third-party apps may also have their own privacy
settings that need to be configured tominimize data col-
lection and use of a user’s data in VR for various con-
cerns including targeted advertising. In addition, some
VR devices have first-party social collaborative apps

such as Meta’s Horizon Worlds216,217 and Microsoft’s
AltspaceVR218 which have the same privacy practices
as their parent company. The following basic privacy
evaluations219 of a sample of five of the most popu-
lar third-party VR applications220 with children and stu-
dents helps illustrate the additional privacy challenges
and risks that parents and educators face as they decide
which additional apps to install or access in various App
Store categories.We evaluated YouTubeVR221 that dis-
plays 3D videos in VR, Tilt Brush222 that allows users to
create interactive content in VR, Beat Saber223 which is
a VR rhythm game where users slash the beats of music
as they fly toward you, Engage224 which is a real-time
virtual communication platform for business meetings
and educational training, and finally VRChat225which is
used for social interactions with avatars in VR.

With any third-party VR application a user purchases or
downloads they must first provide consent to the addi-
tional policies which may have different privacy collec-
tion anddata use practices then theVRdevice.Users are
therefore expected to read and understand all the poli-
cies that apply to their VR device before use, and read
the additional policies that apply to each third-party VR
application they use. Prior research indicates that the
majority of products have a privacy policy reading time
of at least 30minutes.226

YouTube VR requires users to provide consent to
Google’s Privacy Policy,227 YouTube’s Terms of Ser-
vice,228 and Community Guidelines.229 Tilt Brush by
Google requires users to provide consent to Google’s
Privacy Policy230 and Terms of Use.231 Beat Saber

216See footnote 159.
217 SeeHill, Kashmir. (2022, October 7). This Is Life in the

Metaverse.New York Times.
https://www.nytimes.com/2022/10/07/technology/metaverse-
facebook-horizon-worlds.html

218 SeeAltspaceVR: https://altvr.com.
219 SeeCommon Sense Privacy Program, Basic and Full Evaluations:

https://privacy.commonsense.org/resource/evaluation-framework.
220 This sample of popular third-party VR applications with children

and students was taken from surveys from Educators on VR use in the
classroom and theOculus App Store, PlayStation VR Store, and
SteamVR store as of Q2 2022.

221 YouTubeVR byGoogle: https://vr.youtube.com.
222 See Tiltbrush by Google: https://www.tiltbrush.com.
223 SeeBeat Saber: https://www.beatsaber.com.
224 Engage, https://engagevr.io; See Engage,

https://www.viveport.com/apps/7c4bdeb9-5f62-470d-a763-
34e2b2a170cf.

225 SeeVRChat: https://hello.vrchat.com.
226 See the “Reading Statistics” section of the 2021 State of Kids’

Privacy report:
https://www.commonsensemedia.org/research/state-of-kids-
privacy-report-2021.

227 SeeGoogle Privacy Policy:
https://policies.google.com/privacy?hl=en.

228 See YouTube, Terms of Service:
https://www.youtube.com/t/terms.

229 See YouTube, Community Guidelines:
https://www.youtube.com/howyoutubeworks/policies/community-
guidelines.

230See footnote 227.
231 SeeGoogle Terms of Use:

https://policies.google.com/terms?hl=en.
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Table 28: Privacy rating criteria of virtual reality third-party apps

Product
Privacy

Rating

Sell

Data

Third-Party

Marketing

Targeted

Ads

Third-Party

Tracking

Track

Users

Ad

Profile

YouTube Vr
a

71%Warning No Yes Yes Yes Yes Yes

Tilt Brush
b

71%Warning No Yes Yes Yes Yes Yes

Beat Saber
c

30%Warning Unclear Unclear Unclear Unclear Unclear Unclear

Engage
d

43%Warning Unclear Yes Yes Yes Yes Unclear

VRChat
e

46%Warning No Yes Yes Yes Unclear Unclear

aSeeCommon Sense Privacy Evaluation for YouTube VR https://privacy.commonsense.org/evaluation/YouTube-VR.
bSeeCommon Sense Privacy Evaluation for Tilt Brush https://privacy.commonsense.org/evaluation/Tilt-Brush.
cSeeCommon Sense Privacy Evaluation for Beat Saber, https://privacy.commonsense.org/evaluation/Beat-Saber.
dSeeCommon Sense Privacy Evaluation for Engage, https://privacy.commonsense.org/evaluation/Engage.
eSeeCommon Sense Privacy Evaluation for VRChat, https://privacy.commonsense.org/evaluation/VR-Chat.

requires users to provide consent to its Privacy
Policy,232 EULA,233 and Supplemental Beat Saber
California Privacy Notice.234 Engage requires users
to provide consent to its Privacy Policy235 and Terms
and Conditions.236 VR Chat requires users to provide
consent to its Privacy Policy,237 Terms of Service,238

and Video Content Guidelines.239

Youtube VR, Tilt Brush by Google, and VR chat are pop-
ular third-party VR applications intended for kids and
teens that disclose they do not sell users’ data, which
is promising. However, both YouTubeVR and Tilt Brush
disclose that all data collected by their applications can
be used for third-party marketing, targeted advertising,
tracking, andprofiling for commercial purposes.VRChat
has similarworseprivacyprotectingdisclosures that col-
lected data can be used for third-party marketing and
targeted ads but is unclear on the issues of tracking and
profiling. Engage is another popular third-party VR ap-
plicationwith students foreducational training, but their
policy is unclear whether student data can be sold to
third parties. However, Engage does disclose that users’
data can be monetized for third-party marketing, tar-
geted advertising, and tracking purposes. Lastly, Beat
Saber is a popular VR game intended for kids and teens
and available across multiple VR devices and VR App
Store platforms. Beat Saber received the lowest over-
all score in this comparison of popular VR applications
because they were unclear on all of our rating criteria

232 SeeBeat Saber Privacy Policy:
https://store.facebook.com/legal/quest/beat-saber-privacy-policy.

233 SeeBeat Saber End User License Agreement:
https://store.facebook.com/legal/quest/beat-saber-end-user-
license-agreement.

234 See Supplemental Beat Saber California Privacy Notice:
https://store.facebook.com/legal/quest/beat-saber-ccpa.

235 See Engage Privacy Policy: https://engagevr.io/privacy-policy.
236 See Engage Terms and Conditions:

https://engagevr.io/terms-conditions.
237 SeeVRChat, Privacy Policy: https://hello.vrchat.com/privacy.
238 SeeVRChat, Terms of Service: https://hello.vrchat.com/legal.
239 SeeVRChat, Video Content Guidelines:

https://hello.vrchat.com/video-content-guidelines.

meaning therecanbenoexpectationoraccountabilityof
how a user’s data will be used by the app for commercial
purposes.

Popular third-party VR applications may send and re-
ceive their own requests to arbitrary third-party do-
mains which may include known tracking domains with
Tracker Radar. Even if a virtual reality device and com-
panion software have better privacy protecting prac-
tices for kids and families, the App Store that the virtual
reality device connects to for applications and content
can still allow third-party applications to be installed or
accessed by the device with potentially worse privacy
practices than the VR device. Manufacturers of VR de-
vices need to provide clear information about the pri-
vacy practices of third-party VR applications in their re-
spective App Stores with easy to read privacy labels and
summaries so users canmake informed decisions.

The Apple Mac and iOS App Store recently launched its
own App Privacy section or “privacy nutrition label” to
help consumers understand each app’s data collection
practices.240 Google also launched its own Data Safety
section in the Google Play Store to help consumers un-
derstand each app’s privacy and data collection prac-
tices.241 Manufacturers of VR devices could adopt simi-
lar App Store privacy nutrition labels or data safety sec-
tions for all VR applications to help build consumers’
trust and confidence with VR and also support devel-
oper’s compliance obligations by validating that the VR
app’s privacy practices are consistent with the their
privacy label.242 Without improvements to the current

240 Apple. (2022, February 9). About privacy information on the App
Store and the choices you have to control your data.
https://support.apple.com/en-us/HT211970.

241 SeeGoogle Play Help, “Understand App Privacy & Security
Practices with Google Play’s Data Safety” section:
https://support.google.com/googleplay/answer/11416267. See also
Google Play Console Help, “Provide Information for Google Play’s
Data Safety” section:
https://support.google.com/googleplay/android-
developer/answer/10787469.

242 See Li, Y., Chen, D., Li, Tianshi, Agarwal, Y., Cranor, L., & Hong, J.I.
(2022, April 28). Understanding iOS privacy nutrition labels: An
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Table 29: Tracking on VR third-party apps. Tracking behavior based on domain or primary domain contacted
Abbreviated columns are as follows: (AP) Action Pixels, (AF) Ad Fraud, (AMT) AdMotivated Tracking, (AD)
Advertising, (AM) AudienceManagement, (SN) Social Network, (TPAM) Third-Party AnalyticsMarketing. For further
explanation, see appendix Tracking Categories.

Third-Party App VRDevice AP AF AMT AD AM SN TPAM

YouTube VR Valve Index No No Yes Yes No No No

Tilt Brush MetaQuest 2 Yes Yes Yes Yes Yes Yes Yes

Beat Saber PlayStation VR No No No No No No No

Engage HTCVive Cosmos Yes Yes Yes Yes No No No

VRChat Pimax Vision 5K Yes Yes Yes Yes Yes No Yes

status quo; the amount of time required to read third-
party VR app privacy policies and the lack of accessible
information about privacy will continue to be a barrier
for consumers to understand VR device and app privacy
practices. Ultimately, this could lead to the widespread
adoption of VR devices and applications with worse pri-
vacy protections that are inconsistent with consumers
expectations and preferences.

In addition, theMeta Quest 2App Store provides a third-
party “App Lab” section which is a different way for app
developers to distribute their beta or demo VR apps
directly to consumers for feedback with direct links
or platforms like SideQuest,243 without requiring Meta
App Store approval and without sideloading.244 These
third-party apps are available to any user who accepts
the risk of installing an app from an unknown developer,
but requires caution because these apps present addi-
tional security and privacy risks. Any future VR app pri-
vacy label requirements that apply to approved apps in
theMeta App Store should also apply to any third-party
beta or demo apps in the “App Lab” section so users
can make a better informed decision to use a product
and apps can be removed from the App Lab by Meta
for false or misleading privacy practices. Otherwise the
third-party App Lab section could quickly turn into the
“Malware App Lab” section.

However, some companies are empowering users to
push back on theirmobile devices. Apple’s recent launch
of its App Tracking Transparency (ATT)245 feature re-
quires third-party applications to request that iOS users
opt-in to allow a product to track them for advertis-
ing purposes using the Identifier for Advertisers (IDFA),
which is a unique device identifier Apple generates and
assigns to every device. However, there are still other
forms of third-party tracking technologies available to

exploratory large-scale analysis of app store data. CHI Conference on
Human Factors in Computing Systems Extended Abstracts (CHI ’22
Extended Abstracts). https://doi.org/10.1145/3491101.3519739.

243 See SideQuest: https://sidequestvr.com.
244 Sideloading typically refers to amedia file transfer of an app or

other content to amobile or VR device via USB, Bluetooth, orWi-Fi
that is not vendor-approved.

245 Apple. (April 2021). A day in the life of your data – A
father-daughter day at the playground. https:
//www.apple.com/privacy/docs/A_Day_in_the_Life_of_Your_Data.pdf.

companiesbeyondthe IDFA,andmanyare inuse inprod-
ucts that are intended for children and students. Man-
ufacturers of VR devices could adopt similar operating
system level privacy-protecting “no tracking” options to
prevent third-parties applications fromusing auser’sVR
data for any advertising or marketing purposes. This is
a continually evolving problem space with new VR de-
vices, new types of identifiers, and new technologies like
fingerprinting that will continue to change and need to
be considered in future privacy-preserving features.

Third-party applications can include their own requests
to third-party tracking domains or include third-party
SDKs in their codethatmaketheirowntrackingrequests
for advertising or marketing purposes. Popular third-
party VR applications were observed during testing us-
ing different VR devices to determine whether each ap-
plication sent tracking-related requests to known cate-
gories of third-party domains with Tracker Radar. This
type of observational testing requires additional seg-
mentation and analysis because it combines both the
requests from the VR device headset, companion VR
software, and third-party application into a single black
box246 data flow to determine whether any tracking re-
lated requests were detected. This method could inad-
vertently indicate tracking-related requests are present
although they originated only from the VR headset, only
from the third-party app, or for both. For more informa-
tion, please see the Appendix for each third-party appli-
cation to examine which specific domain was associated
with tracking-related categories of known tracking do-
mains.

Users should be aware that the VR device,
companion VR software, and third-party
applications they use all track their activity
for commercial purposes.

Similarly to our tracking-related findings for VR de-
vices, all of the third-party applications we tested were

246 See Poston, H. (2020, August 11).What are black box, grey box,
andwhite box penetration testing? Infosec.
https://resources.infosecinstitute.com/topic/what-are-black-box-
grey-box-and-white-box-penetration-testing.
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observed transmitting requests to known tracking do-
mains. In addition, all of the third-party VR apps’ pri-
vacy policies–except for Beat Saber, whichwas unclear–
disclosed worse practices that they use data from a
user’s VR experiences for third-party tracking purposes
which aligns with our observations. It is important to
note that each of the third-party VR app’s domain re-
quests were specific to the VR device used and could
change if used with a different device. For example,
YouTubeVR includedSteamVR-relateddomainrequests
but would likely have included Meta related domain re-
quests if downloaded and used on the Meta Quest 2 in-
stead of from the SteamVR app store.

However, third-party VR apps like Beat Saber used with
PlayStation VR were observed sending the majority of
their traffic requests to PlayStation-related domains or
subdomains,which likely indicatesPlayStationwashost-
ing the third-party app through their Content Delivery
Network (CDN). Please see the Appendix for more de-
tails.Therefore,TrackerRadarwasnotable tocategorize
PlayStation’s primary CDN domains as tracking-related,
which is a limitation of this type of observational test-
ing if the third-party VR app’s domains are obscured
through a hosting provider, or rotate so frequently as
to avoid discovery and cataloging by observability tools
such as Tracker Radar.

Similarly with other large platforms, such as those
hosted by Meta, Google, Amazon, Microsoft, or Apple,
most, if not all, traffic goes to the same domains, mean-
ingwemay not have enough insight intowhat data is go-
ing where, or how it is being used once it leaves our de-
vice or network. Because of the potential lack of direct
observability, wemust rely on the promises deviceman-
ufacturers and applications developers state in their pri-
vacy policies.
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VR Risks and Harms

Parents and caregivers of children, as well as society at
large, havea responsibility to lookout for children’swell-
being. Children’s brains and emotional understanding of
theworld around themare constantly evolving.Depend-
ing on their developmental maturity, children have vul-
nerabilities that change over time as they develop and
mature into adults. Researchers are constantly learn-
ingnewinformationaboutcriticaldevelopmental stages,
challenges posed, growth during specific age ranges as
well as psychological, cognitive, and emotional advance-
ments and vulnerabilities children may be particularly
susceptible to within specific developmental stages.

As part of ensuring thewell-being of our children, it’s im-
portant tomakesurechildrenhavesafespacesfilledwith
trustworthy people and interactions that are constantly
and actively considering their unique needs, health, and
safety. For example, in physical spaces, such as play-
grounds, adults regularly monitor who is in that physi-
cal space. At the playground, regardless of whether the
adults present are also a parent, they monitor how oth-
ers may be interacting or potentially interacting with
kids while they are at play. Supervising kids in virtual en-
vironments is equally important. An appropriate level of
understanding, care, and awareness needs to be applied
to ensure healthy child development.247 Particularly, we
needtoexpandour tools andawarenessofmedia richVR
experiencesandenvironments tobetterprotect ourkids
from potential risks and harms.248

Virtual environments create unique challenges to en-
suring safe play spaces for children, and in their cur-
rent form many users experience sexism, racism, homo-
phobia, and other forms of harassment, stalking, and

247 SeeAubrey, J.S., Robb,M.B., Bailey, J., & Bailenson, J. (2018).
Virtual reality 101:What you need to know about kids and VR.
Common SenseMedia. https://www.commonsensemedia.org/sites/
default/files/research/report/csm_vr101_final_under5mb.pdf.

248 SeeReed, N., & Joseff, K. (2022). Kids and themetaverse:What
parents, policymakers, and companies need to know. Common Sense
Media.
https://www.commonsensemedia.org/sites/default/files/featured-
content/files/metaverse-white-paper-1.pdf.

abuse.249,250,251 Many of these issues require a more in
depth discussion and while certainly intersectional with
many aspects of privacy, they require a more in-depth
analysis inclusive of users who experience these issues
firsthand. As such, it is critical to ensure the platforms
and content that kids engage with, and the respective
communities, are age appropriate and have appropri-
ately considered healthy child development as part of
their development and continued support.

To this point in time VR, as a consumer technology, has
largely been shaped and designed with gaming in mind,
including their respective communities where interac-
tions are largely unmonitored, unregulated, and codes
of conduct are typically nonexistent or rarely enforced.
Companies in theVR space can and should do better, hu-
man rights and dignity should not be an afterthought in
product design.252 As most of the VR devices and third-
party VR apps currently on the market indicate they are
not developed or intended for kids under certain ages, and
given the little research we do have regarding children
of various ages engaging with VR platforms and VR con-
tent, an additional level of caution, supervision, and re-
flection is a critical element of healthy engagement with
VR. Just like with other media, and even more impor-
tantly with VR, it is essential to consider individual chil-
dren’s understanding of their experiences to determine
what is appropriate for them individually and adjustme-
dia habits accordingly. However, given the additional po-
tential risks and the subtle ways behavior can bemanip-
ulated using sensitive and real time information, addi-
tional caution in VR is warranted

Below we briefly review existing research into these
issues that can help illustrate some of the privacy
challenges that may require additional safeguards and
precautions given that VR enables the ability “to connect

249 Oremus,W. (2022, February 7). Kids are flocking to Facebook’s
’metaverse.’ Experts worry predators will follow.Washington Post.
https://www.washingtonpost.com/technology/2022/02/07/
facebook-metaverse-horizon-worlds-kids-safety/.

250 SeeBokinni, Y. (2022, April 25). A barrage of assault, racism, and
rape jokes:My nightmare trip into themetaverse. The Guardian. https:
//www.theguardian.com/tv-and-radio/2022/apr/25/a-barrage-of-
assault-racism-and-jokes-my-nightmare-trip-into-the-metaverse.

251 See SumOfUs. (n.d.).Metaverse: Another cesspool of toxic content.
https://www.sumofus.org/images/Metaverse_report_May_2022.pdf.

252 Heller, B. (2020, June 12). Reimagining reality: Human rights
and immersive technology. Carr Center Discussion Paper Series.
https://carrcenter.hks.harvard.edu/publications/reimagining-reality-
human-rights-and-immersive-technology.
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your identity to your innermost thoughts, wants, and de-
sires.”.253

Humans are constantly and unconsciously broadcasting
information.VRtechnologyenables this constantbroad-
cast and incredibly sensitive information to be captured
such as: where we look, how long we look, what our
pupils are doing, whether our skin is perspiring or not,
as well as minute fluctuations in skin color.254 In many
cases, these automatic body responses and functions
can betray our innermost thoughts and feelings that we
may feel are private and are not for sharing with others
without our consent. For example, researchers have also
been able to use pupil dilation and eye tracking infor-
mation to determine or detect a myriad of sensitive in-
formation about people including who they are sexually
attracted to, whether they are likely to develop demen-
tia, andseriousailments including schizophrenia, Parkin-
son’s disease, ADHD, as well as concussions.255 Our un-
derstanding of the sheer amount of insight into our cog-
nitive and emotional state these behaviors and bioinfor-
matics broadcast is constantly expanding.

In a landscape where misinformation and disinforma-
tion are a hugely troubling aspect of modern society,
the possibility of creating false memories in VR should
be treated with serious concern.256 Researchers have
explored what happens when rich forms of media sim-
ilar to modern VR are used to elicit false memories.257

They were able to elicit false memories in preschool
and elementary age children that were more effective
with immersive media rich environments (VR) as op-
posed to strictly verbal suggestions. The researchers de-
picted scenarios where the child either swamwith orcas
or shrunk to the size of a stuffedmouse and dancedwith
themouse. As the researchers indicate, their study “pro-
vides another interesting, innovative way to elicit false
memories in children.”

Researchers have also shown that media-rich VR envi-
ronments create unique opportunities to influence peo-
ple’s behavior, including creating more favorable brand
attitudesand influencingpurchasingdecisions.258Other

253See footnote 252.
254 Kröger, J.L., Lutz, O.H., &Müller, F. (2020).What does your gaze

reveal about you? On the privacy implications of eye tracking. Privacy
and Identity Management. Data for Better Living: AI and Privacy. Privacy
and Identity 2019. IFIP Advances in Information and Communication
Technology, 576. https://doi.org/10.1007/978-3-030-42504-3_15,
228.

255See footnote 252.
256 Bailey, J. O., Bailenson, J., Obradovic, J., & Aguiar, N. R. (2017,

May). Immersive virtual reality influences children’s inhibitory control
and social behavior. Paper presented at the International
Communication 67th Annual Conference, San Diego, CA; See
Lombard,M., & Ditton, T. (1997). At the heart of it all: The concept of
presence. Journal of Computer-Mediated Communication, 3(2).
http://dx.doi.org/10.1111/j.1083-6101.1997.tb00072.x.

257 Segovia, K.Y., & Bailenson, J. (2009). Virtually true: Children’s
acquisition of false memories in virtual reality.Media Psychology, 12,
371–393.
https://stanfordvr.com/mm/2009/segovia-virtually-true.pdf.

258 “By seeing the self avatar use a product and its brand, users are
likely to cultivatemore favorable brand attitude and purchase

research indicates that modern rich immersive VR en-
vironments have tremendous potential to affect human
experiences and shape how we think about ourselves
and our experiences in our daily lives, evenwhen not us-
ingmedia in the real world.259

To illustrate a comparison: If the VR company or app
was fully personified in the real world, would you let
your kid play with that person unsupervised? The same
level of consideration is certainly warranted with dy-
namic and interactive content that can read, respond
to, and mimic260 visual and biometric information such
as pupil dilation, eyeblinks, and blushing that our kids
may unconsciously be broadcasting into the world.261

Modern advancements in AI are constantly pushing our
boundaries of understanding what information may be
present that we previously thought not present in an
image, picture or other source of information. For in-
stance, recent research has indicated that an algorithm
can accurately predict a person’s race from a particular
X-ray.262 Given the increasing level of automation and
AI-driven decision-making, where models are rewarded
and trained263 to incentivize the amount of time users
spend on a platform so that they spendmoremoney, it is
particularly important to reflect onmonetization strate-
gies and whether interactive media or its content cre-
ator, the platform, and/or the community that surrounds
that experience is worthy of our trust.264

intention via self-endorsing than by seeing other avatars use other
products and brands.” Ahn, S.J.G., & Bailenson, J. (April 2014).
Self-endorsed advertisements:When the self persuades the self. The
Journal of Marketing Theory and Practice.
https://doi.org/10.2753/MTP1069-6679220203.

259 Lavoie, R., Main, K., King, C., & King, D. (2021). Virtual
experience, real consequences: The potential negative emotional
consequences of virtual reality gameplay. Virtual Reality, 25(1),
69–81.
https://link.springer.com/article/10.1007/s10055-020-00440-y.

260 “When the pupils of interacting partners synchronously dilate,
trust is promoted, which suggests that pupil mimicry affiliates people.”
Prochazkova, E., Prochazkova, L., Giffin, M.R., Scholte, H.S., De Dreu,
C.K.W., & Kret, M.E. (2018, July 31). Pupil mimicry promotes trust
through the theory-of-mind network. Proc Natl Acad Sci USA 115(31).
https://psycnet.apa.org/doi/10.1073/pnas.1803916115.

261 Kret, M.E. (2015,May 27). Emotional expressions beyond facial
muscle actions. A call for studying autonomic signals and their impact
on social perception. Front Psychol. 6:711.
https://doi.org/10.3389/fpsyg.2015.00711.

262 Gordon, R. (2022,May 20). Artificial intelligence predicts
patients’ race from their medical images.MIT News.
https://news.mit.edu/2022/artificial-intelligence-predicts-patients-
race-from-medical-images-0520.

263 See reinforcement learning, a branch of machine learning in
whichmodels are trained to encounter new or novel experiences and
then exploit current knowledge in order tomaximize a reward.
“Reward” here is an arbitrary function, as determined by the
algorithm ormachine-learningmodel creator, that the trainedmodel
attempts tomaximize.

264 See Stop Hate for Profit. (2021, June 16). One year after stop
hate for profit: Platforms’ progress.
https://www.stophateforprofit.org/platforms-progress-year-later.
(“These companies’ slowness, even reticence, to act boldly and at the
appropriate scale guarantees that hateful content, conspiracy
theories, andmisinformation will keep growing relatively unabated to
the detriment of all.”)
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Researchers have shown that people can be cued
to make riskier choices.265 Extrapolating out to AI-
generated feeds, users might be encouraged to click
on riskier content or to engage with content where
media characters266 that children may already have
built trust relationships with may be auto-generated
to encourage longer media engagement. It has already
been shown that this generated, derivative, and inten-
tionally manipulative content targeted at particularly
vulnerable children happens on existing platforms.267

Future interactions with bad actors who have access to
rich, immediate biometric feedback could use this addi-
tional information to automatically craft objectionable
content or encourage ideologies that parents may find
objectionable, all presented in a dynamically changing
format with trusted characters. The content could also
be presented in such a way that a particular kid may
be especially vulnerable to manipulation that would be
difficult for parents or others to reproduce for reporting
purposes.

Much of the above research has been demonstrated in
a clinical or research setting, and it is unclear how these
findingswill play out in largely uncontrolled VR environ-
ments that are shifting and evolving in real time. How-
ever, given the prevalence of trolling, griefing268, and ha-
rassment on existing VR experiences and shared gam-
ing communities aswell as research indicating that some
usersbelieveparticularharassment tools areeffective, it
is clear that industry standards should require effective
harassmentmitigation design and tools.269

However, the work to avoid harassment should not pri-
marily be delegated to those being harassed to do addi-
tional work to avoid harassment. The existing status quo
needs to improve considerably such that targets of ha-

265 Cherkasova,M.V., Clark, L., Barton J.J.S., Schulzer, M., Shafiee,
M., Kingstone, A., Stoessl, A.J., Winstanley, C.A. (2018, November 28).
Win-concurrent sensory cues can promote riskier choice. J Neurosci
38(48): 10362–10370.
https://doi.org/10.1523/JNEUROSCI.1171-18.2018.

266 “Media characters serve as social partners and friends who can
garner trust, thereby influencing both cognitive and social
development.” Aguiar, N.R., Richards, M.N., & Calvert, S.L. (2018,
November 12). Children’s parasocial breakups withmedia characters
from the perspective of the parent. Imagination, Cognition, and
Personality 38(3), pp. 193–220.
https://doi.org/10.1177/0276236618809902.

267 Common SenseMedia. (2013).Media and violence: An analysis of
current research. https://www.commonsensemedia.org/sites/default/
files/research/report/media-and-violence-research-brief-2013.pdf.
See also the TED Talk video “The nightmare videos of children’s
YouTube—andwhat’s wrongwith the internet today.”
https://www.ted.com/talks/james_bridle_the_nightmare_videos_of_
children_s_youtube_and_what_s_wrong_with_the_internet_today.

268 “Intentional harassment of other players is called ’griefing,’
which utilizes aspects of the game structure or physics in unintended
ways to cause distress for other players.”Warner, D.E., & Raiter, M.
(2005). Social context in massively-multiplayer online games
(MMOGs): Ethical questions in shared space. International Review of
Information Ethics.
http://www.i-r-i-e.net/inhalt/004/Warner-Raiter.pdf.

269 Pluto VR and the ExtendedMind. (2018). The extendedmind:
Survey of social VR users.
https://www.extendedmind.io/2018-survey-of-social-vr-users.

rassmenthavemoreclearandeffectiveways toavoidha-
rassment, preferably before it even happens. Even con-
tent that does not have social features or functionality
where users interact with other VR users, such as solo
VR gaming, should take into consideration what norma-
tive behaviors they are encouraging as the skills devel-
oped and experiences will carry over into other VR en-
vironments. Existing user experience implies that com-
panies are likely losing out on additional revenue. If they
continue to permit harassment on their platforms, users’
only option to avoid harassment may be to not partic-
ipate. VR apps and games typically invest resources in
either a single player or multiplayer experience as their
primary source of revenue but often rely on secondary
revenue streams, including microtransactions, to create
a virtual economy. This includes in-apppurchases for vir-
tual goods, or additional expansion content that can cre-
ate billions of dollars in revenue.270 These types of mi-
crotransactions are often difficult for kids and adults to
distinguish play money versus real money and it is not
always apparent what things cost in real money terms.
Younger kids and teens also want tomake people happy,
and they don’t want to disappoint their friends, or their
family, and this also includes their favorite virtual char-
acters who may ask them to make purchases.271 Addi-
tionally, there are concernswith respect to gambling and
other problematic behavior. In addition to financial and
potential gambling issues, in app or in game cosmetics
may result in bullying where kids feel peer-pressured
to spend more time or money in game to avoid ridicule
among their peers.272

Privacy and control over user privacy is an important el-
ement of improving these spaces as giving users more
autonomy and control over their virtual representations
and experiences can set the stage for what types of in-
teractions and experiences are even possible.273 This
is an evolving space that will require ongoing research
and consideration to ensure the spaces we create and
the communities we build are a net positive and not a
detriment to society. A necessary first step to ensuring
we are able to improve these spaces and hold compa-
nies accountable ismore transparency about howdata is
collected, used, and shared aswell as clear transparency
regarding user experiences.

270 See the FTC’s “Inside the Game: Unlocking the Consumer Issues
Surrounding Loot Boxes.”
https://www.ftc.gov/news-events/events/2019/08/inside-game-
unlocking-consumer-issues-surrounding-loot-boxes.

271 “There are other children’s games in which a character will cry if
the child doesn’t make the purchases recommended. I think it bears
noting here that host selling like this is prohibited on TV. And here you
have not only the host selling, but the host getting angry or upset with
a child if they’re not making a purchase immediately.”
https://www.ftc.gov/system/files/documents/public_events/
1511966/loot_boxes_workshop_transcript.pdf.

272 Hernandez, P. (2019,May 9). Fortnite is free, but kids are getting
bullied into spendingmoney. Polygon.
https://www.polygon.com/2019/5/7/18534431/fortnite-rare-
default-skins-bullying-harassment.

273 McGill, M. (2021). Extended reality (XR) and the erosion of
anonymity and privacy. The IEEEGlobal Initiative on Ethics of
Extended Reality. https:
//ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9619999.
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Conclusion

There’s a beginning to theVRstorywhereour superhero
andvillainorigins areexplained, and thenweunderstand
why they act the way they do, and why they have such
power over us. We’re past that moment now, and enter-
ing a new chapter where we are likely to spend an in-
creasing amount of time living in their world. If we allow
our children to “live” in the metaverse, we need to apply
the same standards of protection that we would for any
neighborhood. We will need to know who else is there
with us, and whether they are responsible users and can
be trusted. We will also need to know how we can pro-
tect our privacy and safety in this new reality.

While we hypothesize that new forms of monetization
of users’ data will eventually materialize as VR contin-
ues to develop, we also propose several potential solu-
tions. There should be more privacy settings for VR ap-
plications to restrict sensitivedatacollectionand impose
dataminimization for first-party and third-party applica-
tions. VR devices should include permission settings re-
lated to the usage of user data for advertising, market-
ing, and tracking purposes that also apply to and restrict
third-partyapps,not just theVRdeviceand itsfirst-party
apps. Finally, companies need to be more transparent in
their privacy policies about new types of data collected
from VR, how they protect children’s data, and the new
types of biometric-derived advertising that are poten-
tially far more invasive and exploitative than any other
form of advertising known to date.

The below sections describe what each stakeholder can
do, in the process of protecting privacy in the VR indus-
try, to make the risks lower and the benefits higher for
users of these products and services. Policymakers, par-
ents and educators, developers, and other usersmust all
step up to take action to improve this VR ecosystem. It’s
not an all-or-nothing scenario, and each action makes a
difference.

What should policymakers and regulators

do?

Legislators and regulators are uniquely poised to take
action to protect vulnerable users in the emerging vir-
tual reality space.274 Several policy analysts have also
offered suggestions for how to effectuate these poli-

274 Congressional Research Service. (August 26, 2022). The
Metaverse: Concepts and Issues for Congress,
https://crsreports.congress.gov/product/pdf/R/R47224.

cies,275 including supervising children’s use of the tech-
nology. Policymakers should also consider new forms of
legislation that apply to the increasing amount of sensi-
tive personal information collected by virtual reality de-
vices and applications, which, as shown by this report,
are exploiting users’ virtual reality experiences, behav-
ior, safety, and personal information for profit.276 The
following policy recommendations should apply to all
virtual reality device manufacturers and software appli-
cation developers:

• Enforcement of false andmisleading privacy infor-
mation. Just as we regulate our food system to pro-
tect the public’s health and the safety of food prod-
ucts, we also need to urgently protect the privacy
of consumers, kids, and families in the metaverse.
This report indicates that across the app stores, VR
devices and third-party VR apps that are targeted
or would appeal to kids, teens, and students have
worse privacy practices that put users at risk.Many
companies also are nontransparent in their policies
about how they protect users’ data in VR. Addition-
ally, VR device manufacturers and third-party VR
apps may use false and misleading advertising in
the VR app stores, claiming they “care about your
privacy” but engaging in numerous worse privacy
practices in order to encourage the purchase of VR
devices and increase the number of VR app down-
loads. Strong enforcement of false and misleading
advertising in the metaverse as it evolves would in-
centivize companies to tell the truth about their pri-
vacy practices from the beginning, which ultimately
helps consumers make better-informed and safer
choices for themselves and their families.

• Prohibit behavioral manipulation. Using any of a
user’s biometric, sensitive, or personal information
collected in virtual reality for exploitive or per-
suasive commercial purposes should be prohibited.
New forms of monetary value in VR could expose
users to manipulation through microtransactions,

275 See, e.g., Letter to United States SenatorMarkey,
https://www.markey.senate.gov/imo/media/doc/letter_to_ftc_-
_vr_and_children.pdf.

276See footnote 248.
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NFTs,277 in-app tokens (like Zuck Bucks,278) or
cryptocurrency. These forms of virtual currency
andmicrotransactions should be scrutinized as part
of the new, unregulated virtual creative economy in
themetaverse.Behavioraldatacollected fromusers
in virtual reality is so highly sensitive and person-
alized that it should be off-limits and never used to
influence or change a user’s behavior, interactions,
or decision-making in virtual reality or elsewhere,
whether for profit, ideological, or political reasons.

• Prohibit tracking. A user’s virtual reality device or
experiences in a virtual reality application should
not be tracked across the internet or on other de-
vicesorapplicationsoutsideVRforcommercialpur-
poses.What happens in virtual reality should stay in
virtual reality.

• Prohibit targeted advertising. A user’s virtual re-
ality experiences and data collected from their use
of virtual reality devices should not be used for
targeted advertising. A user’s virtual reality expe-
riences, behaviors, preferences, and interactions
shouldnot bemonetizedby companies for commer-
cial purposes.

• Prohibit use of anonymized data. Any de-identified
oranonymizeddata,orevendata fromapseudonym
collected fromusers or bystanders in virtual reality,
shouldnotbesharedwith thirdpartiesorusedwith-
out prior institutional reviewboard (IRB) authoriza-
tion and written informed consent from users. The
useofvirtual reality applicationsanddevices should
not force users to become unwilling research sub-
jectswithout their knowledge and explicit informed
consent.

• Prohibit unrestricted sharing. A user’s data in vir-
tual reality should not be sharedwith any third par-
ties, affiliates, or partner companies for any other
purpose, except as necessary to provide the service.
Virtual reality experiences and the sensitive data
collected fromusers shouldnotbe treatedasa com-
modity to sharewith a company’s business partners
for their own purposes.

• Prohibit the sale of user data. A user’s data should
not be sold or rented to third parties without their
explicit opt-in consent. Privacy in virtual reality
should be the default, and should not require users
to jumpthroughmultiplehoops tooptoutof thesale
of their data.

277A non-fungible token (NFT) could enable metaverse users to
record ownership of digital assets purchasedwithin themetaverse.
The user could control, trade, store, and use their NFTs across VR
apps in themetaverse. The ownership of a user’s NFT is recorded on
the blockchain network and represents a value on the decentralized
finance (DeFi) market. Metaverse NFTs can be traded for digital
assets, such as Bitcoin (BTC) or Ethereum (ETH), on supported NFT
marketplaces and decentralized exchanges (DEXs).

278 SeeMurphy,M. (2022, April 6). Facebook ownerMeta targets
finance with ’Zuck Bucks’ and creator coins. Financial Times. https:
//www.ft.com/content/50fbe9ba-32c8-4caf-a34e-234031019371.

• Prohibit transfer of user data. A user’s data should
not transfer ownership to third parties in the event
of a company merger, acquisition, or bankruptcy
without explicit opt-in consent. Data in virtual re-
ality should not be treated as an asset that can be
monetized by companies looking for a quick return
on their investment or exit strategy from the mar-
ketplace.

What should parents and educators do?

Parents, caregivers, and educators have several options
when deciding whether to use virtual reality apps and
devices. Some may be thinking about which virtual real-
ity device they should purchase, and othersmay have al-
ready made up their mind but aren’t sure if it’s best for
privacy. Some may want to know how to change their
virtual reality device’s privacy settings to best protect
themselvesand their teensor students.Parentsandedu-
cators alsomaywant to know how to exercise their data
rights and tell companies not to sell their data for profit.
Below are some suggestions for parents and educators
to better protect the privacy of their children and stu-
dents:

• Check the privacy settings. All virtual reality de-
vices have some settings that allow varying degrees
of data collection features, advertising, or market-
ing communications to be turned on or off. For ex-
ample, if it’s not necessary to collect hand tracking,
voice data, or analytics data on how the device is
used, then these extra features can be turned off to
minimize the amount of sensitive information col-
lected and used for purposes beyond those the user
intended.

• Check the safety settings. Some virtual reality de-
vices and applications have software safety fea-
tures that can limit what profile information is pub-
licly shared with others and who can contact the
user. For example, it’s best practice to start with the
most privacy-protecting settings by default, such as
limiting who can see a user’s online status or letting
a user chat only with trusted friends and family.

• Check Common Sense Media. Virtual reality ap-
plications may not be age appropriate, or may en-
gage in worse privacy practices that can put chil-
drenor students at risk. TheCommonSensePrivacy
Program evaluates the privacy policies of popu-
lar consumer technology applications and services,
like VR, that are currently used by millions of chil-
dren at home and in the classroom. Child-related
applications and services used at home include a
wide range of technologies, such as games and
apps for communication, collaborationwith friends,
content creation, and delivery of media entertain-
ment. Parents and caregivers can use our easy-to-
understand privacy evaluations to make informed
choices about the products they use at home, and
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pass that information on to other families who use
the same apps with their kids. Helpful summaries
show how companies address safety, security, pri-
vacy, and compliance in their policies and terms of
service. Privacy evaluations speed up the decision-
making process so parents can find themost appro-
priate apps to usewith their children at homeand in
their daily lives.279

In addition to better legislation and platform ac-
countability, consumer education, awareness, and
behavior with privacy are important elements in
improving online communities or knowing when a
community is unhealthy for one’s own self, and this
is even more critical in VR environments. Com-
monSense’sDigital CitizenshipCurriculum can also
educate parents, educators, children, and students
about these important issues.280

• Encourage supervision. Children and students
should not use virtual reality devices, games, or
apps if they are younger than 13 because the
long-term effects of VR use on their developing
brains and possible future privacy concerns are
still unknown.281 Teens and students older than 13
should only use virtual reality devices and applica-
tionswhen an adult is present to supervise and limit
use while following age-appropriate screen-time
recommendations. Parents and educators may also
be able to encourage teens and students to limit
the types of personal information they provide to
virtual reality devices and applications, both before
and during the use of VR.

• Checkwhich apps are installed. Remove unwanted
or unused virtual reality software on personal com-
puters, and remove third-party virtual reality apps
from virtual reality devices to limit personal infor-
mation collection from other companies.

• Ask companies not to sell your data. Use free on-
line resources, like donotsell.org,282 to request that
companies not sell your personal data collected in
virtual reality for profit.

• Turn off internet connectivity. In some limited
cases, turning off internet access on the VR de-
vice may limit the real-time sharing of a user’s sen-
sitive data collected through a VR app with the
company or other third-party companies. However,
many first-party and third-party VR apps require
a user to be connected to the internet in order to
function properly and will not load otherwise. Also,
apps may simply cache or store a user’s sensitive
data on the device if collected offline, and as soon
as the VR device later connects to the internet, the
previously stored data is sharedwith third parties.

279 SeeCommon Sense Privacy Program:
https://privacy.commonsense.org.

280 SeeCommon Sense Education Digital Citizenship Curriculum:
https://www.commonsense.org/education/digital-citizenship.

281See footnote 247.
282 CCPA: DoNot Sell My Information, http://donotsell.org.

• Wipe devices before resale. By design, VR devices
require users to log in with their account and reg-
ister their device with the manufacturer or other
companion software or app stores. However, upon
first use of the VR device, some users may expe-
rience motion sickness, dizziness, or eye strain if
they have never used these types of devices before.
Other users may simply decide they are not inter-
ested in VR. If parents choose to resell or give away
their recently purchasedVRdevice, theyneed to re-
member to delete all accounts and unregister the
device with themanufacturer. It’s also important to
removeanypersonal informationon thedevice, just
like wiping all of your data off a smartphone before
trading it in.

• Make your preferences known to companies and
legislators. Many parents have taken (or wanted
to take) steps to limit data collection—recent re-
search indicates about half of those surveyed think
they have taken such steps, and half want to but
don’t know how.283 This is the jumping-off point
for action. The next step is to empower parents
and educators so that they know how to exercise
their privacy-protecting options. Parents can vote
with their dollars and feet by telling companies they
won’t buy their VR devices or VR apps if they don’t
have better privacy. Parents can also contact their
state and local representatives about their concern
for stronger privacy, or join Common Sense advo-
cacy campaigns to participate in our collective ac-
tion fighting for stronger privacy laws.284 Legisla-
tors can support their constituents by mandating
that sensitive VR data is off-limits and not for sale,
andwhen that doesn’t fully protect users, allowing a
private right of action for individuals to enforce the
law.

• Make informed decisions aboutwhich apps to use.
This report is a snapshot of virtual reality apps
and devices right now. Business practices change
rapidly as companies think creatively about how to
gather, process, and sell data collected from users
in virtual reality. In deciding whether to purchase
a virtual reality device or use virtual reality apps,
consider the impact on children and students who
will use the device and the amount of virtual re-
ality screen time they will spend. Factor into your
decision the cost of the device, as well as software
purchases that may be made for other virtual re-
ality apps or games, and the potential use of your
personal information by the company and other

283 Parents may be only marginally aware of the pervasiveness of
child use of VR, and the risks. SeeReed, N., & Joseff, K. (2022). Kids
and themetaverse:What parents, policymakers, and companies need
to know. Common SenseMedia.
https://www.commonsensemedia.org/sites/default/files/featured-
content/files/metaverse-white-paper-1.pdf.

284 SeeCommon Sense Advocacy:
https://www.commonsensemedia.org/kids-action.
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third-party companies that might monetize your or
your kids’ data over time.

What should developers andmanufacturers

do?

We encourage virtual reality developers and manufac-
turers to view the findings in this report as a baseline of
the state of virtual reality privacy today, and to increase
the transparencyandqualityof their privacypractices as
part of their ongoing process of product improvement.
There is a growing awareness of privacy in the market-
place, and a need for developers and manufacturers to
differentiate their applications and services from the in-
dustry at large. Currently, there are no popular virtual
reality devices available that differentiate themselves
by having better privacy-protective practices. However,
parents, educators, and consumers are actively looking
for VRmanufacturers and developers to fill that gap and
may be more likely to purchase virtual reality headsets
and applications that protect their privacy. Below are
some suggestions285 for virtual reality developers and
manufacturers to better protect their users’ privacy:

• Age-gates and profiles. Consider establishing age
controls toverify actual knowledgeoruse construc-
tive knowledge to prevent account setup and use
by children under 13 years old, and to identify teen
users older than 13 but younger than 18.286 Addi-
tionally, companies may also want to establish re-
verseagegating topreventadults18andolder from
self-identifying as childrenor teenavatarswhenen-
gaging in social communication. This gets compli-
cated when the interactions are not text profiles
but avatars that appear young, or that use voice-
altering applications tomake an adult’s voice sound
like a child’s. However, providing voice-masking pri-
vacy controls by default can protect kids’ safety and
preserve their anonymity in public spaces.287

• Create safe spaces. Develop separate applications
or separate “walled garden” areas of existing ap-
plications that only allow adults, children, or teens
withparental consent to interact safely among their
peers. Create activities and use options that appeal

285 See previous VR-specific privacy-enhancing suggestions for
developers fromCommon SenseMedia available at
https://www.commonsensemedia.org/sites/default/files/featured-
content/files/safe_and_secure_vr_policy_issues_impacting_kids_final.
pdf , pp. 2–3.

286Weknow that younger children are using the devices, even if the
policies proclaim that they are not supposed to use the product, or are
allowed to use it only with adult supervision. For example, “Jeff
Haynes, senior video games editor for the nonprofit Common Sense
Media, which reviews entertainment with an eye to age
appropriateness, said he has found the pervasiveness of kids in
HorizonWorlds ’alarming,’ encountering youngsters 10 and younger
every time he has used it.”
https://www.washingtonpost.com/technology/2022/02/07/
facebook-metaverse-horizon-worlds-kids-safety/.

287See footnote 162.

to different age-band audiences and segments of
the population.

• Limit screen time. While screen time limitations, or
at least notifications of time elapsed, may be useful
to adult users, consider requiring a hard stop after a
certain amount of time or at a certain hour for chil-
drenunder13toprevent screenaddiction, sleepde-
privation, poor school performance, and other neg-
ative outcomes associated with overuse and over-
stimulation, such as confusion or eyestrain.288

• Limit data retention. Consider the benefits of data
erasure after a certain period of time has elapsed,
regardless of whether the user has deleted their
account. Options include deleting a profile and/or
session usage data after exiting the application, or
within 24 hours of exiting.

• Presume anonymous users are children or teens.
Assume all anonymous users are under 18, and
may also be younger than 13. Limit the collection
of personal information from all anonymous users,
and limit their ability to enter personally identifi-
able data or interact with other anonymous users
to make sure children and students are not inad-
vertently exposed toworse privacy practices by de-
fault.

• Promote more diversity in the workforce. Many
issues related to privacy play out disproprotion-
ately for specific communities. Some potential risks
and harms could be avoided, or certainly mini-
mized, by having a more diverse workforce, espe-
cially in decision-making, leadership, and technical
roles. When a large portion of historically under-
represented people experience discrimination, ha-
rassment, and microagressions in the worklplace,
is it reasonable to expect that companies can cre-
ate products, environments, and communities that
don’t perpetuate the same issues?289

• VR privacy and security by design. Have all pri-
vacy and safety settings for the device or third-
party application set by default to provide themost
privacy-protecting settings possible290 for the user,
and give them the agency and choice to make an
informed decision to change those settings to re-
duce their privacy or safety expectations. Secu-
rity by design is also important, and end-to-end

288 Bailenson, J. (2018, January 17). Eight rules to help you stay safe
in virtual reality. Slate. https://slate.com/technology/2018/01/eight-
rules-to-help-you-stay-safe-in-virtualreality.html.

289 See Funk, C., & Parker, K. (2018, January 9).Women andmen in
STEMoften at odds over workplace equity. Pew Research Center.
https://www.pewresearch.org/social-trends/2018/01/09/women-
and-men-in-stem-often-at-odds-over-workplace-equity.

290 General data protection and privacy principles apply in XR as
elsewhere, including dataminimization, anonymization, encryption,
and localization of data. See Jerome, J., & Greenberg, J. (2021, April).
Augmented reality + virtual reality: Privacy & autonomy
considerations in emerging, immersive digital worlds, pp. 28. The
Future of Privacy Forum. https://fpf.org/wp-
content/uploads/2021/04/FPF-ARVR-Report-4.16.21-Digital.pdf.
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encryption291 of all communications and content
should be the default.

• Industry-wide community standards. Industry
standards have worked in other tech industries,
and serve to augment or even replace the need
for regulation if they are universally adopted.292

Standards may involve content moderation,293

including appropriate VR experiences and content
for children, as well as consequences for violating
industry standards for different populations. A
single company can take the lead, or an industry-
wide consortium can create a code of conduct
for interaction in the VR space. Interoperability
can facilitate these standards, as in order to move
seamlessly from one VR space to another, technical
standards need to be developed and user behavior
shouldbe relatively similar in each space.294 Setting
these expectations will encourage adoption and
use of XR technology for a variety of purposes.

291 Visual encryption in VR described in Zhao, et. al, “VR in
Metaverse: Security and Privacy Concerns,” available at
https://arxiv.org/pdf/2203.03854.pdf.

292 See, e.g., Oasis’s “User Safety Standards,” for a start, at
https://www.technologyreview.com/2022/01/20/1043843/safe-
metaverse-oasis-consortium-roblox-meta/.

293 For a discussion of content moderation to avoid privacy risks
and harms, see Heller, B., & Bar-Zeev, A. (October 2021). The
problemswith immersive advertising: In AR/VR, nobody knows you
are an ad, pp. 11. Journal of Online Trust and Safety.
https://tsjournal.org/index.php/jots/article/view/21/10.

294 Cyphers, B., & Doctorow, C. (2021, February 12). Privacy
without monopoly: Data protection and interoperability. Electronic
Frontier Foundation.
https://www.eff.org/wp/interoperability-and-privacy.
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Appendix

Methodology

To perform basic information security testing, we cre-
ated a “blank slate” testing environment that monitored
only thedata sent and receivedbetweenavirtual device,
its companionmobile application (if applicable), personal
computer, and the internet.295 This included purchasing
and setting up networking hardware equipment tomon-
itor network traffic in order to create a specific type of
testing environment. Also, iOS296 and Android297 mo-
bile devices were used for testing. Eachwere factory re-
set without any personal information loaded onto the
device inorder to testonlyasinglecompanionmobileap-
plication at a time. Additionally, software was installed
on a separate local testing computer for network packet
analysis.298

Several different types of information security testing
could be used to monitor network traffic and determine
security vulnerabilities of VR devices. Some methods
make extensive use of an intercepting software proxy to
observe, and in some cases modify, encrypted network
requests generated by the application.299 There are also
mobileapplication frameworks thatcanbeusedwithAn-
droid mobile devices or Virtual Private Network (VPN)
apps on iOS devices to observe network requests from
a mobile application to the internet. However, these ad-
vanced approaches are still limited for the purposes of
our basic security testing because they can observe 1)
decrypted network traffic between the mobile applica-
tion and the internet, and 2) decrypted network traffic
between the virtual reality device and the personal com-
puter or mobile device, but they cannot decrypt and ob-
serve data sent from the VR device directly to the inter-
net.300

When researching whichmethod to use for our basic in-
formation security testing,weconsideredhowdifficult it
would be for nontechnical educators and students to re-

295 Ren, J., Dubois, D.J., Choffnes, D., Mandalari, A.M., Kolcun, R., &
Haddadi, H. (October 2019). Information exposure from consumer
IoT devices: Amultidimensional, network-informedmeasurement
approach, pp. 267–279. IMC ’19: Proceedings of the Internet
Measurement Conference. https://doi.org/10.1145/3355369.3355577.

296 iOS is a mobile operating system created and developed by
Apple Inc. for iPhone.

297 Android is an open-source operating system used for
smartphones and tablets.

298 SeeOWASP Zed Attack Proxy (ZAP): https://www.zaproxy.org/.
299 Intercepting proxies are tools used to analyze the normal

session created between a client and server.
300See footnote 53.

produce our network testing environment for their own
educational and testing purposes.301 Therefore, we de-
signed our method of basic information security testing
to be used as part of a project-based collaborative de-
velopment experience for both teachers and secondary
students to increase their experience with and knowl-
edge of hands-on software and hardware tools and how
to test the privacy and security of a mobile application,
online service, orVRdevice. Through the unifying theme
of learningaboutnewandemerging technologies suchas
VR, teachers and students could work together to learn
about various technologies (focusing on their individual
interests and use of the technology). It’s also possible to
use this process to consider how to protect their privacy
and gauge the security of their data while engaging with
everyday technologies, like virtual reality devices.

We believe the following testing process that uses a
hardware-basednetworkenvironment testingapproach
with the preconfigured open-source data analysis soft-
ware Security Onion is the easiest method to set up and
start security testing VR devices quickly with educators
and students.302 Security Onion software provides an
out-of-the-box solution that is easy to install on a com-
puter and provides extensive documentation for educa-
tors and students to learn how toperformbasic network
security analysis.303

In addition, Security Onion software also provides the
flexibility for more advanced security testing for stu-
dents if desired using the open-source Linux operating
system.304 Security Onion can also be installed in a vir-
tual machine,305 which allows students and researchers
without access to the VR devices to reproduce our test-
ing results and investigate the findings themselves by
importing the original pcap (packet capture of network
traffic) data used for testing.

Overall, the goal of designing the testing environment
was to get educators and students to start testing the
privacy and security of VR devices with minimal effort

301 While some of the audience for our researchmay be
technologists, academics, or IT professionals, we also seek to inform
district technology coordinators and classroom teachers whomay
have no technical background.

302 See Security Onion: https://securityonion.net/.
303 See Security Onion Documentation:

https://securityonion.readthedocs.io/en/latest/.
304 Linux is a family of open-source Unix-like operating systems

based on the Linux kernel.
305 SeeOracle VMVirtualBox: https://www.virtualbox.org.
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and a small learning curve. Therefore, we believe the fol-
lowingnetwork testingenvironment reliesmoreonaba-
sic hands-on networking approach with the use of basic
operating system installation skills, rather than exten-
sive computer science knowledge of open-source soft-
ware tools and Unix administration processes306 often
used by security professionals to configure information
security testing environments.

Network testing environment

The diagram below illustrates the basic network topog-
raphy environment used for testing all seven virtual re-
ality devices. However, it is important to note that every
networkhardware configuration is different andmay re-
quiredifferentdevices toconnect to the internet, suchas
a DSL307 or cable modem, router, or gateway, that may
need to be configured to allow the network switch in our
diagram below to connect to the internet.

There are two network testing configurations explored
for testing VR devices: 1) wired connection using a net-
work tap, and 2) wireless connection using a network
switch port mirror. A wired testing environment is pre-
ferred when the VR device connects directly to a per-
sonal computer which then connects to the internet us-
ingawiredethernet cable.ThePlayStationVRwaswired
directly to the PlayStation 5 console. In addition, the HP
Reverb G2, HTC Vive Cosmos Elite, Valve Index, and Pi-
max Vision 5K Super VR devices were all connected to
the personal computer (PC).

A wireless testing environment is preferred when the
VR device connects directly to the internet wirelessly
through awireless access point. TheMicrosoftHoloLens
2, andMetaQuest 2 VR devices wirelessly connected to
theWireless Access Point (WAP).

Figure 8: Image of network testing environment
structure

The following sections describe the components re-
quired for the testing environment:

306 Unix is an operating system that supports multitasking and
multi-user functionality.

307 A digital subscriber line (DSL) is a technology that connects a
computer or router to a telephone line that provides connection to
the internet.

The internet The basic information security testing
environment requires that all devices be connected to
the internet in order to make and receive network re-
quests that canbecapturedandanalyzedby theSecurity
Onion server. This type of security testing environment
attempts torecreateascloselyaspossible thereal-world
interaction, data collection, and use of virtual reality de-
vices and any companionmobile applications running on
a smartphone.

Networkswitchornetworktap Theswitch inour test-
ing environment can be a low-cost device used to con-
nect awireless access point to the internet and also con-
nect a Security Onion server for monitoring all network
packets received by the wireless access point.308 In or-
der tomonitor all the network packets that are sent and
received from a virtual reality device to the internet,
our testing environment used a switch with port mirror-
ing.309 However, a network tap can also be used, which
is a simple-to-usehardwaredevice thatplugs inbetween
a wired ethernet connection and the switch, and can be
used to duplicate network traffic for analysis by Security
Onion.310

Security Onion server Security Onion is a free and
open-source Linux distribution for intrusion detection,
enterprise securitymonitoring, and logmanagement.311

The software is available in a downloadable image that
can be used to create a bootable USB device that allows
users toquickly install thenetworkmonitoring server on
a personal computer that meets the sufficient hardware
requirements. The Security Onion server captures net-
work traffic312 from the wireless access point313 on the
mirrored port of the network switch for security analy-
sis.

Wireless access point Thewireless access point in our
testing environment can be a low-cost device to connect
wireless devices for basic information security testing
to the network switch and the internet. This network
configuration allows for the network switch to mirror

308 A network switch is a networking hardware device that
connects other devices on a computer network by using packet
switching technology to receive and forward data from the source
device to the destination device.

309 Port mirroring is used on a network switch to send a copy of all
network packets received on a designated switch port to a network
monitoring connection on another switch port. This is commonly used
for network devices that require monitoring or network traffic, such
as an intrusion detection system (IDS).

310 A network tap is a hardware device that provides a way to
duplicate network data flowing across a computer network for
inspection.

311 Security Onion’s name refers to the practice of peeling back
layers to seemore detail, as with other open-source tools like TOR
(TheOnion Router).

312 Network traffic is the data set for this testingmethodology. It is
the flow of data from inside the product to the outside world.

313 See infraWireless Access Point. A wireless access point (WAP) is
a networking hardware device that allows otherWi-Fi enabled
wireless devices to connect to a wired network to gain access to
network resources and/or the Internet.
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all network packets314 from the wireless access point
that usesWiFi to another port on the network switch for
packet capture and analysis by the connected Security
Onion server.

Virtual reality device Each virtual reality device used
for testingwas observed either through awired connec-
tion to the personal computer, or wirelessly connected
to the wireless access point only one at a time. This en-
sures data capturedoriginated froma specific device be-
cause the network tap or network switch will mirror all
network traffic from the virtual reality device to another
porton thenetwork switch for theSecurityOnionserver
to capture for analysis of that specific VR device.

Personal computer Awired virtual reality device is re-
quired to be connected to a personal computer with a
USB interface for data and also requires an HDMI or
DisplayPort interface on the computer’s graphics card
to display the virtual content. Virtual reality devices re-
quire powerful graphics cards frommanufacturers such
as AMDorNvidia. The personal computer used for test-
ing was intended to be a “clean” environment with min-
imal installation of only Microsoft Windows 10, Nvidia
graphics card drivers and software, and Steam. The per-
sonal computer was connected to the local network
thoughgigabit ethernetand thenetwork tapmirroredall
network traffic from the personal computer to the Secu-
rity Onion server to capture for analysis.

Smartphone A low-cost Android or iOS smartphone
can be used in the testing environment with the mobile
application used to control the virtual reality device in-
stalled.Themobiledevicewas “factory reset”beforeuse,
meaning that the operating system had been reinstalled
and no other applications were installed on the device
to avoid inadvertent data collection during our basic in-
formation security testing. The mobile device was wire-
lesslyconnectedto thewirelessaccesspointandthenet-
work switchmirrored all network traffic from themobile
application on the smartphone to another port on the
network switch for the SecurityOnion server to capture
for analysis.

Laptop A low-cost laptop in our testing environment
wasusedtoconnect to the local areanetwork that is con-
nected to the wireless access point and access the basic
information security testing tools on the Security Onion
Server through a web browser or over an SSH terminal
session.315

314 A packet is a unit of data that is routed between an origin and a
destination on the internet or any other packet-switched network.

315 Secure shell (SSH) is a cryptographic network protocol for
operating network services securely through terminal emulation
software.

Process overview

The basic information security testing process was de-
signed into three modules to analyze several different
security-related data points with Security Onion to de-
termine the security practices of theVRdevice and com-
panionmobile application.

1. What type of network requests are being sent and re-
ceived from the virtual reality device and themobile ap-
plication? This module illustrates what type of se-
cure or unsecure requests are sent from the VR de-
vice to the internet and requests received between
the VR device and mobile application. This anal-
ysis provides users with more information about
whether reasonable security practices, such as en-
cryption, are used to protect personal data while in
transit from its source to its destination.

2. To what destinations are network requests sent? This
module illustrateswhat third-party companies send
and receive data from a VR device and mobile ap-
plication. Intuitively, most VR devices and mobile
applications communicate primarilywith themanu-
facturer’s onlineweb services, but often third-party
advertising or tracking services can be seen sending
or receiving data from the VR device or mobile ap-
plication.

3. How much data is shared with the company or third
parties? This module illustrates the total amount of
bytes sent from theVRdevice ormobile application
to the company’s servers or third parties. This anal-
ysis provides users with more information about
when data is collected and how much data is actu-
ally collected.

This three-step modular process is helpful to illuminate
who the VR device and mobile application are talking to
(the company or third-party servers), but is limited be-
cause it does not show the content of the data that is ac-
tually being sent between the parties because it is likely
encrypted.

Security Onion software

After the network testing environment is deployed suc-
cessfully, and the virtual reality device, mobile device,
and laptops can access the internet through thewireless
access point, then users need to install Security Onion
on a personal computer or laptop attached to the net-
work switch. After installation of the Security Onion
server, users can use their laptops to connect to the
Security Onion server and begin the information test-
ing modules that teach basic security monitoring skills.
It includes preconfigured network security testing soft-
ware applications and utilities, such as Elasticsearch,
Logstash, Kibana, Snort, Suricata, Zeek, Wazuh, Sguil,
Squert, CyberChef, NetworkMiner, and many other se-
curity analysis tools.316

316 See Elasticsearch, https://www.elastic.co/; Logstash,
https://www.elastic.co/logstash; Kibana,
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Testing limitations

However, there are limitations with this basic informa-
tion testing approach. Our testing results are simply a
snapshot of behavior we observed from aVR device and
mobile application on a specific date and time in our par-
ticular network environment, and those observations
whichcould changebasedondifferent testing configura-
tions or real world use.317 In addition, firmware updates
to theVRdevice and softwareupdates to the companion
mobile application could also change expected observa-
tional behavior fromwhatwas observedduring our test-
ing period.318 Additionally, due to the nature of a shared
environment between an app or game and a particular
piece of hardware, some of the traffic will be impossible
todetermine if thecommunicationswere initiatedbythe
hardwareand its respectivefirmwareandsoftwareorby
the particular app or game being used at that moment.
We have done our best to capture narrow windows of
traffic while we were specifically interacting with a sin-
gle app or game, but inevitably some of that traffic will
have been initiated by the device so total experience and
observedbehavior shouldbe interpretedwith somecau-
tion regarding what conclusions we can say with cer-
tainty..

Our testing can only see what data is transferred from
one device or server to another, but not the particular
destinations on those servers, as we did not do deep
packet inspection since much of the observed traffic
was encrypted end-to-end and we did not make any ef-
fort to circumvent this encryption in order to observe
the details. In addition we cannot observe subsequent
server-to-server data processing or sharing with third
parties.319 For example, a VR device or mobile app may
only send and receive data to one destination server ad-
dress suchasMicrosoft’s orPlayStation’sContentDeliv-
ery Network (CDN) before forwarding the data packets
off to other third-party domains to be processed else-
where. Users will be unable to observe what the first-
party company (i.e., Microsoft or PlayStation in this ex-

https://www.elastic.co/kibana; Snort, https://www.snort.org/;
Suricata, https://suricata-ids.org/; Zeek, https://zeek.org/;Wazuh,
https://wazuh.com/; Squil, https://bammv.github.io/sguil/index.html;
Squert, https://github.com/int13h/squert; CyberChef,
https://gchq.github.io/CyberChef/; NetworkMiner,
https://www.netresec.com/index.ashx?page=NetworkMiner.

317 Date and time for research, or a span of time, like “January
2020.”

318 Firmware is data that is stored on a hardware device that
provides instructions on how that device should operate. Firmware
updates are one of the weak points in IoT security, particularly where
the devices are either not updated at all and considered disposable
once the initial software has become outdated, or require the user to
locate and performmanual updates. In contrast to firmware updates
and their security limitations, software updates may be effectuated
automatically from the server, without user input, or with user input
but with the click of a button.

319 The term “third parties” is somewhatmisleading in the sense
that it implies that only one entity might receive the data, and in a
single transaction. In actuality, data brokers and other initial
recipients of the data often forward and resell this information over
multiple transactions, combine data with other data for use and sale,
and store data for future use and sale.

ample) actuallydoeswith thepersonal information it col-
lects after it has received it. Therefore, we believe read-
ing the privacy policies of VR devices is also a critically
important part of evaluating the privacy and security of
a virtual reality device.

In addition to observing the VR device’s data collection
and sharing practices, it is important to know how each
company promises it will process personal data after it
has been collected. Combining some knowledge of ac-
tual data flows, as we have done in this testing, with the
legal obligations described in the privacy policies puts
more of the crucial puzzle pieces on the table. Putting
them together into a coherent whole, however, requires
more work.

Traffic analysis methodology

During the operation of each VR device or app, traffic
was captured and later analyzed. Due to the majority of,
but not all, traffic being transmitted over secure commu-
nication channels, we only have aggregate domain level
information and therefore do not have insight into par-
ticular resources accessed. Each application’s trafficwas
observed using only the lowest price point, and there-
fore theremaybeobservabledifferences in traffic,based
ondifferent subscriptionmodels thatwedidnotmakean
effort to observe. As such, any of the following analysis
should be interpreted with some caution.

Our analysis is intended to indicate the possibility that
the respective tracking behavior could be happening
based on the VR device or app accessing resources on a
particular domain known to have exhibited tracking be-
havior. If a domain is indicated as potentially engaging
in a tracking behavior, it should be interpreted to mean
that caution is warranted with respect to tracking con-
cerns. In addition, the observed traffic does not neces-
sarily mean that the respective tracking behavior was
necessarily engaged in.

For each domain we observed, we also indicate the
“Match Domain,” showing which Tracker Radar domain
file was used to provide the tracking categories. We
only considereddomains in theU.S. directory forTracker
Radar. If a domain indicates “NA,” that means we did not
have a corresponding Tracker Radar domain file to clas-
sify the domain traffic. Some of these unknown domains
are expected as the process to obtain the Tracker Radar
data is from aweb browser—a context notably different
than the apps or devices that we tested. As such, there
may not have been opportunities for the Tracker Radar
project to observe traffic as seen when using an app or
device as opposed to a web browser.

We used a git checkout of the tracker-radar project
with git tag ‘2022.06’ corresponding to a git hash
757b93bc368c0a6ee6e03f14a28b179b028d3fd6.
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Tracking categories

For the purposes of our analysis, we only considered
Tracker Radar categories320 that could pose a privacy
risk, especially because it is unlikely that a user of a VR
app or device would know any tracking was happening.
As such, we have excluded the “Social–Comment” and
“Social–Share” Tracker Radar categories in our analysis
as it is likely the userwould see the respective interfaces
or social share buttons making it more explicit that data
isbeing sharedor transmitted that couldbeused to track
behavior. It should also be noted that we considered
“Obscure Ownership,” “Session Replay,” and “Unknown
High-Risk Behavior” but at least for the traffic that we
were able to observe no VR devices or apps contacted
domains triggering any of those Tracker Radar cate-
gories. Several other innocuous categories were also ex-
cluded. The categorieswe included in our analysis are as
follows:

• Action Pixels (AP): This tracker may be collecting
userspecificevents inafirst-partyor third-partyen-
vironment.

• Ad Fraud (AF): The tracker is intended to help pre-
vent ad fraud (either on behalf of the publisher or
the network). These can come from a network (like
Google) or ad middleware (software designed to
identify bots and not show them ads).

• Ad Motivated Tracking (AMT): The tracking that
takes place is related to advertising. This could in-
clude targeting users, header bidding, ad beacons,
demographic collection, preventing ad fraud, etc.

• Advertising (AD): The purpose of this tracker is re-
lated to advertising.

• Audience Measurement (AM): Similar to analytics,
but may focus on deeper demographics, behavior
sets, and specific actions.

• Social Network (SN): The domain is owned by ama-
jor social network.

• Third-Party Analytics Marketing (TPAM): Related
to third-party analytics systems for marketing, usu-
ally marketing attribution or funnel management.

320See footnote 213
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Observed traffic data

VR devices

Note the observed traffic for Pimax Pitool device is the same as the companion app and listed in the section below.

Table 30:Microsoft HoloLens 2 observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

client.wns.windows.com NA NA NA NA NA NA NA NA

inference.location.live.net NA NA NA NA NA NA NA NA

aka.ms NA NA NA NA NA NA NA NA

clientconfig.passport.net NA NA NA NA NA NA NA NA

substrate.office.com NA NA NA NA NA NA NA NA

login.live.com live.com No No No No No No No

displaycatalog.mp.microsoft.commicrosoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

sdx.microsoft.com microsoft.com No No Yes Yes No No No

licensing.mp.microsoft.com microsoft.com No No Yes Yes No No No

acctcdn.msauth.net msauth.net No No No No No No No

c.s-microsoft.com s-microsoft.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

nav.smartscreen.microsoft.com microsoft.com No No Yes Yes No No No

qcom-keyid-
e7dc6c54fbc8a1a5f1ca4b957b82f95e1af8531d.microsoftaik.azure.net

azure.net No No No No No No No

slscr.update.microsoft.com microsoft.com No No Yes Yes No No No

web.vortex.data.microsoft.com microsoft.com No No Yes Yes No No No

xsts.auth.xboxlive.com xboxlive.com No No No No No No No

account.live.com live.com No No No No No No No

fs.microsoft.com microsoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

smartscreen-
prod.microsoft.com

microsoft.com No No Yes Yes No No No

storeedgefd.dsx.mp.microsoft.commicrosoft.com No No Yes Yes No No No

ajax.aspnetcdn.com aspnetcdn.com No No No No No No No

browser.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

continuum.dds.microsoft.com microsoft.com No No Yes Yes No No No

cs.dds.microsoft.com microsoft.com No No Yes Yes No No No

ekcert.spserv.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

logincdn.msauth.net msauth.net No No No No No No No

privacy.microsoft.com microsoft.com No No Yes Yes No No No

title.auth.xboxlive.com xboxlive.com No No No No No No No

user.auth.xboxlive.com xboxlive.com No No No No No No No

v20.events.data.microsoft.com microsoft.com No No Yes Yes No No No

ztd.dds.microsoft.com microsoft.com No No Yes Yes No No No

device.auth.xboxlive.com xboxlive.com No No No No No No No
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store-images.microsoft.com microsoft.com No No Yes Yes No No No

title.mgt.xboxlive.com xboxlive.com No No No No No No No

websockets.platform.bing.com bing.com Yes Yes Yes Yes No No No

www.msftconnecttest.com NA NA NA NA NA NA NA NA

img-prod-cms-rt-microsoft-
com.akamaized.net

NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

www.microsoft.com microsoft.com No No Yes Yes No No No

store-images.s-
microsoft.com

s-microsoft.com No No No No No No No

tpmsec.microsoft.com microsoft.com No No Yes Yes No No No

ocsp.digicert.com digicert.com No No No No No No No

Total: 1 1 24 24 0 0 0

Table 31:HPReverb G2 observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

img-prod-cms-rt-microsoft-
com.akamaized.net

NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

fp-afd.azurefd.us NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

fp-afd-
nocache.azureedge.net

NA NA NA NA NA NA NA NA

cxcs.microsoft.net NA NA NA NA NA NA NA NA

fp-afd.azureedge.net NA NA NA NA NA NA NA NA

fp-as-nocache.azureedge.net NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

store.steampowered.com steampowered.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

moiawsorigin.clo.footprintdns.comfootprintdns.com No No No No No No No

login.live.com live.com No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

arc.msn.com msn.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

cm2-
ord1.cm.steampowered.com

steampowered.com No No No No No No No
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cm6-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

ow1.res.office365.com office365.com No No No No No No No

spo-ring.msedge.net msedge.net No No No No No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

4bf57a62e33bf273f06eba818a511659.clo.footprintdns.comfootprintdns.com No No No No No No No

a-ring-fallback.msedge.net msedge.net No No No No No No No

a-ring.msedge.net msedge.net No No No No No No No

b-ring.msedge.net msedge.net No No No No No No No

c-ring.msedge.net msedge.net No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

eafd-dod-384ea1aa-
6aab-4841-a754-
35b60cef4ac8.azureedge.us

azureedge.us No No No No No No No

fp-afd.azureedge.us azureedge.us No No No No No No No

fp.msedge.net msedge.net No No No No No No No

k-ring.msedge.net msedge.net No No No No No No No

l-ring.msedge.net msedge.net No No No No No No No

s-ring.msedge.net msedge.net No No No No No No No

t-ring.msedge.net msedge.net No No No No No No No

teams-ring.msedge.net msedge.net No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

r3.o.lencr.org NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

x1.c.lencr.org NA NA NA NA NA NA NA NA

x2.c.lencr.org NA NA NA NA NA NA NA NA

go.microsoft.com microsoft.com No No Yes Yes No No No

api.steampowered.com steampowered.com No No No No No No No

ocsp.digicert.com digicert.com No No No No No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

Total: 1 1 8 8 0 0 0

Table 32:HTCVive Cosmos Elite observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

vr-hwdl.vive.com NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

apu-msg2.htc.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

contentstore.htcvive.com NA NA NA NA NA NA NA NA

66 PRIVACYOFVIRTUAL REALITY: OUR FUTURE IN THEMETAVERSE ANDBEYOND commonsense.org

https://commonsense.org


account.htcvive.com NA NA NA NA NA NA NA NA

account-profile.htcvive.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

assets-global.viveport.com NA NA NA NA NA NA NA NA

steam-chat.com NA NA NA NA NA NA NA NA

vrbi.htcvive.com NA NA NA NA NA NA NA NA

www.viveport.com NA NA NA NA NA NA NA NA

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

api.steampowered.com steampowered.com No No No No No No No

058-suw-894.mktoresp.com mktoresp.com No No Yes Yes No No Yes

analytics.twitter.com twitter.com No No Yes Yes No Yes No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

cm2-
atl1.cm.steampowered.com

steampowered.com No No No No No No No

cm5-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

cs.dds.microsoft.com microsoft.com No No Yes Yes No No No

l.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

r2—sn-qxoedn7k.gvt1.com gvt1.com No No No No No No No

login.live.com live.com No No No No No No No

r5—sn-qxoedn7k.gvt1.com gvt1.com No No No No No No No

redirector.gvt1.com gvt1.com No No No No No No No

sdk-api-v1.singular.net singular.net No No No No No No No

static.ads-twitter.com ads-twitter.com Yes No Yes Yes No No Yes

widgets.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

t.co t.co No No Yes Yes Yes Yes No

insight.adsrvr.org adsrvr.org No No Yes Yes No No No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

www.google-analytics.com google-analytics.com No No No Yes Yes No Yes

www.googletagmanager.com googletagmanager.com No No Yes Yes Yes No Yes

googleads.g.doubleclick.net doubleclick.net No No Yes Yes No No No

stats.g.doubleclick.net doubleclick.net No No Yes Yes No No No

dl.google.com google.com No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

dl4.htc.com NA NA NA NA NA NA NA NA

go.microsoft.com microsoft.com No No Yes Yes No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

Total: 2 1 20 19 6 3 6
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Table 33: PlayStation VR observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

ps5.np.playstation.net NA NA NA NA NA NA NA NA

qgve.dl.playstation.net NA NA NA NA NA NA NA NA

vulcan.dl.playstation.net NA NA NA NA NA NA NA NA

uef.np.dl.playstation.net NA NA NA NA NA NA NA NA

fus01.ps5.update.playstation.netNA NA NA NA NA NA NA NA

control-
center.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

ppr-
crl.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

envelope2.np.dl.playstation.net NA NA NA NA NA NA NA NA

home.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

monte-
carlo.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

player-selection-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

gs-
sec.ww.np.dl.playstation.net

NA NA NA NA NA NA NA NA

invitation-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

millenniumfalcon.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

sgst.prod.dl.playstation.net NA NA NA NA NA NA NA NA

action-cards-host-
app.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

agent-
popupgui.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

bgft.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

broadcast.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

compilation-disc-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

cosmiccube.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

elysion.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

explore-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

g2p-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

game-hub-preview-
launcher.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

game-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

gaming-
lounge.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

igc-
browse.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

legal-
docs.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA
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lfps-
bc.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

library.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

millenniumfalcon-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

notification-
overlay.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

onboard-
download.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

player-
review.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

ppr-
bgs.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

profile-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

profile.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

screen-
share.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

search.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

service-hub-
psnow.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

service-hub-
psplus.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

system-message-
client.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

titlestore-
preview.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

trophy.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

universal-
checkout.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

unsupported-title-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

x-
wing.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

psvrdd3.api.wwsga.me NA NA NA NA NA NA NA NA

psndocs.dl.playstation.net NA NA NA NA NA NA NA NA

asm.np.community.playstation.netNA NA NA NA NA NA NA NA

alb001-
pushcl.np.communication.playstation.net

NA NA NA NA NA NA NA NA

ivt.np.community.playstation.netNA NA NA NA NA NA NA NA

psn-
rsc.prod.dl.playstation.net

NA NA NA NA NA NA NA NA

static-
resource.np.community.playstation.net

NA NA NA NA NA NA NA NA

id.sonyentertainmentnetwork.comNA NA NA NA NA NA NA NA

occ-0-586-590.1.nflxso.net NA NA NA NA NA NA NA NA

trophy.ww.np.community.playstation.netNA NA NA NA NA NA NA NA
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xgen-title-
map.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

35-167-30-174-
pushcl.np.communication.playstation.net

NA NA NA NA NA NA NA NA

44-232-150-122-
pushcl.np.communication.playstation.net

NA NA NA NA NA NA NA NA

44-234-157-111-
pushcl.np.communication.playstation.net

NA NA NA NA NA NA NA NA

44-234-157-54-
pushcl.np.communication.playstation.net

NA NA NA NA NA NA NA NA

activity.api.np.km.playstation.netNA NA NA NA NA NA NA NA

auth.api.np.ac.playstation.net NA NA NA NA NA NA NA NA

auth.api.sonyentertainmentnetwork.comNA NA NA NA NA NA NA NA

commerce.api.np.km.playstation.netNA NA NA NA NA NA NA NA

image.api.np.km.playstation.netNA NA NA NA NA NA NA NA

psnobj.prod.dl.playstation.net NA NA NA NA NA NA NA NA

sony-monte-
carlo.prod.partner.netflix.net

NA NA NA NA NA NA NA NA

us-
prof.np.community.playstation.net

NA NA NA NA NA NA NA NA

smetrics.aem.playstation.com playstation.com No No No No No No No

telemetry-
console.api.playstation.com

playstation.com No No No No No No No

image.api.playstation.com playstation.com No No No No No No No

store.playstation.com playstation.com No No No No No No No

urlconfig.api.playstation.com playstation.com No No No No No No No

primus.api.playstation.com playstation.com No No No No No No No

gmedia.playstation.com playstation.com No No No No No No No

static.playstation.com playstation.com No No No No No No No

www.playstation.com playstation.com No No No No No No No

collection.decibelinsight.net decibelinsight.net No No No No No No No

cdn.decibelinsight.net decibelinsight.net No No No No No No No

dmp.v.fwmrm.net fwmrm.net No No Yes Yes No No Yes

cm.everesttech.net everesttech.net No No Yes No No No Yes

lists.api.playstation.com playstation.com No No No No No No No

piyp.software.eu.playstation.complaystation.com No No No No No No No

c.evidon.com evidon.com No No No No No No Yes

social.playstation.com playstation.com No No No No No No No

l.evidon.com evidon.com No No No No No No Yes

takedown.api.playstation.com playstation.com No No No No No No No

telemetry.api.playstation.com playstation.com No No No No No No No

web-toolbar.playstation.com playstation.com No No No No No No No

web.np.playstation.com playstation.com No No No No No No No

static-cdn.jtvnw.net jtvnw.net No No No No No No No

dpm.demdex.net demdex.net No No Yes Yes No No Yes
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i.ytimg.com ytimg.com No No No No No No No

sne.demdex.net demdex.net No No Yes Yes No No Yes

sonynetworkentertain.tt.omtrdc.netomtrdc.net No No Yes Yes Yes No Yes

www.youtube.com youtube.com No No Yes No No No No

assets.adobedtm.com adobedtm.com No No Yes No Yes No Yes

gs2.ww.prod.dl.playstation.net NA NA NA NA NA NA NA NA

static-
resource.np.community.playstation.net

NA NA NA NA NA NA NA NA

gst.prod.dl.playstation.net NA NA NA NA NA NA NA NA

fus01.ps5.update.playstation.netNA NA NA NA NA NA NA NA

ena.net.playstation.net NA NA NA NA NA NA NA NA

hus01.ps5.update.playstation.netNA NA NA NA NA NA NA NA

trophy01.np.community.playstation.netNA NA NA NA NA NA NA NA

dus01.ps5.update.playstation.netNA NA NA NA NA NA NA NA

ic.18095300.09e87a.gs2.sonycoment.loris-
e.llnwd.net

llnwd.net No No No No No No No

ic.18095300.05fa17.gs2.sonycoment.loris-
e.llnwd.net

llnwd.net No No No No No No No

Total: 0 0 7 4 2 0 8

Table 34:MetaQuest 2 observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

graph.oculus.com NA NA NA NA NA NA NA NA

cdn.felixandpaul.com NA NA NA NA NA NA NA NA

scontent.oculuscdn.com NA NA NA NA NA NA NA NA

securecdn.oculus.com NA NA NA NA NA NA NA NA

graph.facebook-
hardware.com

NA NA NA NA NA NA NA NA

www.felixandpaul.com NA NA NA NA NA NA NA NA

graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

mqtt-mini.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

rupload.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

scontent.fapa1-
2.fna.fbcdn.net

fbcdn.net Yes No No No No Yes No

www.google.com google.com No No Yes Yes No No No

portal.fb.com fb.com No No No No No No No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

Total: 5 4 5 5 4 5 0

Table 35:Valve Index observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

steam-chat.com NA NA NA NA NA NA NA NA

Creative Commons by 4.0 PRIVACYOFVIRTUAL REALITY: OUR FUTURE IN THEMETAVERSE ANDBEYOND 71

https://creativecommons.org/licenses/by/4.0/


gameplay.intel.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

steam-chat.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steam-chat.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steam-chat.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

assets-global.viveport.com NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

public-ubiservices.ubi.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

account-profile.htcvive.com NA NA NA NA NA NA NA NA

channel-service.upc.ubi.com NA NA NA NA NA NA NA NA

dmx.upc.ubisoft.com NA NA NA NA NA NA NA NA

gameplay.intel.com NA NA NA NA NA NA NA NA

steamcommunity-
a.akamaihd.net

NA NA NA NA NA NA NA NA

toggles.viveport.com NA NA NA NA NA NA NA NA

public-ws-
ubiservices.ubi.com

NA NA NA NA NA NA NA NA

ubistatic3-a.akamaihd.net NA NA NA NA NA NA NA NA

www.viveport.com NA NA NA NA NA NA NA NA

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

api.steampowered.com steampowered.com No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

array510.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No
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cm2-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

community.akamai.steamstatic.comsteamstatic.com No No No No No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

r1—sn-qxo7rn7l.gvt1.com gvt1.com No No No No No No No

redirector.gvt1.com gvt1.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

store.steampowered.com steampowered.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

community.akamai.steamstatic.comsteamstatic.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

array510.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

store.steampowered.com steampowered.com No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

cdp.cloud.unity3d.com unity3d.com No No No No No No No

cm2-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

config.uca.cloud.unity3d.com unity3d.com No No No No No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

r1—sn-qxo7rn7l.gvt1.com gvt1.com No No No No No No No

redirector.gvt1.com gvt1.com No No No No No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

store.steampowered.com steampowered.com No No No No No No No

community.akamai.steamstatic.comsteamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

arc.msn.com msn.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

cdp.cloud.unity3d.com unity3d.com No No No No No No No

array510.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

cm2-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

config.uca.cloud.unity3d.com unity3d.com No No No No No No No

r1—sn-qxo7rn7l.gvt1.com gvt1.com No No No No No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

redirector.gvt1.com gvt1.com No No No No No No No
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ris.api.iris.microsoft.com microsoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

wdcp.microsoft.com microsoft.com No No Yes Yes No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

store.steampowered.com steampowered.com No No No No No No No

community.akamai.steamstatic.comsteamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

arc.msn.com msn.com No No No No No No No

cdp.cloud.unity3d.com unity3d.com No No No No No No No

array510.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

cm2-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

config.uca.cloud.unity3d.com unity3d.com No No No No No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

r1—sn-qxo7rn7l.gvt1.com gvt1.com No No No No No No No

redirector.gvt1.com gvt1.com No No No No No No No

ris.api.iris.microsoft.com microsoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

store.steampowered.com steampowered.com No No No No No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

community.akamai.steamstatic.comsteamstatic.com No No No No No No No

cm6-
iad1.cm.steampowered.com

steampowered.com No No No No No No No

cm5-
iad1.cm.steampowered.com

steampowered.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No
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cm2-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

cm3-
iad1.cm.steampowered.com

steampowered.com No No No No No No No

cm4-
iad1.cm.steampowered.com

steampowered.com No No No No No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

array511.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

cm1-
sea1.cm.steampowered.com

steampowered.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

login.live.com live.com No No No No No No No

058-suw-894.mktoresp.com mktoresp.com No No Yes Yes No No Yes

arc.msn.com msn.com No No No No No No No

cm1-
dfw1.cm.steampowered.com

steampowered.com No No No No No No No

cm2-
iad1.cm.steampowered.com

steampowered.com No No No No No No No

array510.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

analytics.twitter.com twitter.com No No Yes Yes No Yes No

disc501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

dash.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

l.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

lfghub-
anonymous.xboxlive.com

xboxlive.com No No No No No No No

polyfill.io polyfill.io No No No No No No No

ris.api.iris.microsoft.com microsoft.com No No Yes Yes No No No

static.ads-twitter.com ads-twitter.com Yes No Yes Yes No No Yes

t.co t.co No No Yes Yes Yes Yes No

wdcp.microsoft.com microsoft.com No No Yes Yes No No No

widgets.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

www.xboxab.com xboxab.com No No No No No No No

insight.adsrvr.org adsrvr.org No No Yes Yes No No No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

steamcloud-us-
west1.storage.googleapis.com

storage.googleapis.com No No No No No No No

steamcloud-us-
west1.storage.googleapis.com

storage.googleapis.com No No No No No No No

steamcloud-us-
west1.storage.googleapis.com

storage.googleapis.com No No No No No No No

www.googleadservices.com googleadservices.com No No Yes Yes No No No

www.googletagmanager.com googletagmanager.com No No Yes Yes Yes No Yes

www.google-analytics.com google-analytics.com No No No Yes Yes No Yes

connect.facebook.net facebook.net Yes Yes Yes Yes Yes Yes No
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stats.g.doubleclick.net doubleclick.net No No Yes Yes No No No

googleads.g.doubleclick.net doubleclick.net No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

crl.identrust.com NA NA NA NA NA NA NA NA

x1.c.lencr.org NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

crl.identrust.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

crl.identrust.com NA NA NA NA NA NA NA NA

x1.c.lencr.org NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

download.windowsupdate.com NA NA NA NA NA NA NA NA

crl.identrust.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

crl.identrust.com NA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

crash.steampowered.com steampowered.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

tile-
service.weather.microsoft.com

microsoft.com No No Yes Yes No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

crash.steampowered.com steampowered.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

tile-
service.weather.microsoft.com

microsoft.com No No Yes Yes No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

crash.steampowered.com steampowered.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

tile-
service.weather.microsoft.com

microsoft.com No No Yes Yes No No No
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clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

api.steampowered.com steampowered.com No No No No No No No

crash.steampowered.com steampowered.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

crash.steampowered.com steampowered.com No No No No No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

tile-
service.weather.microsoft.com

microsoft.com No No Yes Yes No No No

Total: 3 2 65 63 8 4 7
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Companion apps

Table 36: Facebook observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

notifications-
pa.googleapis.com

NA NA NA NA NA NA NA NA

android.googleapis.com NA NA NA NA NA NA NA NA

infinitedata-
pa.googleapis.com

NA NA NA NA NA NA NA NA

lookaside.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

b-api.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

api.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

b-graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

edge-mqtt.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

mqtt-mini.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

android.apis.google.com google.com No No Yes Yes No No No

portal.fb.com fb.com No No No No No No No

Total: 8 8 9 9 8 8 0

Table 37:Messenger observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

android.googleapis.com NA NA NA NA NA NA NA NA

v.whatsapp.net NA NA NA NA NA NA NA NA

scontent-den4-
1.xx.fbcdn.net

fbcdn.net Yes No No No No Yes No

b-graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

lookaside.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

edge-mqtt.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

mqtt-mini.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

web.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

android.apis.google.com google.com No No Yes Yes No No No

portal.fb.com fb.com No No No No No No No

Total: 6 5 6 6 5 6 0

Table 38:Microsoft App Store observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

windows.policies.live.net NA NA NA NA NA NA NA NA

storeedgefd.dsx.mp.microsoft.commicrosoft.com No No Yes Yes No No No

displaycatalog.mp.microsoft.commicrosoft.com No No Yes Yes No No No

login.live.com live.com No No No No No No No
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v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

smartscreen-
prod.microsoft.com

microsoft.com No No Yes Yes No No No

nav.smartscreen.microsoft.com microsoft.com No No Yes Yes No No No

title.auth.xboxlive.com xboxlive.com No No No No No No No

xsts.auth.xboxlive.com xboxlive.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

static.nvidiagrid.net nvidiagrid.net No No No No No No No

user.auth.xboxlive.com xboxlive.com No No No No No No No

device.auth.xboxlive.com xboxlive.com No No No No No No No

cp501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

jcmsfd.account.microsoft.com microsoft.com No No Yes Yes No No No

kv501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

graph.microsoft.com microsoft.com No No Yes Yes No No No

pti.store.microsoft.com microsoft.com No No Yes Yes No No No

purchase.mp.microsoft.com microsoft.com No No Yes Yes No No No

licensing.mp.microsoft.com microsoft.com No No Yes Yes No No No

store-images.s-
microsoft.com

s-microsoft.com No No No No No No No

www.microsoft.com microsoft.com No No Yes Yes No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

tlu.dl.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

ocsp.digicert.com digicert.com No No No No No No No

dl.delivery.mp.microsoft.com microsoft.com No No Yes Yes No No No

store-images.s-
microsoft.com

s-microsoft.com No No No No No No No

Total: 1 1 20 20 0 0 0

Table 39:Mixed reality portal observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

canvas-cdn-
prod.azureedge.net

NA NA NA NA NA NA NA NA

account.asus.com NA NA NA NA NA NA NA NA

sparkcdnwus2.azureedge.net NA NA NA NA NA NA NA NA

login.live.com live.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

purchase.mp.microsoft.com microsoft.com No No Yes Yes No No No

cp501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No
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settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

arc.msn.com msn.com No No No No No No No

xsts.auth.xboxlive.com xboxlive.com No No No No No No No

displaycatalog.mp.microsoft.commicrosoft.com No No Yes Yes No No No

c-ring.msedge.net msedge.net No No No No No No No

fp.msedge.net msedge.net No No No No No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

kv501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

spo-ring.msedge.net msedge.net No No No No No No No

teams-ring.msedge.net msedge.net No No No No No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

x1.c.lencr.org NA NA NA NA NA NA NA NA

tlu.dl.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

dl.delivery.mp.microsoft.com microsoft.com No No Yes Yes No No No

ocsp.digicert.com digicert.com No No No No No No No

store-images.s-
microsoft.com

s-microsoft.com No No No No No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

Total: 1 1 14 14 0 0 0

Table 40:Oculus app observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

graph.oculus.com NA NA NA NA NA NA NA NA

scontent.oculuscdn.com NA NA NA NA NA NA NA NA

pubsub.plex.tv NA NA NA NA NA NA NA NA

play.googleapis.com NA NA NA NA NA NA NA NA

plex.tv NA NA NA NA NA NA NA NA

android.googleapis.com NA NA NA NA NA NA NA NA

playbooks-
pa.googleapis.com

NA NA NA NA NA NA NA NA

podcasts.provider.plex.tv NA NA NA NA NA NA NA NA

update.googleapis.com NA NA NA NA NA NA NA NA

www.oculus.com NA NA NA NA NA NA NA NA

youtubei.googleapis.com NA NA NA NA NA NA NA NA

api.us-east-1.aiv-delivery.net NA NA NA NA NA NA NA NA

app-measurement.com NA NA NA NA NA NA NA NA

auth.oculus.com NA NA NA NA NA NA NA NA

beacons.gcp.gvt2.com NA NA NA NA NA NA NA NA

beacons.gvt2.com NA NA NA NA NA NA NA NA

chromesyncpasswords-
pa.googleapis.com

NA NA NA NA NA NA NA NA
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deviceintegritytokens-
pa.googleapis.com

NA NA NA NA NA NA NA NA

epg.provider.plex.tv NA NA NA NA NA NA NA NA

infinitedata-
pa.googleapis.com

NA NA NA NA NA NA NA NA

metadata.provider.plex.tv NA NA NA NA NA NA NA NA

music.provider.plex.tv NA NA NA NA NA NA NA NA

passwordsleakcheck-
pa.googleapis.com

NA NA NA NA NA NA NA NA

people-pa.googleapis.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

userlocation.googleapis.com NA NA NA NA NA NA NA NA

vod.provider.plex.tv NA NA NA NA NA NA NA NA

vzwappprofile.vzw.com NA NA NA NA NA NA NA NA

webshows.provider.plex.tv NA NA NA NA NA NA NA NA

www.fbthirdpartypixel.com NA NA NA NA NA NA NA NA

xtrapath2.izatcloud.net NA NA NA NA NA NA NA NA

cx.atdmt.com atdmt.com No No Yes Yes No No No

mobile-
collector.newrelic.com

newrelic.com No No No No No No No

www.googleapis.com www.googleapis.com No No No No No No No

images-na.ssl-images-
amazon.com

ssl-images-amazon.com No No No No No No No

mads.amazon.com amazon.com No No Yes No No No Yes

staticcdn.duckduckgo.com duckduckgo.com No No No No No No No

r1—sn-
q4flrnel.googlevideo.com

googlevideo.com No No No No No No No

analytics.twitter.com twitter.com No No Yes Yes No Yes No

api.amazon.com amazon.com No No Yes No No No Yes

device-metrics-us-
2.amazon.com

amazon.com No No Yes No No No Yes

duckduckgo.com duckduckgo.com No No No No No No No

firebaseinstallations.googleapis.comfirebaseinstallations.googleapis.comNo No No No No No No

msh.amazon.com amazon.com No No Yes No No No Yes

r6—sn-q4fl6nle.gvt1.com gvt1.com No No No No No No No

static.ads-twitter.com ads-twitter.com Yes No Yes Yes No No Yes

t.co t.co No No Yes Yes Yes Yes No

www.redditstatic.com redditstatic.com Yes No Yes No No No No

static.xx.fbcdn.net fbcdn.net Yes No No No No Yes No

graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

video.fapa1-2.fna.fbcdn.net fbcdn.net Yes No No No No Yes No

scontent.fapa1-
1.fna.fbcdn.net

fbcdn.net Yes No No No No Yes No

scontent.fapa1-
2.fna.fbcdn.net

fbcdn.net Yes No No No No Yes No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No
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m.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

scontent.xx.fbcdn.net fbcdn.net Yes No No No No Yes No

video.fapa1-1.fna.fbcdn.net fbcdn.net Yes No No No No Yes No

edge-mqtt.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

edge-chat.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

i.ytimg.com ytimg.com No No No No No No No

m.secure.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

s.amazon-adsystem.com amazon-adsystem.com No No Yes Yes No No No

www.googleadservices.com googleadservices.com No No Yes Yes No No No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

www.gstatic.com gstatic.com No No No No No No No

tags.tiqcdn.com tiqcdn.com No No Yes Yes Yes No Yes

www.googletagmanager.com googletagmanager.com No No Yes Yes Yes No Yes

connect.facebook.net facebook.net Yes Yes Yes Yes Yes Yes No

googleads.g.doubleclick.net doubleclick.net No No Yes Yes No No No

10227187.fls.doubleclick.net doubleclick.net No No Yes Yes No No No

ad.doubleclick.net doubleclick.net No No Yes Yes No No No

accounts.google.com google.com No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

adservice.google.com google.com No No Yes Yes No No No

mtalk.google.com google.com No No Yes Yes No No No

android.clients.google.com google.com No No Yes Yes No No No

wallet.google.com google.com No No Yes Yes No No No

clients4.google.com google.com No No Yes Yes No No No

safebrowsing.google.com google.com No No Yes Yes No No No

edgedl.me.gvt1.com gvt1.com No No No No No No No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

Total: 16 8 32 27 11 16 7

Table 41:Oculus Home observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

graph.oculus.com NA NA NA NA NA NA NA NA

securecdn.oculus.com NA NA NA NA NA NA NA NA

scontent.oculuscdn.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

ping-
edge.smartscreen.microsoft.com

microsoft.com No No Yes Yes No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No
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scontent-den4-
1.xx.fbcdn.net

fbcdn.net Yes No No No No Yes No

Total: 2 1 5 5 1 2 0

Table 42: PiTool Pimax observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

odoo.pimax.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdp.cloud.unity3d.com unity3d.com No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

config.uca.cloud.unity3d.com unity3d.com No No No No No No No

cp501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

events.gfe.nvidia.com nvidia.com No No No No No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

cs.dds.microsoft.com microsoft.com No No Yes Yes No No No

geo.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

kv501.prod.do.dsp.mp.microsoft.commicrosoft.com No No Yes Yes No No No

login.live.com live.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

piserver.pimaxvr.com NA NA NA NA NA NA NA NA

download.windowsupdate.com NA NA NA NA NA NA NA NA

au.download.windowsupdate.comNA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

www.google-analytics.com google-analytics.com No No No Yes Yes No Yes

Total: 0 0 10 11 1 0 1

Table 43: PlayStation observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

psn-
rsc.prod.dl.playstation.net

NA NA NA NA NA NA NA NA

commerce.api.np.km.playstation.netNA NA NA NA NA NA NA NA

eventcom.api.np.km.playstation.netNA NA NA NA NA NA NA NA

id.sonyentertainmentnetwork.comNA NA NA NA NA NA NA NA

static-
resource.np.community.playstation.net

NA NA NA NA NA NA NA NA

youtubei.googleapis.com NA NA NA NA NA NA NA NA

android.googleapis.com NA NA NA NA NA NA NA NA

app-measurement.com NA NA NA NA NA NA NA NA
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beacons.gvt2.com NA NA NA NA NA NA NA NA

content-
autofill.googleapis.com

NA NA NA NA NA NA NA NA

infinitedata-
pa.googleapis.com

NA NA NA NA NA NA NA NA

people-pa.googleapis.com NA NA NA NA NA NA NA NA

play-fe.googleapis.com NA NA NA NA NA NA NA NA

play.googleapis.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

theia.dl.playstation.net NA NA NA NA NA NA NA NA

update.googleapis.com NA NA NA NA NA NA NA NA

ca.account.sony.com sony.com No No No No No No No

device-api.urbanairship.com urbanairship.com No No No No No No No

my.account.sony.com sony.com No No No No No No No

redirector.googlevideo.com googlevideo.com No No No No No No No

image.api.playstation.com playstation.com No No No No No No No

telemetry.api.playstation.com playstation.com No No No No No No No

dms.api.playstation.com playstation.com No No No No No No No

m.np.playstation.com playstation.com No No No No No No No

id-
lookup.api.playstation.com

playstation.com No No No No No No No

sbahn-
publish.api.playstation.com

playstation.com No No No No No No No

smetrics.aem.playstation.com playstation.com No No No No No No No

accounts.api.playstation.com playstation.com No No No No No No No

ajax.googleapis.com ajax.googleapis.com No No No No No No No

blog.playstation.com playstation.com No No No No No No No

combine.urbanairship.com urbanairship.com No No No No No No No

client-api.arkoselabs.com arkoselabs.com No No No No No No No

firebaseinstallations.googleapis.comfirebaseinstallations.googleapis.comNo No No No No No No

privacytemplate.api.playstation.complaystation.com No No No No No No No

s.btstatic.com btstatic.com Yes No Yes Yes No No Yes

remote-
data.urbanairship.com

urbanairship.com No No No No No No No

sessions.bugsnag.com bugsnag.com No No No No No No No

s.thebrighttag.com thebrighttag.com No No Yes Yes No No Yes

sky-srlc.account.sony.com sony.com No No No No No No No

web.np.playstation.com playstation.com No No No No No No No

www.googleapis.com www.googleapis.com No No No No No No No

i.ytimg.com ytimg.com No No No No No No No

dpm.demdex.net demdex.net No No Yes Yes No No Yes

www.googleadservices.com googleadservices.com No No Yes Yes No No No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

assets.adobedtm.com adobedtm.com No No Yes No Yes No Yes

android.apis.google.com google.com No No Yes Yes No No No
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www.google.com google.com No No Yes Yes No No No

accounts.google.com google.com No No Yes Yes No No No

edgedl.me.gvt1.com gvt1.com No No No No No No No

Total: 1 0 8 7 1 0 4

Table 44: SteamVRDesktop observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

store.steampowered.com steampowered.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

static.nvidiagrid.net nvidiagrid.net No No No No No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

steamcommunity.com NA NA NA NA NA NA NA NA

crash.steampowered.com steampowered.com No No No No No No No

test.steampowered.com steampowered.com No No No No No No No

Total: 0 0 1 1 0 0 0

Table 45:Viveport observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

assets-global.viveport.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

www.viveport.com NA NA NA NA NA NA NA NA

account-profile.htcvive.com NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

activity.windows.com NA NA NA NA NA NA NA NA

client.wns.windows.com NA NA NA NA NA NA NA NA

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

licensing.mp.microsoft.com microsoft.com No No Yes Yes No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No
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store.steampowered.com steampowered.com No No No No No No No

login.live.com live.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

bl3301.storage.live.com live.com No No No No No No No

cm5-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

cm6-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

continuum.dds.microsoft.com microsoft.com No No Yes Yes No No No

edge.microsoft.com microsoft.com No No Yes Yes No No No

config.edge.skype.com skype.com No No No No No No No

msedge.api.cdp.microsoft.com microsoft.com No No Yes Yes No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

steamcommunity.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

api.steampowered.com steampowered.com No No No No No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

vr-hwdl.vive.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

apu-download.viveport.com NA NA NA NA NA NA NA NA

apu-msg2.htc.com NA NA NA NA NA NA NA NA

px.owneriq.net owneriq.net No Yes Yes Yes Yes No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

fe2cr.update.microsoft.com microsoft.com No No Yes Yes No No No

fe3cr.delivery.mp.microsoft.commicrosoft.com No No Yes Yes No No No

survey.survicate.com survicate.com No No No No No No No

058-suw-894.mktoresp.com mktoresp.com No No Yes Yes No No Yes

ads.stickyadstv.com stickyadstv.com No No Yes Yes No No No

bh.contextweb.com contextweb.com No Yes Yes Yes Yes No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

d.turn.com turn.com No No Yes Yes No No No

cdn.mouseflow.com mouseflow.com Yes No Yes No No No Yes

evoke-windowsservices-
tas.msedge.net

msedge.net No No No No No No No

ib.adnxs.com adnxs.com No No Yes Yes No No No
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px.surveywall-
api.survata.com

survata.com No No Yes Yes Yes No Yes

lm.serving-sys.com serving-sys.com No No Yes Yes No No No

secure.insightexpressai.com insightexpressai.com No No Yes Yes Yes No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

secure.adnxs.com adnxs.com No No Yes Yes No No No

su.addthis.com addthis.com No No Yes Yes Yes No Yes

ce.lijit.com lijit.com Yes No Yes Yes Yes No Yes

insight.adsrvr.org adsrvr.org No No Yes Yes No No No

dpm.demdex.net demdex.net No No Yes Yes No No Yes

s.amazon-adsystem.com amazon-adsystem.com No No Yes Yes No No No

pixel.rubiconproject.com rubiconproject.com No No Yes Yes No No No

token.rubiconproject.com rubiconproject.com No No Yes Yes No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

download.windowsupdate.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

x1.c.lencr.org NA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

ocsp.digicert.com digicert.com No No No No No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

store.viveport.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

vr-hwdl.vive.com NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

assets-global.viveport.com NA NA NA NA NA NA NA NA

blob-ns.viveport.com NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

www.viveport.com NA NA NA NA NA NA NA NA

contentstore.htcvive.com NA NA NA NA NA NA NA NA

toggles.viveport.com NA NA NA NA NA NA NA NA

mozilla.cloudflare-dns.com NA NA NA NA NA NA NA NA

account-asset.htcvive.com NA NA NA NA NA NA NA NA

account-profile.htcvive.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

apu-msg2.htc.com NA NA NA NA NA NA NA NA

firefox.settings.services.mozilla.comNA NA NA NA NA NA NA NA

egg.htcsense.com NA NA NA NA NA NA NA NA

push.services.mozilla.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA
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steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

058-suw-894.mktoresp.com mktoresp.com No No Yes Yes No No Yes

px.owneriq.net owneriq.net No Yes Yes Yes Yes No No

survey.survicate.com survicate.com No No No No No No No

login.live.com live.com No No No No No No No

l.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

ib.adnxs.com adnxs.com No No Yes Yes No No No

surveys-static.survicate.com survicate.com No No No No No No No

usersync.samplicio.us samplicio.us Yes No Yes No Yes No Yes

a.audrte.com audrte.com No No No No No No No

aa.agkn.com agkn.com No No Yes Yes No No No

action.dstillery.com dstillery.com No No No No No No No

ads.samba.tv samba.tv No No No No No No No

ads.stickyadstv.com stickyadstv.com No No Yes Yes No No No

amazon.partners.tremorhub.comtremorhub.com No No Yes Yes No No No

analytics.twitter.com twitter.com No No Yes Yes No Yes No

api-js.mixpanel.com mixpanel.com Yes No No No Yes No Yes

bh.contextweb.com contextweb.com No Yes Yes Yes Yes No No

c1.adform.net adform.net No Yes Yes Yes Yes No No

cdn4.mxpnl.com mxpnl.com Yes No No No Yes No Yes

bs.serving-sys.com serving-sys.com No No Yes Yes No No No

cdn.mouseflow.com mouseflow.com Yes No Yes No No No Yes

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

config.teams.microsoft.com microsoft.com No No Yes Yes No No No

d.agkn.com agkn.com No No Yes Yes No No No

d.turn.com turn.com No No Yes Yes No No No

displaycatalog.mp.microsoft.commicrosoft.com No No Yes Yes No No No

d1eoo1tco6rr5e.cloudfront.netd1eoo1tco6rr5e.cloudfront.netNo No No No No No No

events.getsitectrl.com getsitectrl.com No No No No No No No

idsync.rlcdn.com rlcdn.com No Yes Yes Yes No No Yes

lciapi.ninthdecimal.com ninthdecimal.com No No No No Yes No No

lm.serving-sys.com serving-sys.com No No Yes Yes No No No

loadus.exelator.com exelator.com Yes No Yes Yes Yes No No

mid.rkdms.com rkdms.com No No Yes Yes No No Yes

ml314.com ml314.com Yes No Yes Yes Yes No No

munchkin.marketo.net marketo.net No No Yes Yes No No Yes

mwzeom.zeotap.com zeotap.com No No No No No No No

odr.mookie1.com mookie1.com Yes No Yes Yes Yes No Yes

match.sync.ad.cpe.dotomi.com dotomi.com No No Yes Yes No No No

pi.ispot.tv ispot.tv No No No Yes Yes No No
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px.surveywall-
api.survata.com

survata.com No No Yes Yes Yes No Yes

pixel.advertising.com advertising.com No No Yes Yes No No No

s2.getsitecontrol.com getsitecontrol.com No No Yes No Yes No Yes

match.sharethrough.com sharethrough.com No No Yes Yes No No No

sdk-api-v1.singular.net singular.net No No No No No No No

sb.scorecardresearch.com scorecardresearch.com No No No No Yes No No

secure-gl.imrworldwide.com imrworldwide.com Yes No Yes Yes Yes No Yes

secure.adnxs.com adnxs.com No No Yes Yes No No No

static.ads-twitter.com ads-twitter.com Yes No Yes Yes No No Yes

store.steampowered.com steampowered.com No No No No No No No

stags.bluekai.com bluekai.com No No Yes Yes Yes No No

sync.search.spotxchange.com spotxchange.com No No Yes Yes No No No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

su.addthis.com addthis.com No No Yes Yes Yes No Yes

insight.adsrvr.org adsrvr.org No No Yes Yes No No No

beacon.krxd.net krxd.net No No Yes Yes Yes No No

ce.lijit.com lijit.com Yes No Yes Yes Yes No Yes

dsum.casalemedia.com casalemedia.com No No Yes Yes No No No

dpm.demdex.net demdex.net No No Yes Yes No No Yes

dsum-sec.casalemedia.com casalemedia.com No No Yes Yes No No No

js.adsrvr.org adsrvr.org No No Yes Yes No No No

ssum-sec.casalemedia.com casalemedia.com No No Yes Yes No No No

sync.sharethis.com sharethis.com No No Yes Yes No No Yes

sync.crwdcntrl.net crwdcntrl.net No No Yes Yes Yes No No

s.amazon-adsystem.com amazon-adsystem.com No No Yes Yes No No No

pixel.rubiconproject.com rubiconproject.com No No Yes Yes No No No

cms.analytics.yahoo.com yahoo.com No No Yes Yes Yes No No

image2.pubmatic.com pubmatic.com No Yes Yes Yes Yes No Yes

image6.pubmatic.com pubmatic.com No Yes Yes Yes Yes No Yes

simage2.pubmatic.com pubmatic.com No Yes Yes Yes Yes No Yes

connect.facebook.net facebook.net Yes Yes Yes Yes Yes Yes No

googleads.g.doubleclick.net doubleclick.net No No Yes Yes No No No

bid.g.doubleclick.net doubleclick.net No No Yes Yes No No No

stats.g.doubleclick.net doubleclick.net No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

cm.g.doubleclick.net doubleclick.net No No Yes Yes No No No

adservice.google.com google.com No No Yes Yes No No No

6698523.fls.doubleclick.net doubleclick.net No No Yes Yes No No No

apu-download.viveport.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

detectportal.firefox.com NA NA NA NA NA NA NA NA

ocsp.digicert.com digicert.com No No No No No No No
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clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

vr-hwdl.vive.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

contentstore.htcvive.com NA NA NA NA NA NA NA NA

mozilla.cloudflare-dns.com NA NA NA NA NA NA NA NA

account-asset.htcvive.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

apu-msg2.htc.com NA NA NA NA NA NA NA NA

firefox.settings.services.mozilla.comNA NA NA NA NA NA NA NA

toggles.viveport.com NA NA NA NA NA NA NA NA

www.viveport.com NA NA NA NA NA NA NA NA

push.services.mozilla.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

vrbi.htcvive.com NA NA NA NA NA NA NA NA

px.owneriq.net owneriq.net No Yes Yes Yes Yes No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

058-suw-894.mktoresp.com mktoresp.com No No Yes Yes No No Yes

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

surveys-static.survicate.com survicate.com No No No No No No No

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

survey.survicate.com survicate.com No No No No No No No

ads.samba.tv samba.tv No No No No No No No

ads.stickyadstv.com stickyadstv.com No No Yes Yes No No No

amazon.partners.tremorhub.comtremorhub.com No No Yes Yes No No No

c1.adform.net adform.net No Yes Yes Yes Yes No No

bh.contextweb.com contextweb.com No Yes Yes Yes Yes No No

cdn.mouseflow.com mouseflow.com Yes No Yes No No No Yes

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

bs.serving-sys.com serving-sys.com No No Yes Yes No No No

d.turn.com turn.com No No Yes Yes No No No

lciapi.ninthdecimal.com ninthdecimal.com No No No No Yes No No

loadus.exelator.com exelator.com Yes No Yes Yes Yes No No

lm.serving-sys.com serving-sys.com No No Yes Yes No No No

ib.adnxs.com adnxs.com No No Yes Yes No No No

pixel.advertising.com advertising.com No No Yes Yes No No No

px.surveywall-
api.survata.com

survata.com No No Yes Yes Yes No Yes

match.sharethrough.com sharethrough.com No No Yes Yes No No No
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settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

secure.adnxs.com adnxs.com No No Yes Yes No No No

sync.search.spotxchange.com spotxchange.com No No Yes Yes No No No

su.addthis.com addthis.com No No Yes Yes Yes No Yes

t.myvisualiq.net myvisualiq.net No No Yes Yes Yes No No

usersync.samplicio.us samplicio.us Yes No Yes No Yes No Yes

x.bidswitch.net bidswitch.net No Yes Yes Yes No No No

ce.lijit.com lijit.com Yes No Yes Yes Yes No Yes

beacon.krxd.net krxd.net No No Yes Yes Yes No No

dpm.demdex.net demdex.net No No Yes Yes No No Yes

insight.adsrvr.org adsrvr.org No No Yes Yes No No No

sync.sharethis.com sharethis.com No No Yes Yes No No Yes

ssum-sec.casalemedia.com casalemedia.com No No Yes Yes No No No

usermatch.krxd.net krxd.net No No Yes Yes Yes No No

sync.crwdcntrl.net crwdcntrl.net No No Yes Yes Yes No No

www.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

s.amazon-adsystem.com amazon-adsystem.com No No Yes Yes No No No

pixel.rubiconproject.com rubiconproject.com No No Yes Yes No No No

token.rubiconproject.com rubiconproject.com No No Yes Yes No No No

cms.analytics.yahoo.com yahoo.com No No Yes Yes Yes No No

ups.analytics.yahoo.com yahoo.com No No Yes Yes Yes No No

sync.taboola.com taboola.com No No Yes Yes Yes No Yes

connect.facebook.net facebook.net Yes Yes Yes Yes Yes Yes No

www.google.com google.com No No Yes Yes No No No

apu-download.viveport.com NA NA NA NA NA NA NA NA

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

detectportal.firefox.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

ocsp.digicert.com digicert.com No No No No No No No

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

Total: 21 18 139 133 51 5 36
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Third-Party Apps

Table 46:Beat Saber observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

ps5.np.playstation.net NA NA NA NA NA NA NA NA

qgve.dl.playstation.net NA NA NA NA NA NA NA NA

uef.np.dl.playstation.net NA NA NA NA NA NA NA NA

asm.np.community.playstation.netNA NA NA NA NA NA NA NA

gs-
sec.ww.np.dl.playstation.net

NA NA NA NA NA NA NA NA

trophy.ww.np.community.playstation.netNA NA NA NA NA NA NA NA

ivt.np.community.playstation.netNA NA NA NA NA NA NA NA

action-cards-host-
app.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

activity.api.np.km.playstation.netNA NA NA NA NA NA NA NA

agent-
popupgui.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

bgft.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

broadcast.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

codex.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

compilation-disc-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

control-
center.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

cosmiccube.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

elysion.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

explore-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

feature-discovery-assets-
amd.dl.playstation.net

NA NA NA NA NA NA NA NA

g2p-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

game-hub-preview-
launcher.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

game-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

gaming-
lounge.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

getprof.us.np.community.playstation.netNA NA NA NA NA NA NA NA

graph.oculus.com NA NA NA NA NA NA NA NA

home.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

igc-
browse.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

invitation-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

legal-
docs.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA
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lfps-
bc.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

library.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

loyalty-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

millenniumfalcon-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

millenniumfalcon.rnps.dl.playstation.netNA NA NA NA NA NA NA NA

monte-
carlo.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

notification-
overlay.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

onboard-
download.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

player-
review.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

player-selection-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

ppr-
bgs.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

ppr-
crl.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

profile-
dialog.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

profile.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

ps5-multi-bundle-
ota.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

rnps-peripherals-
onboarding.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

screen-
share.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

search.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

service-hub-
psnow.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

service-hub-
psplus.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

settings.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

system-message-
client.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

titlestore-
preview.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

trophy.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

uam-
fs.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

universal-
checkout.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

unsupported-title-
hub.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA
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ut-
service.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

wishlist.rnps.dl.playstation.net NA NA NA NA NA NA NA NA

x-
wing.rnps.dl.playstation.net

NA NA NA NA NA NA NA NA

fus01.ps5.update.playstation.netNA NA NA NA NA NA NA NA

ranking-rec-
l01.u0.np.community.playstation.net

NA NA NA NA NA NA NA NA

uds-
edge.np.community.playstation.net

NA NA NA NA NA NA NA NA

feature.api.playstation.com playstation.com No No No No No No No

takedown.api.playstation.com playstation.com No No No No No No No

i.scdn.co scdn.co No No No No No No No

telemetry-
console.api.playstation.com

playstation.com No No No No No No No

smetrics.aem.playstation.com playstation.com No No No No No No No

image.api.playstation.com playstation.com No No No No No No No

ranking-view-
l01.u0.np.community.playstation.net

NA NA NA NA NA NA NA NA

trophy01.np.community.playstation.netNA NA NA NA NA NA NA NA

static-
resource.np.community.playstation.net

NA NA NA NA NA NA NA NA

ena.net.playstation.net NA NA NA NA NA NA NA NA

Total: 0 0 0 0 0 0 0

Table 47: Engage observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

store.viveport.com NA NA NA NA NA NA NA NA

app.engagevr.io NA NA NA NA NA NA NA NA

unity-cdn.engagevr.io NA NA NA NA NA NA NA NA

apu-chin2.htc.com NA NA NA NA NA NA NA NA

blob-ns.viveport.com NA NA NA NA NA NA NA NA

assets-global.viveport.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

contentstore.htcvive.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

account-profile.htcvive.com NA NA NA NA NA NA NA NA

account.htcvive.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

vrbi.viveport.com NA NA NA NA NA NA NA NA

toggles.viveport.com NA NA NA NA NA NA NA NA

web-assets.engagevr.io NA NA NA NA NA NA NA NA

ivre-web-assets.s3.eu-west-
1.amazonaws.com

eu-west-
1.amazonaws.com

No No No No No No No
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steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

store.steampowered.com steampowered.com No No No No No No No

login.live.com live.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

static.nvidiagrid.net nvidiagrid.net No No No No No No No

api.msn.com msn.com No No No No No No No

cm6-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

www.gstatic.com gstatic.com No No No No No No No

fonts.gstatic.com gstatic.com No No No No No No No

www.google.com google.com No No Yes Yes No No No

play.google.com google.com No No Yes Yes No No No

adservice.google.com google.com No No Yes Yes No No No

ogs.google.com google.com No No Yes Yes No No No

apis.google.com google.com No No Yes Yes No No No

ctldl.windowsupdate.com NA NA NA NA NA NA NA NA

store.viveport.com NA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

x1.c.lencr.org NA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

go.microsoft.com microsoft.com No No Yes Yes No No No

dmd.metaservices.microsoft.commicrosoft.com No No Yes Yes No No No

api.steampowered.com steampowered.com No No No No No No No

test.steampowered.com steampowered.com No No No No No No No

Total: 1 1 12 12 0 0 0

Table 48: Tiltbrush observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

graph.oculus.com NA NA NA NA NA NA NA NA

scontent.oculuscdn.com NA NA NA NA NA NA NA NA

graph.facebook-
hardware.com

NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

vrassets-pa.googleapis.com NA NA NA NA NA NA NA NA
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graph.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

static.xx.fbcdn.net fbcdn.net Yes No No No No Yes No

mqtt-mini.facebook.com facebook.com Yes Yes Yes Yes Yes Yes No

scontent-den4-
1.xx.fbcdn.net

fbcdn.net Yes No No No No Yes No

ssl.gstatic.com gstatic.com No No No No No No No

fonts.gstatic.com gstatic.com No No No No No No No

www.google-analytics.com google-analytics.com No No No Yes Yes No Yes

accounts.google.com google.com No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

play.google.com google.com No No Yes Yes No No No

connectivitycheck.gstatic.com gstatic.com No No No No No No No

Total: 4 2 5 6 3 4 1

Table 49:VRChat observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

api.vrchat.cloud NA NA NA NA NA NA NA NA

assets.vrchat.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

d348imysud55la.cloudfront.netNA NA NA NA NA NA NA NA

steamcommunity.com NA NA NA NA NA NA NA NA

api1.origin.com NA NA NA NA NA NA NA NA

files.vrchat.cloud NA NA NA NA NA NA NA NA

fp-afd-nocache-
ccp.azureedge.net

NA NA NA NA NA NA NA NA

fp-afd-
nocache.azureedge.net

NA NA NA NA NA NA NA NA

hello.vrchat.com NA NA NA NA NA NA NA NA

pipeline.vrchat.cloud NA NA NA NA NA NA NA NA

steamcommunity-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steamusercontent-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

login.live.com live.com No No No No No No No

store.steampowered.com steampowered.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

api2.amplitude.com amplitude.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

cdp.cloud.unity3d.com unity3d.com No No No No No No No

config.uca.cloud.unity3d.com unity3d.com No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No
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static.nvidiagrid.net nvidiagrid.net No No No No No No No

title.auth.xboxlive.com xboxlive.com No No No No No No No

cm5-
lax1.cm.steampowered.com

steampowered.com No No No No No No No

device.auth.xboxlive.com xboxlive.com No No No No No No No

events.gfe.nvidia.com nvidia.com No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

umwatson.events.data.microsoft.commicrosoft.com No No Yes Yes No No No

user.auth.xboxlive.com xboxlive.com No No No No No No No

xsts.auth.xboxlive.com xboxlive.com No No No No No No No

checkappexec.microsoft.com microsoft.com No No Yes Yes No No No

fp.msedge.net msedge.net No No No No No No No

lfghub-
anonymous.xboxlive.com

xboxlive.com No No No No No No No

s-ring.msedge.net msedge.net No No No No No No No

title.mgt.xboxlive.com xboxlive.com No No No No No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

static1.squarespace.com squarespace.com No No No No No No No

www.xboxab.com xboxab.com No No No No No No No

www.bing.com bing.com Yes Yes Yes Yes No No No

steamcommunity.com NA NA NA NA NA NA NA NA

piserver.pimaxvr.com NA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

test.steampowered.com steampowered.com No No No No No No No

crash.steampowered.com steampowered.com No No No No No No No

api.steampowered.com steampowered.com No No No No No No No

www.google-analytics.com google-analytics.com No No No Yes Yes No Yes

Total: 1 1 6 7 1 0 1

Table 50:WindowsMixed Reality observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

steamcommunity.com NA NA NA NA NA NA NA NA

steamuserimages-
a.akamaihd.net

NA NA NA NA NA NA NA NA

steamstore-a.akamaihd.net NA NA NA NA NA NA NA NA

steamcdn-a.akamaihd.net steamcdn-
a.akamaihd.net

No No No No No No No

store.steampowered.com steampowered.com No No No No No No No

cdn.cloudflare.steamstatic.com steamstatic.com No No No No No No No

cdn.akamai.steamstatic.com steamstatic.com No No No No No No No

community.cloudflare.steamstatic.comsteamstatic.com No No No No No No No

Creative Commons by 4.0 PRIVACYOFVIRTUAL REALITY: OUR FUTURE IN THEMETAVERSE ANDBEYOND 97

https://creativecommons.org/licenses/by/4.0/


api.steampowered.com steampowered.com No No No No No No No

settings-
win.data.microsoft.com

microsoft.com No No Yes Yes No No No

store.akamai.steamstatic.com steamstatic.com No No No No No No No

static.nvidiagrid.net nvidiagrid.net No No No No No No No

steamcommunity.com NA NA NA NA NA NA NA NA

api.steampowered.com steampowered.com No No No No No No No

test.steampowered.com steampowered.com No No No No No No No

Total: 0 0 1 1 0 0 0

Table 51: Youtube VR observed traffic

Source Match Domain AP AF AMT AD AM SN TPAM

api1.origin.com NA NA NA NA NA NA NA NA

safebrowsing.googleapis.com NA NA NA NA NA NA NA NA

config.edge.skype.com skype.com No No No No No No No

self.events.data.microsoft.com microsoft.com No No Yes Yes No No No

v10.events.data.microsoft.com microsoft.com No No Yes Yes No No No

jnn-pa.googleapis.com jnn-pa.googleapis.com No No No No No No No

yt3.ggpht.com ggpht.com No No No No No No No

fonts.googleapis.com fonts.googleapis.com No No No No No No No

www.youtube.com youtube.com No No Yes No No No No

youtube.com youtube.com No No Yes No No No No

fonts.gstatic.com gstatic.com No No No No No No No

pagead2.googlesyndication.comgooglesyndication.com No No Yes Yes No No No

tpc.googlesyndication.com googlesyndication.com No No Yes Yes No No No

googleads.g.doubleclick.net doubleclick.net No No Yes Yes No No No

accounts.google.com google.com No No Yes Yes No No No

static.doubleclick.net doubleclick.net No No Yes Yes No No No

play.google.com google.com No No Yes Yes No No No

www.google.com google.com No No Yes Yes No No No

ocsp.pki.goog NA NA NA NA NA NA NA NA

clientconfig.akamai.steamstatic.comsteamstatic.com No No No No No No No

Total: 0 0 11 9 0 0 0
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Common Sense is the nation’s leading nonprofit organization
dedicated to improving the lives of all kids and families by providing
the trustworthy information, education, and independent voice
they need to thrive in the 21st century. Our independent research
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of media and technology and the impact it has on their physical,
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information, visit privacy.commonsense.org
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